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Year

1970-1974
1975-1979
1980-1984

1985

1987

1988

1989
1991
1993

The Historical Development of Electronic Banking In Thailand

Services

In-house Deposit Application
On-line Deposit Application in Bangkok

On-line Deposit Application in Provinces

ATM

SWIFT

Tele-Banking

POS Pool

ATM Pool

BCR (Badge card reader)/Pin Pad
Office Banking / Video Banking /
Info Banking / Cash Authorization
Credit Card Authorization

Mobile ATM

Computer branch or Self-service
electronic banking corner
Electronic mail

Disaster recovery services

- Second site back up services

- Data Depository Services
Security Exchangé Information Services

Computer back up center

Clearing cheques

Credit card information service bureau
National ATM Poll

Worldwide ATM Service

Electronic cheque Clearing System (ECS)

Off-line Retail Funds Transfer System
Inter-bank Funds Transfer System

(Large value)

Leader

Bangkok Bank Limited

Bangkok Bank Limited

Bangkok Bank Limited

Siam Commercial Bank Limited (1983)
Bangkok Bank Limited (1984)

Siam Commercial Bank Limited (1984)
Bangkok Bank Limited

4 Pools

Bangkok Bank Limited

Bangkok Bank Limited

Thai Farmers Bank Limited
Thai Farmers Bank Limited

Siam Commercial Bank Limited

Bank of Ayudthaya Limited
Bank of Ayudthaya Limited

Bangkok Bank Limited

Bangkok Bank Limited and

Thai Farmers Bank Limited

Some local commercial banks
Medium-sized local commercial bank
All local commercial banks
Bangkok Bank Limited

During implemented by Bank of
Thailand

EDP SUPERVISION OF FINANCIAL INSTITUTIONS, SEACEN COURSE, 1 NOVEMBER - 3 DECEMBER
1993 : METHA SUVANASARN
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Aatula NI AauNILaas
(Computer Technology)

M3l Computer Technology IWjUluULazaNYMEFY ) MUWWRNANIZNUABNNIATIATEY 1

vo &

Technology t@smanInrmviumladalana1ismsldenu Computer Technology witiduusztnnlvel « lasadl

1. Terminal w3ssfiogunaniiananIniu - doyariureniiunedlalaenst 1w winfAddeyandon
IWAN (typewrite keyboards with CRTs), Qﬂﬂitﬁi’mi’mﬁa@a (data collection equipment), ATMs (Automatic
teller machines), LA3asA8IIUSRIUTR (case dispensing terminals) uazgunInildlumafineauazasIadoy

(monitoring devices)

2. Offline, Input/Output devices @agunanildutasdayafedluglionaslvidudayaiogly

Sofiranfmedeula 1wu keypunch, key—to—disk, printer, optical scanners uazgunsal computer

3. Communications m3sfuTByanIEYIUmeTes

]
al

4. Storage media gunsaifiiuteyafignuiandusvmeglugUredoyanididansaing gy tapes,

U

drump, disks ¥38 cards
5. Programming Asm3sufjifismungmivszananalegldrenfiunes

6. Database mslt¥ database management system wglviRAIINFEAINLATARDIATILUMTUTUUT

inyalaogneliuszdnan iwnzihdeyaunsnliluunausen Twazainsdeyldiseddioyainiudneiae

. [ al o a o & 3 [ o °
7. System Documentation JusgadenmodungdindutetssuunuaiuaMIIaYn Mt
Fnen wazmsldnu

AnemInd 1 ssuEssAnNENAuE T sUkuLTsarangwmiunalulad  Tneas@lvidiud
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Input/ Output Systems
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nication Media ming base tation

off— on-
line line

MIMNUATIENNT

Foyar L / / /

MU / / /

mahsteya /

MIUTZNIANA (/) (/) (/) / (/)

doyanan /

TOLANAANE / / /

MIAUANLONTS /

999308MINTIATOU / / /

ANaUfURM

nalfarautoya /

msutaLenying / / f /

MIUTENIANG

TYMINUIUNIN / / / / /
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(Impact of Changing Evidence on the Audit)
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(Comarison of Old New Forms of Evidence)
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(4) IugrnauuFausaung asviaudle supervisor program
(5) Fmautiuenmifissning system programmer uaz application programmer BE1IFRLAN
(6) AIIYNN system programmer ﬁdmiﬁw‘%aﬂﬁ%mmﬁmﬁu
(6.1) application program muﬁ'a:ﬂwaﬂizﬂwiamimuauma‘Lu
(6.2) LonaN9AeIU application program
(7) M3 application programmer ﬁﬁ’m;ﬁﬁuﬂ%aﬂﬁﬂﬁmmﬁmﬁu
(7.1) operating system ﬁiu'ﬁ'a:ﬁwam:wucv'iaﬂﬁmuaumaiu
(7.2) enaIfAeIiu operating system
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(7.3) windayafldoagludagiu
(8) AT system programmer Waz application programmer lUldASaluvDY

a L3 Y .
ADNNWFDILAE library file

3.10 m'smuqum'sﬂﬁu"ﬁa'mﬂaa Application Programmer
AITIA RN IAIUANGUANMIUURNUYeY application programmer Taglnadn ol
| (1) SmIveunmgnuiawmvToudly  applicaton program  Wungidenlusunanusazau
suipmeudiudiu 9 W washayreedudiludfuietieufomnuluduialdlssuneunne
(2) yngieuldsunanlasunounanglild low level language 1@u Assembler Tumstdeu
Tusunsn ansvnldmdafientu operating system

v

(3) mauiBeuluaunanldmaunieaniu storage dump  vndudusdasldmmsimunag

a

JURATOU AITYINANE storage dump listing Wwae program source listing YiuAN&NY

3.11 msinwanadssasefisaiulusunsuilduszaians
FoumsRumsiisadeuufidnilusiusme 9 uefesfiolumsmusuiieysslenily
masnwematasadeienulusunsafildlssnana fail
(1) euRnmIltlusunsy Lr3oefie wazgunIniussnians 1o
(1.1) Application programs
(1.2) Operating systems programs
(1.3) Utility programs
(1.4) Data files
(1.5) Documentation
(1.6) Computer equipment
(2) ﬁmiﬁmaﬁamwamuﬁ‘tiﬂm@umiﬂﬁﬂﬁmu L% computer operation logs, time records,
console sheet wazsenudu 9 Adulslemidemsnuamduuszd .
(3) ¥ utility program ﬂauQum'ﬁ‘LﬂﬂiLmiuﬁmuﬁl,ﬁulﬂu library WasaEARYIN activity logs
TN sld library 1vinae
(4) muANMIlT system utiity program  TwmsUFURNuAmMmMIWETUswnInUSuUge
wAlrlusunsn m3 catalog TUsunsn aendmna
(5) muaNmald password fismalusuaneselusunsailiszinann  Slvidalnalug
yaraduililasunaumane
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3.12 msAvAnmsusudseuilalusunsa
mavfulgildsznans msdnlviimamuauded
(1) AvualvigAasUsuusudlalsunsudosiulumeatsulgudlalusunsn  toveeyd
nwinnuduusmsilasuseurnglumauiuuzuslalusunsamnade
(2) Favhmudeutufinneasdsamauiuusudlaluun  Weldmuanguauazfinmana
M3UHURNU
(3) ﬁmiﬁﬁmiwmﬁau‘[ﬂmﬂmﬁ'ﬁmﬁﬂ%uﬂ‘;aLLa:m"wLﬂumiwj'ul,ﬁmh"umiﬂﬁ:wmuua:
IWsunswlnaaanldnu
(4) winnutuuimsilasuneunngliiuinraumuanquansusuUguAlaluunTnms
arnmaumIUuUuilalUnnalngasfen  (Retesiuanufemeuaznansznusolusunsndudidlaule
nannigadumstoriuliuususlalusunsamenmialunnluteayfse
(5) ¥nn system programmer fia9MIUTUUIUALY operating system lvigniiuMIIgULFEITU
application programmer
(6) Iiusudgunluenasaduayumsufisnu  (documentation) TusufiRetaeiums
UsudsaunlelusunsnliiFaudeendong fiu
(7) fpsameumeluamsmugnguamauiulgudlalusunsalaglnadavndumey

3.13 msm‘uQNm‘sﬂ%"uﬂ§ouﬁ'luf1]sunsa‘lunscﬁt%dn"zus?lun'lsﬁ"'ms'n

Tueefionadufudouuumdlalsunanadasein  iRaudtyvmiamemilimansad
wUftBmanazuumatiuudlalusunaumaiinanlidudild fimnhismamuaudesioluilanid
NAUNY

(1 miﬁwum'jw:mmiﬂﬂﬁuﬂqaLm"lfu‘[ﬂ'mﬂiwa&hm'qmuvflumisﬁaﬂ'in'l,m"l,uﬂizﬂmﬂ'm

(2) weunangldminnuduuimansuiaveulumiauanguanmssulsudlalusunsy
mrnFoumdnianauilelnganden

(3) ‘lﬁél”mﬁﬁwamumiﬂé"uﬂqaLLﬂ"LmTUiLLﬂiN‘LumzﬁﬁLﬁuaﬁiawﬁmm%uu%mi‘ﬁ'%Uﬁﬂﬁau“lﬁ
nnulagazdenriug

(4) wﬁqmﬂm‘iﬁuﬂqaLLﬂ”L‘uIUaLLﬂiuluﬂﬁfﬁLiqmuLﬂumﬁ'Jmn WauiTrianiemi
wWiwSeudaoual  Ivinunuwazaiumsdsudpunleldsunsuaenanilvananszuiumsusudgunle
Tdsunsnmnnung

(5) m3wwlEIEudly object program Taemse wiswAlwenume console YaMnwanz3gms
urledinanazliunngiessasrasmaunlalvinsiagay
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3.14 AM9ATIVFIUNIATFIUYDITEUUIY

Jaguszasn

1, w‘v'amiaaamﬁmmufﬂﬂﬁﬁ'l,ﬂ (General Controls) WA WssULNMUTIAERNANITNUSD
ANNYNABITDITIEMIN NN TR

2. iermadounaIputassruunuialiiuunadieds  dmfumaiannszuuemilng
mathpednw viemauiulpszuuniaenine vty

3. ieUsufuanumnzan  aguasmidvesssuuny uasmadindulalussdunleunees
FoUNMIiY

4. WelsufiniisuiRvessantumadulasuinmsegmonadoiusnasguiingd ity
mednwalinwsuazquailvimsuiafiRaunlunnnasymAmmueld

t!ﬂu&]uﬂ]iﬂs’)ﬂﬁﬂﬂiﬂﬂﬂ'ﬂ

—

AfeTzdeulumavmnnszuunu
Tanimanaatumatuazltrenfinasussnianaluauian
NenuNamMIUiTRnumalasimanidreniuenes

v
a o o

FAVMVI0ARTe software package

[ ]

fJovsosnbeulumadesulusunsy

ed.

maneasuIruUNELaslUILn TN AR uaNA2S

sufgumahszuunulnioanldnu uarngnuramaissuundlniaanidnu
mamuANMIUHURNNYDN{ILATIEITUU (System Analyst) uazefideulusunsy
aflavTasudeumusugudlyssuunuuasusunsuminsdiunfuasnsdisesiou

© © ® N o o &~ w N

mMssneaNNUasaseRgtuszuUNHLalUsunT ALY

—

wnasiglItuszuvnNkaclUsunsnAldusznIanaulssanfadudsensiaaau

—_
—_

Application Controls
4. wNEMATUAKUNITUDURANU

lnATENUERUMIUAURNU  (documentation) FursNImasAslEnEIivRANGo AR
maUsznanameronfiunaslasanden  Wuuvadlideyadeswiufeiussuunmildlsmng Foand
Uslemisiomaudmany maufifion mathqesne  uazmIngiadeu ﬁaﬁmaﬂmimmﬁya:ﬁaaqmﬁm
viunmuazaNyInlgiane  sruuenmIffdantaglimamuagua  maUAsuuUasssuunumsduUAe
winmuuazmaNaumnemhiensuRateulaneiu selvmmnsoduinnusaiiasidaglingasin

v

uimamsliauginegudinlusufiasimuamnasymfimanzanlumsdarenasaduayu

o ca s o e & ‘o 1 Y o o pu} o< Yo
mMIUftRnw annduialumadarienssvegiuanaelalavewiuimassAugnasdimawazmuanl vl
madavinenmidulueioleNindusdomuimsny maufuiine mahqednw wazesiadeu Nalaes

nAFeuMglurasT UM IRuLaz R TArauNNewRnINAvihAidiuuaza TR UMty
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stuuenmImiUEUMUgTRNuARe R IanTldn

4.1 WesUMIIwYeAMmITUEYRMIURURNUY

42 gRefltithinasgnlumsuiidnusuneniauneslaenaly

43 n@mITiuaNMIUGURNUAM software

4.4 MIPIVANALALAZMTUITITNWUBNENS

45 gledmiuglttoya

46 onmImiuaumMaUiTRuAvItneuIAU  sofware  diFaguiiFantumsiuiamviods
Foarldau

4.1 AIAIFIUMIIAYINBNFISIUUAYUNMIUF UG
aoTumMItuesInlvilanienssnmaviegiuliaraulumImvuannIgy. - MImuANgLa
LazTAEeUMIdariienas  AsemaumIviulgudluenaslaslnddn  dmiuaatumaiufdilng
NPT maEnwIBmMIiavilena s i 9 Toluaetumeiu wasandemsiiened
FWAFDNTITEUUABNALAD T TUTE N A HAL TN FULUUTDUNE IAMNAN NN

a.2 aflenltlusnsgulunsufiRsumunesinneslnenaly

afaflaifunasgulumsufimonsueesiumastaoialuaaduunmendis 9 Aeariuis
mIsenuuuIzuuny madenlusunsn madavienmavszneulusunay guasnlrenfanesAldlssnans
marmualeneguimayeasiietsslonilumaufiiousziiu wddiuadalelumsiinausaminnu
IR%Y

LﬁamLt,a:gﬂLLUU'uaa&jﬁammgwmﬂﬁ%mu%aq’ﬁummmaﬁzumauﬁdmai’ JEUU
AN ILRRIIHA Vg alaTaviansLaw Tnervuadudosasniaan 19y (309M90aNUUUTZULNY (Systen
design) 13aemsi@eulusunsudany (programming) (3aemsdaviuazmaldiena1s (Documentation) way
1309m3UAURMS (Operation) sapenaty r;iiﬁaL%aqﬁLﬁmﬂ”aaﬁummﬁmmiﬂﬁiﬁmimmwmﬂuﬁﬁaEiaa
aNaImNUlasn 1w undnyindeyaloudinanfiamed (imput) WnuNAIUANGITNMTUIZNIGNE (Schedu—-
ling) LLNuﬂTJUﬂN?TEJNuaﬁ}lﬁﬂnﬂmiﬂixmawa (output) UWHANTENUEBA (reconcilement) WNWNLANEURT
(keypunch) Lmzuwuﬂmmmﬂ%amauﬁuma%’ SMrsUTTUURBNT AR ITNIAENERTINIBMIUTRNUTEY
wwwnumena I liduaadeiudle adwlstimanmmiisnumsiruaismeafimnuliluglouazaiuny
Husndeuufimnuiousadlasiaiauazmamuay

wonanil  msRgfenldiduwmelumaiainnuuszafionmsdaiuinwienasfildlums
Javhlusunsndanumle
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4.3 1@NF1SEUUAYUNSUHURITUA software
ienmImiuayuMIUATRNUA software fildUszIaNe msUszneuse
4.3.1 Tgymuazguassalumsuguanu  (Problem  definition) PILNAITIEas BEaL e
maUftReumalanms  dyvmuazguassalumauitinuisnmauasvanalumaudtym  Ingenaudaios
Jushn 9 wn (Jomdimaauelasims TenumIUszguennIsimIuTmsnumMueaNRLAas A
maRasanlasms  Jymmedullsunsadildszna  alsnevedasimamalssnamaIeufieuen
IHhefiAedusge SntlvusnumalssnamaUisuisutuiouiliusuildd uwendninmel
Mlumssndula s
432 Teandgafisiiussuuny (Application system description) AITULEANTIEALLDEA
\AeafusruunuuazanNduRusradlUsuinsasn 9 meluszuunulsznausag
(1) HUFRANTEUUNY (Symen1ﬂowchan)Lﬂuﬁhuﬂmauwéqﬁuwuazﬁhwn&maaﬁbﬂaﬁ
IHlszann iefavinauasgunanilfuszanans dumeumsuftion Waunswffldluszuunu Jlédoyauas
dnwnizvosioyafildnnmIUsziiana
(2) FaBUNeLAEINUITULNY (System narrative) aBUNEANYOILIT 7 Tdvavszuuny
TUsunswiilfusznane TBUATRNU lddayauazanuduiusrosssuunudiidemisnudy
(3) WauamanwaizmItuiintoya (Record layout schmeatics) uaneguuuuluns
ﬂ'uﬁﬂiauuam‘lu media @9 ¢ WU card, magnetic tape, paper tape War disk AN 9 4aY
(4) snwaizraseruiildanmsUszaaa (Print layouts) uﬁmogﬂmaqiagaﬁLHWﬂg
Tungnuildnnmasziiana 1w mIRavineny midnredndiays mIsangan maiuussrin 1dudu
(5) ‘i'lEJﬂ:LﬁElﬂLﬁEDfTULLWN‘?TaQa (File description) afunganwzwad record fufiu
Tiluurndoya (fle) uazanafidarvunlviglduiatdeyasewfiudneu/vaamsldudndayase
(6) VLAY (Special codes) BEUNEANNNNIETDITHNGN 9 11U UTHUANTDITIBNT
Usunnig® yay
(7) MmImuANgLa (Control  functions) a%ma*‘aﬁmimucﬂuﬁqﬁm Jruduazeu
UATemImasnwanaasads efewinnuilasuneusnnalvlideys yay
433 eaudeafieiulusunsy (Program description) \uneasdeaiendulusunsad
loUszniana Usznausie
(1) fudasdupanlumIUssaianareslusunsn  (Program flowcharts) 1uiauame
logic TumaumsviuTelUsunIy uaz subroutine w38 module Al INAUTUUNTNMED
(2) mynuanimIfndula (Decision tables) analgunu flowchart w3eldidugu
Usznoutat flowchart lunsdifilusunsufianugiennuazadudutou  ileuansunoumssinaulalyidaiug
Aunginaeiviodevlafiglidayarmunli uananid Decision table éeldifulszlemflumsindendayatiio

ManAgau (Test data) JZUUNHAIE
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(3) TeaudgaranTteys (Table descriptions) aiineeazBeavetoyafiliu
1 table vieelwlusunanse 9 iluldeede Fadududdyres program documentation

(4) eeBune Flags Wz Switches Wuneaudenaiunenanageu condition #4 ]
melulusunay  Waldenismavszanansetilnagmiligaudiud instuction v logic veslusunas
el

(5) eaudalumIviulaunleszuunuuazlusunsy (Program change and system
modification forms) a%mﬂmiﬂfuﬂq\mﬂ"lm application program, application system, operating system
e ALasaEeTaImsUsuUTuAleding 1 wazmsnamiesinalumsuguinmsusulguslessuuny
waslusunawlivhe

(6) Tazdenvedlusunsn (Program listing) LUWBAEIIENY0Y program documen—
tation Fmsieazdealiasudi Nnrdedunafiaztigliidlalusunaaldng uazanavnetes data
name lunsaifnfmaurlelusunsnazaoaudle program listing e

(7) MeandeaifgiullsunsuiildmuasuazasadaurMNgnFamasoya  (Pro—
grammed Controls) \{umeazdenfieduigitminnasaurnugnenteyavedlusungase 9 Aldlums edi

4.3.4 TeaudanlumIufuRuees Operator (Operator instructions) 85UNEIGUHURNHYDY
operator TagaziBeanniu wihflanusulateutes operator JEUAURUNsAlASamgavinulaenszyiu
Laﬂmimﬁa:ﬁaﬂﬂﬁiwaauﬁamﬁ'ﬁaﬁﬁUTUﬂmmﬁ‘liﬂs:mama i1 source listings, record layouts Wae
program flowcharts 1snUsUn inTzanaidusunseremssinwanaulannie uamsineazidenfigiws
fiazgaelW operator AkunuawaaNeITIIlfiuaTouuRmilalaglifndauasladosonderausnte
Wz
435 tuiinmeiusamiamaayimiildssuuemusziaang (Record of acceptance) Uw

wﬁhgwuuﬁmﬂiwaamﬁamﬂ77miua%ﬁa:ummwunﬂ%ﬁmau PnBnUEe 9 aeEaTumaius

(1) flddaya (User department) misfiMdngiuuaaimInsramaunanufildanms
nanetsziIaNaaTzULnUAin 19 dnadwsgnsasmudnmuely

(2) fudmIgudreniaead (EDP department management) AINVANFIMUEAII
sruunuimnaIlaRYhTumanAIIuATo MU AT

(8) {m7IadaU (Audit department) AITHVANFIHLTAINITNANOUTZUUNIUUATUERY
TlenTIasauItMImIuanee) aunealaua

(4) fUfjifeudszana  (EDP  operations) msiviangmuuaaisamsligienaass
UAURNU Annganaranasssinsuazgunaaiadldnuuacmadsssnaeiosranfmesiaslduszinana

(5) usTanIn¥muaNgLaTnELenaIEHUEUMIUL TR (Documentation Libra—
fian Function) msiivangumansaadeuananasn 9 lianysaliasseusosmumnmsguimminly
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4.4 MIATVANAUALAZNITUIFISNBUBNETS
UsIN3nY  (Documentation Librarian) azfugiulaweulumsmuan fiudnen wazuan
PeenmT  HEIFUAURLANM A UgALEMATINAAINTUTE WD IN TUTENIANAA I TEUUABN R IABTYEN
aonUumMIRuusazuv
MIPIUANALALEEMTUNTITNWUDNENT meLiumantil
4.41 vtussanindduulareulumamuangua thysinwienans Tnedmid
(1) ATIRMUANNEEUSasTauena TN T n TN RN IR N TTUUNY
(2) muANLAsLiuINWILBNTS
(3) Usuugwriluenans
(4) c‘?msiaLLa:f&Tma'aLaﬂmi‘lﬁﬁwgﬁlﬁuaqtywm‘Lw"l%Laﬂmi
(5) musNmMItArenmTivilanaIgu
4.42 dplvisudeumaldionms waeivmadnilasuayanaldldionmsuicuszan
4.43 ensUsulsudluenmslgnaswasiuamogiane

4.4.4 Fwwenmamsanduinwmlingy  wasimiviudgudluenmsgaduniilignaes

A LUAEIRuNaIgANLTNUagiaND

4.5 gfledmsuglddoya
gontumsinvhgfiodmiuglddoys letisbifltdoyadila @efasensuszuunu uadld
anaTNfoUAuRNL vennnigudunatloriumnudemefenafsnnglddoyanismsudtiymeiemies
visarflddayaanalindadeyanldnnmsszanamsrenfumefauiuly  iliasaglinnaseudays
vriafinnduiamsiagounowhluld
aledmsulitoyautvoanidu 2 neu Ao mau*ﬁ'iwﬁaa‘iasgaﬁ“l%‘lumiﬂizmawa (input)
LLa:‘tTaagaﬁ"Lﬁmﬂmiﬂi:mawa (output) ﬂ”aaﬁwﬁ‘lﬁ‘lu@'ﬁaﬁqﬂ@hﬁ:ﬁamﬂummﬁtﬁﬂadwEJ TR
Uszneuuaneisnenuuunadisne 9 uasRIsUATRnunnduseulneanien uennniimanmageunsld
nenuiildnnmesznanaiuedinm egnimahlidusslonimaingussmdviola

4.6 LanasavvayunIsUjuRuivsEnausnniu software duFagUnaaItUNISSUIANT
-1 J L7
w3adauldeu
. av - v - o R =
lunstifao T M IRiuInYIaTe software nMeuanalTlagluInYINTUEY AITRATAN
lnmsmivaumIUfimnuivsneunineandeaauy ol fsawsuas DulUumuanaspuiivualiniald
Tagadunsnsagaulanmsiviaiinauiacsdansainanld Waliidlan software fAaztihwnlganwnsaleriv

JEUUPANTRRDTTIEN TN TRULA
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4.7 NM3A5IFBY Land1sHdUARUNTUG IR

Sagilszasn

1. LﬁaﬂmﬂummmmzﬁwLm:mw,ﬁaﬂwa‘LumﬁﬂﬁwLaﬂmiﬁﬁumuﬂmjﬁu“@mu ms
snwanuUaeadeifieaiuienmarersntiumaiutasRoAnnazaIn UszndanalumIdfudaums
ANaERy dmiugiAetawmnehe

2 ialifmsamey latoyaidaiufeiunulstianamerenfianoslusus 9 voe
sntumady  FesnsaldiuwnmdumsssasoussUsaiuunumsesheuims  snasgmmsUios
nulsznans mamuanlagitlusessaniumaiu fudufugududuasimisnaseusuneniueed

UHHNUMINTIaBUlAYED

1.

2.

3. enmsmiuagumsUATRnuEm sofware  unwsananfisidudewnsaseuieiuns

< =

Novasufyumsanvinenasauayumsuunau

D D).

feviTasalyuieriuanaspumsujiinulussuureniineslnenily

muawﬁﬂﬂ (General Contrals) wazmMIAmUANAWIENWINLFARZAY (Application Controls)

4. aeviasnlyudmiudletoya (User Manuals)

5 mseuaN Mefuinw  uasaImsshwanaenadeifeiuenas  miuayums
Ufumnu

5. NMIUHUAMNUHADNWINNDT
uHnUATEMIAaNRILRD I ITNATINAITYNINUAIgATNTIAL T LAz RUSEANE A nEnS
Hosiuudindoya Tusunsn edesfouazqunialineg AlvilFememihAdvhnuluviaeiosrenfiuseday
FoslasunaunangiSURata U znuTiAEA UMt rE asnonR eyl A [ U emh i e 1y
matFendays m3davinlusunay mansseutayafldnnmalssinananiomiisu 9 lurviwesd
i AufTEmsre R uee R URTRNUlANaL G mnialemsuidmnu a5t dirgas
roxRumed Tusunsuuazgunaniing 9 Tasasdeannou glefimagndaimainsalduiimmildssuazing

(%

Ysuugauileliviunaagiane uarmsingaudeanidl

5.1 MITAWIANNFEIANTE luRBIABNRILADS
matsufeumsinwenuazoaludatranfiuned  mvualdiamhnugidmimameluies
AaNumaTliaUfuRlnewdirsa taloviuanudemeuniniotmaniamed gunsniuaziaiacilodu

5.2 msﬁwy%’nmm%amauﬁqma%
alaliiaTasranfimasiFanamnisininnmsuasamasarnaule Taglufdaunngas

v

pasmmualinmihAlgiememeluiarenfine vinanazeIneI o NITHALNA WAL B M INUTENK

u

nanRaNAIeaIvNAN IiioUfTR wazdanialviuiunylviitiaemIegeiiumatngeinweTonane
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5.3 AITLUILENLATHULURYUNTN

v

Wevselemflumamuanmely  guimanuimieenfiunesrisdulevisuazismslums

G

wikenuasduUdeumhinineu - sandmaineusibiminnufienaianudungvans 9 fumsey
LANZEN
5.4 MslAsasnanRiamaslumsUseaiana
°lumﬂ%m%"amauﬁamaé’mﬁﬁrjﬁamﬂu%ﬁmjwﬁmﬂaNﬁaLma'ﬁrLLa:ﬁwz%q‘luﬂﬁUﬁU“c?mi(Operation
Instructions) 1 Jundniumsuftion  glemmilazdomnnde unauazaansavduldlaviud wonand
miNawma‘lﬁﬁmﬁwﬁﬂﬁU”i?‘lm‘ﬁi:ﬁuﬁ‘mﬁwmtﬂu;jﬁuﬁﬂmiUfjﬁ?mwaaLﬁwwﬁwﬁﬂﬁﬂﬁmmﬁaﬁmﬁw

PeNUENBE LTI RTIRFRUNN T

5.5 ASIANIATISIINTT I ASBIAENRILADS
Welimsldinsesraniameidullegefivszansnm  Arsdavhmsemsldieses
panfaaImrualildliney mngudrenfamaiivnalnguasdutow analdlusunsndmsummuanan
myvhulpesalud mnimalfiedos un nuREeARldmmalilumaey e nuneseulusunsneis
foviludvevisemiidoreayireguimsifmihAsulareureusifiums

5.6 msmuqums‘lﬁ’méaanauﬁ'zma%
FtuMItumIRRTMImuaNMsltiaistrenfiunefiieletiuniansiageumsld
TUsunTauazmldiedorenfiunaslneflisuoygne Tasadeirdaliosn <) 19U Console printer, CPU-
Clock, Activity logs tTusiu

5.7 msmvQNm‘sﬂﬁﬁ'ﬁmuﬂamﬁwﬁﬁﬁﬂﬁﬁﬁms‘luﬁaanauﬁama%
wWmhiugusnmarenfumef dugiinlusunssuasdoyadirenfiamed  Fududunend
fureImIUssnaNe  SemarmvuareueemsUitinurenimiivitime  evslenilumesne
aatasasdsuarmimuanmely Tngdnlvifimseusmnmhiivguenslumslsdeyauazlusunsalaglng
¥ SR AsuAdusuaedonsUssniang 1Y MIRTIREBUAINGNABITBNEDRTINTDYA
Lm:tﬁﬂﬂ&jmﬁenﬁu Source Program w38 Program Listing T3aviaienansduiilaiiientiumsldiedes

5.8 N1SAIUAN Library
Walariumsldudlndeys  Tusunsn  waztenansaduayumsufudnulaeflasuaygn

Il library Aaiv doya Tsunsn uaztenansuensnamnanvesranfiueed Tnelssuumuanuazine

anuUaaadeniann denndantumatiue1ald software package AIUAN library anuanm1Tldiaya

a & “J = tea o ()
LLﬁ:TUiLLﬂ‘iNQﬂ‘UuVIuG W'ﬁaE’]T‘ﬂﬂnﬁﬂ'ﬁﬂjUﬂNﬂU'ﬂﬂLL'ﬂu‘lﬂ bTH

- fnueldfimihfsuRareulumamuantasiiusnen production library
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- fMnueitmsveayisudlelusunsy

—  ¥NN Operator 14 magnetic file Lﬁuﬁﬁmu‘ﬁlﬂﬂﬁﬂﬁ‘lﬁmu

— yhw Operator lUsunanfiegszninmanameulu Test library TUllugaaIanifing
UJURNUATIeNUNG

5.9 MsAs9FaY MsUfuRoursufinnes lasgnsaenissuinrswidiad

Sagilsvasn

1, Lﬁaﬂmﬁuwamiﬂﬁﬂﬁmu‘uaqL%ﬂﬁﬁﬁﬁﬂﬁ%miﬂawﬁuma{ (Computer Operator)
goeFantu Maiufianngneias uasanysolifiedle deoyafldnnmIufiinurenimiridmnanidedels
N

2. RanTadaUAMMNNEANTEIMIMUANMIUATRNY mathgesnsuazanasmslums
SrwennUsendgluviosranfiaumed SenainansznudemIUsznougsiaamtiunaiiu

ununumInseaevlagge  RnamIsnmIndrdaznrareukasuTnluiowelud

1. neaudeaieiueiotroniaunesuazgunaniin

2 Houlwwasduan ﬂmﬁm‘%a?gaLﬂ“’iaqﬂawﬁama{ua:qﬂmtﬁé"u 6]

3 c{jﬁammgwum51J§1;T'§mu°naqu’hwﬁwﬁﬂf]1jﬁﬂﬁﬂauﬂama% (standard  manual  for
computer operation) warszTeuUfTREN ﬁﬁmum‘lﬁwﬁmmﬁma’nﬁaﬂf]ffﬁ 1% housekeeping, equip—
ment maintenance scheduling, equipment operation uazszidoumsld data and file library WHuiu

4. myumsliirsosranfinaes (operating schedule) warmenuMIVTBNUADNRIADT
Aiuasiotheusms

5  Teauduafierdiunmsldiadssreniumesitufindulily activity logs

6. ederilasunauraneliUfiRenluiosrenfames uazmssullaeumihiivoawin-
e

7. TenumaTEnywestenwTAS RN aeT

mamugumeluaznasmMslumsinmnanslseadeifeiumsldieioinaninnes

6. n1InMdoyandndonaln

FBmamuanmIdaTdeyafituaainzan  vivludwveultioyauacqudnonumeditug
vlidayafianagnaawanysel uwanfefiold I8msenuandinananalisuusaluiivialdwminnurimindi
umsmuan  vielivameisimiufld  mImuanmInIsindureuiuduinaENTdeya ms
Uszanana aufiimsinsanenuildannmsdsznanaludulidoys
sandumaiuasifinmamuaaieiteyafivszananaiananysal  gnaswasiidedale
sem3muenssliiTuiednvaevihiilldasounqunanidl  anaminzalumsldiduiuamnaeaud

UIznIanaLAnzwYa
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6.1 e'lut'iv'ur;'i'u‘lumsé'mhu.azm‘sﬁ'adaﬁ’agavﬁ'aﬂszmaﬂa
(Transaction Initiation and Data Entry)Q
muduiilunmsinvhdeyafiasnanseluiuvieendy 2 vin @0 wlinfild MICR uactiin
Alald MICR (NON=MICR)

6.1.1 msdamdayanuy MICR ( MICR Data Entry)

MICR (Magnetic Ink Character Recognition) @a marmuataansdusdaadly
wuunasuiRail st waeidouiilidmivlvnsendmouivlumends  muwuuwesnanasuild
il lgontumsiuildroniumelumaUszniana  Tneldia3ay proof machine nIanduILEURBLAN
MM uaziebiiAnaugndoudedald Siinmsalsoaiuiauiinuedadiluem

Fmsie 9 Alflunmseueasdayalussuy MICR fio msdnfiuuuunasuiinsandoyauduiu
nans enT batch Teelviusias batch Uszneusmsuuunesayszaiin 150wl fiv 300 wein wasdud
ihdanaihmsiafuuuefndoyadinaudy batch 1En 9 ssteldifnemnuazninlumauf i
Ay ldTayakaswinuNIENUEDARGINATINNADITBITaNATDIAWEUITNIAKARA 8

mIdnivtayady batch onavilavangiBmuannsssnmavelidoya urdvludieuguszaia
avasFeTumsduwiniues viaguiuszanaronenmudu 9 Asandumsiuihddlivsznans Tums
Indedoyadnanasiimstuiinseazfentes baich sy 9 INTgeRTINMUATALATAUIATARTDITaYa
uwiaz batch lufufuadilusuduenmsteestiglimansnnnansnusendoulusimematyuentszann
il il wasteliminomuresgudussanananusandeayaiidenuaziianae

smiumihsnuilsteyauazmhenuiivimifisssiauasiguienugndoedayafimenis

o o a a

% 4 Vo & D) do v « & o
TidutyndlatuegiugudUsznana  msldeanauiinailviguessnanaasausnidunanlumsanean

o

= = o o & 1% & & v M v v oo
Unnnuszinniazinyiniulumenas nunsnenudugaineilaannmvssnanang Imamuanmely

17

Ananmidmansailulsiumsdar data entry iReadsdayatlaudinonfiuneslinn®s W MICR ms
wWzdng matuiinteyag tape vde disk Inemsaulusiy

fmsudtinnumnaeTumMISuriodneuadn 9 ANE proof machine Amansald  batch
lumspugaalsltuFe i Ingnidnnussdawgnienaseendungy 9 endsznantenda lusuihn enldae
yay uaaldiedasuiniarsinganiuievilulsmhaneanudas batch

fvsusenUuMaTuAlE mutipocket proof machine FUsznausletasine 9 smsusALen
Ussanvasenasasfitunenlumasufiiom fel
(1) wﬁﬂmm:ﬂauaamﬁuﬁmmﬁma:mﬁmsﬁaLﬂuﬁiﬁfy’maqLLﬁiaxiwmiﬁwﬂaﬂﬁ'wh 9 il 11N

u
!
@

proof machine WalihIeMImantIvaLasAnLeniana iU gnmsaIfatacsadnoana N umNTD
AAmualy
(2) f—Jammﬁma:mﬁmnﬂmamsa:gﬂmﬂﬁzauLﬁu"l,ﬁ‘luﬂizmwmﬂLammﬂmwﬁaaLaﬂmiﬁgﬂ

ARLEN
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o o

(3) HolenmsmntasfidaLenATUsMINAAnTY batch Aav@pnuominTINTey batch uas
LONATEENNNTLIAALEN

(4) shenmIfldnndesdauenionmandnsnindu  batch  wazuwuTeandeafiusnglu
nszAwuINeYlinA batch

(5) viludzwi batch LLﬁmaamﬁuimnniwamiﬁ'agﬂu batch

\loFuu proof machine areangoAinIINTENTENENETTNARLenl LAz TouRe 1t Ty
gonaNTIEM ATy Ty

soum ey faiuiinamnnenanadugudiguieen (proof center) LiiaUszndnem
e Tnenunmonenmsfalflumsinvhdoyarasdninnumemmauiandari batch udlewvaden
ﬁm%u%umau’tumiﬂﬁﬁﬁa'm‘naq proof center i asfidnenzameiudninausn i proof machine
MATiNAIHLA

Tum3dnr batch Taya Asulswenmhiivaasinnulvdaay iy ludninnuanAlas proof
machine  enarvualviwinnueuuIniisuenaniugiavih batch  Taefwinnudnaunilsrimhiings
§OUMTINYI batch UazyneamRNIIHINEUNN batch vl iy dwsudnineuameiisl proof machine
'L:Jmﬂﬁwﬁﬂmuﬁ'i”uLaﬂm'ﬁlﬁusﬂ”ﬁ%aﬂmiﬂamﬁw oroof machine AIsRWINNUBNAWWTYmh L ALAS e
proof machine 1a3AYN batch wazdalvifiminmutuuimaiugnageuseniusamn baich uazvheon
ANAUTU roudaduanmsfidn batch Feusasuaalviguduszniana

mafiguinnugniameoyadnisniiiaoumsiiuienldiunndoiRguieeaduhn (proof
of deposit method) Iﬂasiwmul,%mm:'ﬂEJa:L?)8@“7{57Lﬂuﬁa\11°ﬁ‘1uﬂﬁﬂi:mawa*«z:qﬂnﬁiﬁa (encode) 14
aglugUfieiasinsmmnanemanamangld lusurhnduvSeneuiuregnérnedisaiuazgnanuenliing s
oglufifeaiu ynnemafifenduasinvesgnirgnilondiiaior proof machine azuIneeafiuliifie
sovinfuganadnresgnAneietu  wazrouiitousaniesintesgnisedudiliazdosdisaninsinges
anfneiifeginliilugudifeney  Bmssinanazhislimansofgaizeatuhnrasgniusazele
\TULAE Y

nutuselUlumsdavhdayafide mahdeyafitufinlluszuu MICR Fdlddnvih batch Feudasud
antoudniednteuuazAnuendana (reader and sorter) afiumsuenUssaneesdoyn  uarsINganiiv

o

e lvranAlnast U ems lUguinduenUssnnifiendassaly  dvsuemsneladligansuiiiatann

<

amANNvINglale (rejected item) [wgnUNTinliludey@vin (overnight general ledger suspense or hold over
account) iRafiAuMsiadayalnNmuTuIuMIilanaanuay dmusadumsduiildtadan (general
ledger control account) lumIAneen iaagaﬁ‘i”ummﬂﬂwﬁqaﬁaaﬂ (proof department) lulsaziuazld
8 NTEMT (reverse) ﬁaaaamammiwmiﬁm‘%aal:iaau%uiuiuiﬁu Tngasihsemaniesadligonsu

inauluvinlnsuasiaidusgmsnasduduszaianaluiudaly
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dmsusotumaiusnalngildrenfmeftiuiinnemsluingiusnusuanlaesaluddali
d0UeNY VisagugRgaeen (Central proof department) n‘flug&faaumm?aQaﬁtﬁm%u‘lmwiaﬁu \WednTh
batch Wigueszanann Tngtufinnemsfiddlulsznanal flutafedesdninmilng (head ofice clearing
account) ﬁfy%mﬁa‘%amm (branch clearing account) ¥3aURUENUIEVINMIUTENIANA (computer  work—
in—process account) WAIMANTEI LLa:@méﬂi:mawaqz‘t«ﬁﬁzy%mmﬁﬁuﬁﬂiwamiﬁ'méa{maau"i”u*"/’imﬂﬁu

o 1

Autufein famedihnumnviemhenuilsfayasclininoussiniuiulpnemsiefedlisensu
dehefla (manual) aoTumIEHUWI dRerRRes YT RuenUTsanTly - enalaigexlyinineu
miemberuiliteyausulgudleanemsluiniuenlssandieio dniu nematliaansayszana-
amEmalafmN azgnaindusngiihenuiudosidarindoya uastuinlilutgBaneoanemsAdilald
aaUQ@ (unposted debit/credit account) HanudaRenaafiieiotligoniufarainemasanantiyden
goauariufinnemsatluin@nesmgnamietndtes (detal account) wdiusnsdl lumsldrenfiunaia
TFwenlsnanialUlnedalus@mnanamanaiiddinnuanviamhenuilddoyanimematyiie

folalnegnst uarazsoaUfudmnismanmyualitving

6.1.2 msvamveyanuy (Non-MICR Data Entry)

NON-MICR fa maulasdayannienmstusiilviaglusuiiaiasmansnsmioyals
Tagmansdoyanuing Tuiindoyaaunivde disk vietlandayaitiieios terminal lUgnonRaimeslnense
Hioyafitloudroniresoalanmeldinzdaddidmhiugimnududming

aotuM L iuuuislEIsAnuuun e Tudviunsendeyauazinuiviiuadluing
ponfmasAasiluin: Fiendliisaneaniiuudas batch Teltu Tunsdlidulvdeieioudis: azfnweles

v o

marautsluguimsrenfuaeslias il iwridong guatdinanasfiaiiazanzdeyaieruaivyd

o

a v o a v a v v o & a o o ° a v o Y1 o
Bud SwamRudussanidng wasteyadu 9 unafeufinsumvuatissing feanioaneealaiguiy

6.2 nwsﬂauﬂ’aga‘[m‘lﬁln%aa terminal (Terminal Entry)

tRatufienmatloudoyalasdmiiidug key doyanmiedes Terminal dhrenfuaes
Juswlvg  Wosmnaansasatuneulumsudladefianmnatlinn  Tnemhieuasedes  Terminal
mnsauladeyalignsiadldiufl 1edes Terminal Aflealdiufiog 2 szuu Ao 32UV key—to-tape uas
55UV key—to—disk uasluides Terminal asfissuu software fisansntlesiudofianaaladeudiesnn

TUsunsuee 9 (software programs) ﬁ‘Lﬁ‘lumﬁmuqumﬁmﬁﬁawﬂamiﬁmum‘lﬁl.awwz
programmer winiu (Hughheenanlduazfuinuliufivaoads §A8mMseuandy 9 19y M3 hash
totals MY block and record counts WAEAINTENUEDATINLUUNINOUAULLIN (crossfooting balancing)
mahanldmevndmatszinans ieliulaindoyamiliusznanasiinuanysaluazgndes
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6.3 NM3WFIUBaA Batch UAENITAIUANTDNA

(Batch proof and Controls)

onmatusuiqudneniumeslasu asgndndeniluge (batch) usnsemsdueTaLAE
uasAaRlUzUui  wasllulemihvIanunaemuuiniaauamisanliugINgedlsas  batch WiNMWYeY
guUsznanaalviiaei batch Tnedenlinlulzmh viaviluvzmimdanliiasd batch lunsdildiny
nezmwuInaeUzmihan demnifuash batch asaniudaiu block wieararintludzmihszuiael block
UAZEDANINTINTDILARE block

donniuaninenmanidndu block udiewi s ssrenfiumasienmafireniineslisansu
(rejected items) Asueneanssemn uasslUliwinounsznueen  wiandudunuaaenemaiiten
HrenRmes Fansinanasiineanfensol et batch MY block MNE@TAIAUTENENET
(len@mIusazatuasiiardiu iReanNEzanlumMIA) wefitn® SwIndurewmAsznems WY

|
ol

F7INTDY batch  WASAIMIMENTINTDY  block  WaRITBIIMIMEUTIUGRT  batch uazusiar block 7
peNRIABsTINLEI I ugeafiunglululsmin batch waz block

wonani wilneuAvinmihfinsenueenasldsu reconcilement form aAvIeuALEIRT
guonmanly  Hazszygeainnemaadauazsennnemaesinficudsanans  wadldsumune
aufnsnutuTewsazemluenasudas batch g etiglumanssnugeaemsse 9 Ay
Uszananatiusemsitendirenianesuazemafirsatreniunaslieansu

winnunsenugaaimhfisudnteunsinaausnngniatluganiusingalonasuAas batch
AUTENUANEDA fmsulenmInranfrasINgaNSU (rejected items) ARsvNUTNEasBeALEAIIINIY
Aurewsaremsuarsusnly udadlUldmhenudvimhiienasfiedatlisensu Jeudareniumey
St Memsfirenianeidilisenusnazgnainduanlviwinnunsznuseas i duadiqavine iReddlud
whenududiady terunuatuiledefiawanssly

YUV key—to—disk uaz key—to—tape HuszdmBmwlumastlondayaiimoniiumaifini
sruuietng  Tnewinnueuusnaztlondoyadumuliudnusreneionuiindeys  Hiilsanwasedi
uanstayafitoudiluluedes wafulisamsseunilumizeansd donniu winnuBnaunilazilay
fayaraieriuduedon tResaumueanugniauazynmsudlafisudy venanfl stuu key-to-disk uaz
J2UU key—to—tape ET\'immiﬂwﬁmﬁas;lammﬁaﬁ'ﬁastﬁmmﬁqUi:ﬁﬂ%mwmiﬁwmma\w'ha'ﬁ'ﬁwﬁwﬁ' key
Toya (keying department) &nmae ﬁm%‘umi‘Lﬁ'f[UiLLﬂiN‘luﬂﬁmU@mTaQaﬁﬂam‘fﬁméaa terminal azag
U309 Terminal Entry

nududlumaaidoys mlddaya wnemaudlaUsudgdaya IudmiliReiuianais

]
ool

g Yo o L v o g’ Y o - e
Aldfufinuazasioyavsamnalulagnldlumavszanonn szsasdiszuumamuaniin Toraduszuu manual

viasuusnludAnla tialvideyafliannanysal (integrity) \Tofiola (reliabiity) uazgneee (accuracy)
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mhgnuihmihasndoyatusiy  asiuiaienmafuuuunesudayatudufiazdoud

E aa v v

ponfimes  iieUsznanalinnUsnnn  wionrivitmeaisdeyauasmauftRnuresminnunnduaon
wauslenilumatinduninnuusddiduonmasudidmivioyafitufinas tape vide disk Tagmseacs
MWAT uant format veaviayaildteuroniimes Tt field se 9 Aldlumatuiindaya
nanlngasy feyaiddluimztnniumaingan batch uaztufinsaniiusinteudaz batch 13
uazazdofvananiu uszylilulunsmmusen  tielininmildnsenugaafunenuirenfiineSAxeon
Suesianmsudas batch oonanATigwianNgniaweiasiinzinass Taeliwinnuieglumizenu
srsrvSawinnursmhsnufidideyaintssinanainzt  uazmsneuliguelssinanaiulsuinvou

mnimadeIEMImuaNgaaNTEIUNHANETRT

6.4 NMSAIVANNISIAYINYBYA (Transaction Control)
mamuanmMeluAgiumsdnridoyafa ensfidnuausdsd

(1) fmsuuegnmiiliogdaan fmsesnseudoyafiaclouwdirenfiunes uasmsld
Foyafilannmauszniana

(2) ﬁﬁ%miﬂwaamﬁuﬁm{mwmiﬁtﬂ%a\fLN'EJaN%U (reject) WazTeNII9in (holdover item)
Afuaciuszamsam

(3) AmsnsznugesnnTEuAliTAMIUTEnaratUgaRaNTihsnusudiadenlinnaTa

(4) masaunleteRananlalpgdunai

(5) Fwihnuszduguacszauvimhmbeduasaseuiedanmafivnngmunenuils
NNMIUTERING

(6) fm3muanmaiadinenuildnnmIvsznananneiinl)lviglddeyaoted

mnmsmuANMElumina1?  Fanwunwistiazinussiniaw  danfalvliinaw
FeAefionainalFesosomtiumaiule

msmuaNtenmsteyaldosiuRegluuuurasidilasunannmisenuie 9 msauaslae
FBusnienmsveuAnzmhsnulilsniu mImuaNny batch iR wasiussdmBmwasimaTuiinaed
batch uAzdMINANTINTEY batch TilunuunafnlusaiAsuilanmalaguenmavieni

whsnufisulenmitoyannmienuiilddeys  ofisUTRLenEITUgRLTILATATe
guelszanana mnduguduszaauannalng winomsuenmssndlvgasimhfisunuenasd batch
uazdn block dndlugudlszinanannaidn winowsulenmIearanimihivegegn 1wy Sulenms
wtkfinmaduenars suTmenmadh batch wazdn block Yauenasidiedosu MICR wazdmuen
ienasoenilunan 9 Tngld MICR reader/sorters nazmugeailianmatszniang uazsausIsdoyauaz
neuAlannmMIUTsamasEmhsnuilddeys  RdliimawuenmhidentelviAngednilums

v a ot Qs ::nl J L = v kg ar v
MUAN  UNNMWURANUTULDNTTIZUDNITUNHIANNTE  LTH  LATYNUBYR {lau‘uauua FIWNINNLNURAINLA
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nasnugeauaEAumhenuAlidoyafima  limssanlvwinnuiuenmsvimhiiduaiaseenfiined
uaz/viensznugesteayafildnnmalszinanaoufiane

Tagmlumautwenmii asussaualafrofialidesiiyaramuiiien Sulateunusolul
2 whiiwsonriu

(1) ﬁmﬁﬁmﬂa‘ﬁ”’uﬁu

2) Lﬁum‘%aqﬂauﬁasgal,%ﬂauﬂama%

(3) LALABaIADNRLADILALLATDILENENETT

(4) TwnNTEMIasedligonsy (reject) vdaamlild tRandulUYNIna

(5) nazvugasdayaflinnmIUIzIaNG

(6) AndteyafilinnmaUszaianalusullidays

]
%

wannimsimueiwineuUiiRmueglunseuinda - winomuszdiedowmenfioned
(computer operator) PTRMmTRwATouRetethufien limsimhfifveenduatla eaw  winou
[n=0ns (Keypunch operator) fmfitansinatringy mnlimansadrfalviniinawrihmihdiieseegasiels
fonaganlivimhAdugtisnudwduld  dhewsmsmadideie  msuwwenmiis  tRadslenilums
muanduddy Tasawzmsutuenmifisasinnilussuuneniueedinszonfiady 9 oasnagly

foverynraLiieluian

6.5 msmuquqﬂnscﬁﬁ‘lﬁﬁuﬁnﬁ’aga (Control of Data File Media)
punTnfuiindeyaiiugmlidueenfiamay (leun disk tape, dum uas card) 819
Femevdegnrhmeldieniionas  Tedaddeannsziassitlums  iiugunsainldlumsdudindoya
i 9 iellosiuiiiinanuFemestheianudian
mldiedasiummeuazaissiuanudu esnwgamgiuazannduliivanzanly
mafudnugunanifudeyaridluissrenianed vieufugunsniilismduaesfomes ussanuiimeven
Aldifvgunsniiduiindoyadsedlildemanidu (backup) uenniiazdpiszinse enuFsamefiinnn
maunsanNunEnvenedorridalini  uasduidiawdinudy 9 Ameguinnladidgriusauiii
gunanl
sunmeifanninlndiTudiddysnlssmanilifiensmnumuauuactosrly madel
Insfmoudilng 9 Afugunaal anndeussianedayaditufinlsle uasdgunsciminaadenh Aldsumas
AtoxazFemeanni
mslfiasasfouazmanesndeumuaslumssnvanauasndy gunsoifldduindoyady
Usgdvisadoyadsasfifiulilsnugnian  daslussansanweiiazlougunsaffldlumsiuindeyaann
AgRURFN 9 o E‘J%ﬁmm:ﬁwif’iqﬁw‘lumﬁmLﬁuqﬂﬂinfﬁ‘[i‘lumiﬁuﬁﬂ‘iauua (data file) LLathﬂstﬁSu 9 7
uslemilumamemdayafiae shgunsaiiinanlufivluvesfuensmamnaniesranimes Taefiiu

) 1 1 g: :dl =l =3 s o s v &‘
S data fle AFendn librarian whiiu Aidieanviedlld (unsdaniduonreosliwinaussauimi
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ynolunsfudieenldme) walunmeufiRasdeniafliih tape v disk senuanvies tiuusinly
Usziana wievheanluifiugiiiudsesenanudl wiefimeyd@idunsdifmeyiiu

nszﬁﬁ'ahLﬂuﬁamﬁﬂﬂ‘luﬁamﬁuwmd (lbrary) BEMTAM  AENYNUNAINIEUBEUTMI
FEAUFIvRIAUEUIENIaNaTIUA

dwiutayadsefiiulilsewanian mafuliluanudlnanesums ynaudronfaned
fitle 9 fiew azdorgnawlllifmouiifugunsaliman eeilsfid dayadsasiiuliluanudivis
Inafimsazinseinetoyaniflasinslunsdfdoyafiqudusziauadems inasmssnwannyaonsie
a awuffiugunsniildlumsiufindoyadsasideansioniures Liorary o guésznians wenani
msfitufinmaitesnanuiiiutayadsoazmslvifiyars 2 au SanfusulareulumsamugnaauAy
foyadnsor  drheuimsidusedafivteyadsetlimelugudlsznians  wiazlinasmasnwena
Useadefififedafiony  Anznssumasimsmsnumumseniilviimaugonidui wardisduanudes

o v

Aesg '

TIgudUszananamnaldnaesl lbrarian IRgsAUALY  wazoavhmihidusie  usfigidae
msmuaNmsle tape vda disk uAEUlugUEUszIaNaTNelng AolTIBIAU date file vionwnlily
viosllsAeAmilnle madauszasadldnqua 2 aondandu vianaunanglviyana 2 au fasvimlaviiauacyn
mslfennsziase Wlumsdadenyaeraiiimihifeniateviosdisds mavounnelviyara 2 au dov
whiliferrufoirauacgadanvilvineassimsmwlumirmuay ensaygelivimhnulszinadilungu
tape v38 disk W library 1@ lunseliseduuas librarian ey Iagazspimaauaniuinmsld library
wazATIREUNENEUTINT

FEmMIUAURIUMAAUTIE tape viSe disk eadeudusndeuliuFludeunant

(1) J=ULAALAU tape

(2) mMIguasnwUszaIu

(3) FBUATRIUMISU tape vide disk Tidanln LazisUfTRdaan froumviathin

(4) MIMUYTURTATIANU tape WID disk AUNAD

(5) mimwaauimgaﬁﬁuﬁﬂlﬂu tape vi3o disk TAULT LLazﬁwumnmﬁwmmegaﬁ
TuAnli tape w30 disk #Alflunuse 9

gunsafldlumstiufindayalugduauuiimdnniomsafianzguds  daetlaeiulivuannms
FemevsohlUlileefldsuangne  dhevimsmsiinsondaunndasfiasritlimsauaunaussamsnmw
FrzroliiAsnaFememmsiuld  anuFsdedminananafatuannmslitoyasuduauduregnd
Auyaramevuanlinewinnudezdiladolifmusuasilvisoiumatugaegniuazeagnileadensn
\Fevnelel

e 9 Mdtlaviuflvdoyaly tape gavinans Aemsld ring Fednwnisuiumon
NAEHN Lﬁaﬁaqmiﬂuﬁﬂﬁaga finen ring anldludeeiiriiliseu 9 ununanresin tape wInAe ring
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ponnnau  tape  eFavaclimansatufindayalviviudoyaifegidinld  mslosiuludnuasiiornily
U%‘Uﬂ‘qﬂ%ﬁum%'aqﬁaé"u 9 lalguiReIny

matlasiudayafivufinlily disk sansaviilalagld software PuANlAL3E label checking
Fideidlviiedanta fle donlilddoyaiitiufinaglu fie 1o Inainiansfoufiouiuiadn fle waf fie
%o fle uaziuf fle vumogmsldnuiiawlaan fle dudeyafienildandlusunsamde job control cards
mntayaninalanTiiu \A3atazuanl¥inTIUMusAIUAN  (console) ffimIUATRnuTNTunew
wiinHATUANLASEIAFBEIRRBEHLNATUAN (console) FwazgniufinliifielritheuimsldlumIaiugauaz
MTIRTBU

Brasmuanfsdyinuszmanis Afe M9ld label Tufinlilugunsalifudayauactiald
meuengUnsaitiufindeya dmiuunulefiiameuangunsalifiudayaiudeliminnueuaias (operator)
uazwinruauaNquagUnsainldidudays (lbraran) sansanuldldlneszninuasgndes Lauvisenar
YA LIUNAAU tape S0 disk Mg

W3TUU automated librarian systems #uduszuudnfugunsaiiliiuiintayalnesalud
= RANLNLAIAAU (serial number) 184 tape vi38 disk i:u“b“lul,mu%aﬁﬂmmﬂuaﬂwhfu ffuteyamely
tape vdo disk aznuldlasgninnenuissuusalulEineanan  vdedaunNIzUUMUANKNULASDY
terminal

dwiU label ATuiinlimelugunanildifudeys (intemal label) aztromurnuazoaiy
Al tape %0 disk Rm W@ operator nzagliiolalanieneviwlulnglisala Sematuacuass
sufeurmualiugTRmatusen vndnduieszananalaglifimansadou intermal label fadliwineu
Fuusmadudord

internal label astufinliAvasye fle @ WU label v’iaq’ﬁj fle (header label) az
Usznaudefe fle Tuftade fle anewsa iU volume Lawidau wasiufivinaengmsldom & lable A
pehefie (trailer label) axUsznaumEdmay record o i block dayafiusaseglu fle i wen
nnieafieenauuaztoyaduiiuanimaiigates fle vioshu tape

internal label mgpglugUanasgndsldtiullaunsnges uazounnaiialiiaady fle 74
NAFEUMSYINNY (test file) w30 fle Toyavan (master file) M3l label V'ﬂwﬁmmgm‘l,umm% oavinlA
operator eviadumaumIRTIasoy label fnawld fie LumIanUssAmBmnlumsenueuieistiauaz
dinlomaliAngtimg  vilidoyademeldieg  wenvnddiliussansammarhnunaasunazses

o e o ) a e &
21 F’TEJ@NE]ﬂ']iVI']\‘l'ML‘lT’]“‘U’JEJ‘LNﬂ'ﬁ‘L]{]‘UGN'TH NINTH
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s 1 ¥ 2V
6.6 msana\ﬁwmu‘lmﬂwagauazmsmuqu

(Output Distribution and Control)
output  fiaWean I LaztanAITaYaTUAuATNUIzNaNaRzAeslmIUaiuee i (el

wilahdoyagninddludimnviamienuiigndes  FEAdRgaRAeTnsuNIATAfInENUTuMElEnNg

AIUANYDIVIUIBIUTUSUONTIT (mail room) IR BT ONENSTHAY msiTusanlusuienans

Tagszydufuviolonmsfigiusuly Auvieldionmsfidndimsinquaszineaudussananaiuglddaya
afeflflumImuanmatasimerumineandenda

1) ‘iwa%aiwamunﬂﬁﬁmﬁlﬁmﬂmwﬁ:ma

—~

(2) FBMIUYNLEZIIENY

(3) ﬁwmuﬁnmwaﬁw\ﬂuLLcaia:qm‘ﬁ' A VLA Az NS VI

(4) enwdAlTsnuusazyn

(5) ﬁwﬁuﬁauwﬁﬂ’lumﬁmdﬁwamu’Lﬁm‘mw%awmammm'amﬁq v3eonaan dumse
vuAnARRETTE U LA

(6) PMafugRlAwUIZNBUTIENY

mafilenmaidusemangiagoy  (checklists) mMIdavhenuniy nadlemv nafou
azvn 3 e tatufinmsdavhnenilvilstoyannaadumsUssiimbsnuiifimhiidadensnu
Idunenufidoimsiimaeliudy - enafimslslusunsavmhfiduinmsdaimenuiinednddlvigisteyn
Ussfwiannn iiesanslviifiuiiladnimenaii 9 luudmded vieoasuamnenadenanzasny
fidariudy  vislamznenuididladarinfld  Webinnuhnemueiildhtudivies  wazldlasy
nenluudmielitines msld checkist AsIRFBUMIIRIEBNUAIINIEYIWEhedadienuLazls
foya  wenaniifldtoyamanagnenuildnnmalssinausdldsuaniutufinmsdarnenuUsss
Flenenuildnnmsusznanafinudorlivdeld  wasbifldnenududofunenudmnaimeionna
Uaeasglumsinsidoya

mhgnuiimhAdsmenuildnnmalsznaug mInsmannemuauanmwimenuliy
gmeondaay lifidalanain uazasimsmuaneansinee 9 Aunnglunsnuiifedss el
laheeasanfiunnglusnenuiugneios

6.7 ATIHAUNIUUALNITNTENULBATILIU
(Review and Reconcilement of Output)
emIshe 9 Avssnanaldlsziiu msimbenuilidoys viombenudassiivmhi
muan  uanansnugeasiniidsnyssnanatugeslutgiuenssnanirluiideades  lumanaas
nesnugenszimaUsulpenemsfiqguissiianaiuintssnans emafigume nemsfias uas

NeMINAIDIlNEBNTU (rejected) w%aiwaﬂWifﬂﬁﬁwa\IWiﬂﬁwuﬁ@% (nonpostable) 1A
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v

whgnuilitfayaniamhenudassivimihfimuay msnnansznugen f

(1) mwmuﬁuamﬁ‘dﬁﬂgmmwamiﬂizmuaammNﬁwmamuﬁuﬁqﬁmm‘lﬁqu&Tﬂi:ma
nadnasinily (double checking)

(2) mwmuﬁuamﬁﬂﬁngmmwamﬁﬂi:maamﬁ@usﬁrﬂi:mawaﬁmﬁwﬁﬂﬂ% (double
checking)

(3) ATENULDATNIUNABDILAZ ENUUTENBUBY ﬁ”‘u&lamu‘luﬁty%u&mﬂizmﬂﬁ‘ﬂﬂ

mnfimatufinseslutnduenlsnnnmiluleedalui®  soasinluinfuenussnniluas
whiugeafldnnmalszinanalnglidesimauiuussn lunsdhioud] asmeunmivaiormuanaems
fipsotlueansu (reject) Uara18MIWn (holdover) Imaﬁmimmﬂﬁ:ammﬁ'ﬁwagiiuﬁm%ﬂwﬁrw

maazaglivimansznugan o AgudUsziona  iewhenuilidoyaiiieRguiena
andpastayaluuNE Il sy iemtunmsiudszauanuiemele

TemIflienalszananamersotdnsla (reject) (iasnniasotemlilivsarisensly
tnduenlmanldld midaueneennnmematnd  udnnaseunnnemaiielininnuudlawastomd
ranfimeslmisedmnaulusimberuidindoudls  wasdufiumamatunonlvy  viSasuiiumanthe
Suudusngdl Tems reject Aluudlavarilnd eslasumansagaunwinOduUS M sTa e
ﬁ‘l‘ﬁ‘iasgaﬁﬂﬂ% Lﬁa‘LﬁLLﬁ‘Lad’fLﬁLLﬂ”L‘uwgﬂm”ama”'m%q 9 wazenasaUszaNald vi  IReteUsevdn
Halumsseurmdeiawanafivitliszaanalale

nenuiiidefunausznouteyafivnnglunsnuiildnnmatssnanams 9 msdnrh
atheaaiane Tnglimdsivnasidesihdunafetunseld dlufidonidunn Alvenuilad Weld
wlatlinenuasudiu mMegnmenuiiidodanmmatd Tiud Sudnifiudyd Qﬂﬁﬁ'ﬂa‘lwm Urydin 1Ju
Adugeniiuldld nenuvifesumvmiedise wenemesfduiuiuug 9 nenumand aasbininn
%uu‘%mwmﬁmﬁumiL’Emﬂugwumu dmeruildanmlssniananlafnasomaieuuUamianmadu

'
ol

mlimhenuiudraildteyadudnnaroy Wisufeudoyadin (original input) 1ty Teuasfiog ufi
Tvigaaing (Ol

mhuiareurNgnABaLanRAURREIEMT  Waziunaasiunglutuenyszam
lu andumhfizeinowlumbenuilddoya  wiamhemuanna  freutnfvesantiumsiunio
winNUIBIEI M IRUAMUANALA  AITRTIABUMSNIENULoATaIenui 9 Tnglaudilvinsiua
minluieafiueesn  nwimasseumunszmwheuFeumaEMgianaATos e IR NN TaKY

v

Uay@le (unposted item) wazTIEMINRAUNREN 9 AUTInglumenu dmiunegmanliautivg 9 vis

PemsnRaUnGmiamuasRFeulviiingn  gaeudyivesaontumIiuniawinnueesaantiumsiung
PIUANgUaFIYNTWAINMINITnUEaalagsTyTuAYnMInTznueen wazdalanmafinulinoe
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6.8 N1sdALiUTaNaluszUY data base

Data Base A7 data elements Zadudimusznourastayafldlulusunsalalsunsy
vl vionmelusunanfidiusiumnnuralitasdinduiitdeuiueenll ieinosiusznoulnuiduuiy
Fayarn 9 TneRmarvuadduemaddyannduiilumudfudu (herarchical) uinTayavaniazs key
v feaduarfiviinie weUszdnwinnu wazenall pointer 1unssel dmutydnedmgndmn
186y Uazl Data Base Management System (DBMS) \Ju software program ﬁ‘mﬁﬁﬁmU@Nmﬂ‘EﬁSQa
Formielannuinranfianeivioaine software program dvielaedasz uwanwind DBMS &
smnganNazmnuAldsunsnedldmansaddayaidemsldifled  Tnglidesddadiumiifiuioya

(Location) w38 format ¥8370ya
JUNRzuantsielUidumetnwessuu  data base vmvEmUuMIRuWwAInids sy

Teandenree hierarchical lutduanuanzaiuRuligBundvanyseiudaaniiy

a 9
Rulid a a q 9y
. Qurhn Qulng

FANDOY

o ¢ & v
o YOUNINY INONIIA
¥

U A =)
VWYAUIND
NNY

i 4
. UAIATAR MIFITLU msUseiune

RTGN
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v

M3t data base FiwaRuaaEy TmsRinsandadeseluilisourauneuihan g

Uszlamiveamsly data base

(1) ammm‘fgﬂ‘ﬁawaa‘ﬁaga ‘Lm:uuuﬂm’i’aaﬂauummﬁﬂi:ﬂauﬁaauﬂu%aagawmmﬁm
(multiple file system) azfdoyaTsmadeiuueniiuliuuindayasme 9 AN B Yl Ty
mavsulgudlateya  esndoudladayaiegluuinmainnuitudedoyadeuudaty  dniluszuu
data base aufufayaudazTemMsliifisuviaiey maudladoyadannszyfesasufierananngsenly
maudledoyatmn wasUssvdmidaflunmafiviays

(2) ansauendlusunsneennindayalaognedasr  lumadeulvsunsnwuum  udy
faerimuA format waz character otdoyafiaglu storage NAlUTUATN uAluIzUU data base azwouen
mhflumafivinedeyaflilsuuiumslsioyalaadane  dofufimansaasuulaudlaviovensszuy
doyalalatlidoudlalusunisny wennnilusunsusne 9 axfioinsdeyafiferdoeiiull (content)
Hundnunuriadduniefifiudoya (ocation) Liumdnmauuum Faztiesmnganuazmnlumahoy
WussnananunasfimesiaTosdy

(3) TiermumneTyutetioys uazionas Tagedt data dictionary Fefiwiinemdy
Ui afivhmhiieuanguany data base (ugmuananasgy

(4) mma‘m*’&au‘[wﬁauﬁa‘Lﬁﬁuﬁuéﬁu‘Lﬁ[malﬁﬁ%mshﬁm \fosnnluszuu data base &
pointer 1 Jumssritielimansnlduindagarms 9 il Tagandeanuaniustasdoyaiainstumaths
Witedin lvideyaunwedazteulifulusunsase o lot

(5) Ussndnaldaelumausutgudlalusunay Tnsananugienlumauiaiaflumafu

v

aya uazantumanlumifeteyasenlUly

Wl UINIs 1Y data base
(1) femwgeennlumsiavndays  osnndeyafiiuliluszuuasdandudoyatignees
wazayanl  Senadiudifenlesfunnnens  Tasundluszuuiaafiuteyausasnemslifsuvindien
mansmifeyamanilulszinauatildnmeny  mndeyanemslafianan uuglidayafiianan
gonannnimafiuteyaluszuuii  wananivnnasdeeneszuy data base lngugomdndaymiy
madenlgsdayalidniusiunnty  inszdavihmuneadiusiuidawazdoyannaemasoudilum
fefirvualiaguriasinaanmeie
2) sudymlumeasagou MInTIEaUsTU data base Sulusptandemaiafiumie
(3) Wlamedszndamldangagaunaa LLﬁiw‘lm:UUﬁa:amﬁiﬂ‘ﬁ%ha‘lumﬂ%uﬁmmﬂ‘n
TUsunTuaathefemy uraslenldnedy 9 smawnusd
(3.1) enlgnglumswmun DBMS
(3.2) ﬂ'ﬂ’*ﬁﬂha‘luﬂﬁﬁﬂ%qﬂﬂiﬂiﬁ‘l‘ﬁémﬁmaNﬂdmaﬁﬁm}u
(33) ldanglumsnaunmnuingu
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(3.4) mldheglumsinszuumuaninifiaadeninnniudis Feazaasldwinaudivi
nuAmlUsunIuRfianag ety
(3.5) m‘lﬁdw‘tumsﬁuﬂqqLLﬂ"I.snLﬁaiﬁ'ﬁuﬁmmﬁﬂﬁﬁuaﬁa
(4) Feugeennlumsuiulpimssnuuseadis Tngunduiiadayafldussnanadniunu
#0 9 lussUU data base asBinsdlifuiaiasren@umed dlu batch system Fuduszuudafudoya
wuuimaznaauiindayaflilaldlunmsUszananasannniedoreniumesiiusneliluvoufuuiindoys
(library) LLofi‘tTaLmﬂc;iw?iﬁwﬁtyﬁqmﬁamm%uﬁmau‘lumﬂﬁuﬁﬂwﬂﬂuﬁaaLﬁuuﬂmTas_ga mnilu batch sys—
tem yhenuiilddayasuihihvowintoyanltlumstszanana dwflustuu data base wio DBMS
wihenuse 9 Aldteyaszhndududvewdndayalaifffuinreulnsnssmhilumsemuanguadennid
yosdmunane AlduAwinnufuuimsfsulnrouny data base muanaguanlugRansanmslideya
TumsUszanaea 1t mIvan maaudoyaia mavenedayaiiinty vidoauqnalvldemdeyaldiieset
Aen iy unsdiifimslddeyarhuaion terminal vane 9 1e3as mndmstloudoyatioglu field s 9
msRnsanmuanmsvieny ielosudlvidayagniameuandemesie
(5) wilndayaonagnrinaglaneg  ifesndoyaluszuuidfanalngenuimsrindiun
wazfienlgnege mavsulsunletoya (update) luszuu data base azvinlviudndayaingnyinane (du
Uy lumsdnyiudndayadises (back up) ﬁ‘ﬁaqzﬁaﬁmﬁnﬁuﬁnﬂsw: ﬁqﬁv’uiumﬁmﬁmﬂwﬁmﬂaﬁﬁm
msdenyinamenemaaidydduderwineg 9 ik LLﬁ:EJEJNlﬁT]Elm‘i‘ﬁ‘ﬁm‘i:ﬁ”lﬁfyﬁaEJQﬂVT’]ﬂ']EJQTEy
weluie
(6) software enavMEAWAIR vEoYnOuIawiengr usEUU data base Hevd
Usznausnnang Toman software axfevnegensnnty waztumeulumsyinnuazsiniude vivlvidads

&
LA lHMIUTENIaNANINTY

6.9 MssnwAINUaanfelusEuY data base
mysnnanUasadelufiinanefie data securty uaz privacy T data securty Aams
Tosiuildayagaitlawe vSogrurdly visgnvhanslaeyaeaduilildsuneurangWiufimnulaeadlanie
Taifienn & privacy LTuangvesyarauazasrmslumsiansandaaulameaues lumsfimuana 35ms
gaulrn mslddayauazmsiauatoyaungiAuTas
6.9.1 wanmiinmanuasaneluszuu data base
masnwenaUaendelusuy data base Sl
(1) fmatlaiudlvdayagalwlmi wiegnlasnisn wiogavhmelnaeiaus
(2) Mansaaidayatulnild Relaviumagrinane  vlegamelaeadaniols
ey
(3) mwnInaTIRFaUTIMgRTeyagvelalaLsuNaY
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(4) fmatesriuflifideulusunsnsansandnidemnasmiltlumsauaniingd
Tuszuule

(5) #mManeus WUl data base lvildnneuBusanlvlitaya

(6) fm3daszuilimanasageumsufiFnueeiilasunausnnalilddeyals

(7) Amstuiinmsufiinueesilasunausnnalilddoyaiul lussuulaesnlui
WeimanInanareumsuftifihmdeniafusinafilisuseunngla

6.9.2 Myl laivou
MaufuRlirauluszuy data base 1amANIIMIUT=IANAlUITULIM Tawaagu

(1) alaufidlavaumeluszuu o
(1.1) BueaNlvigiTeulusunsnld trapdoor” w30 "window” NANLAEINIATAT
muanfindiluszuy  ermnesasilumsldiusunsn TasianzagBelussuu data base fiduden
wasimaduiasulusunsufildlumsUszinans Julugegonlumstiosiumslideyaluszuulnglivay
(1.2) Buzanld dump doyn TnelvinenRumasAnWdayafiogli core storage
UNEINDBNNININN Lﬁ'aﬁmmﬁaaﬂa‘ﬁ"L%‘lumﬁmUﬂNLﬁuiﬁﬁﬁiﬂumiUi:mama (code) uazsvigaulszan
FFUNDUEWIA (password) eananlduszlemd (MaUfuemmanfivslenilumadasuhdm demn
foyaflogluuiineng 9 Mwvhimisauasmateudayadgrsuuagingoonalviiu) dofusnaameildly
mauntateyadudenlildnamndaaslifimg dump doyalngnean storage TiAutoya
(1.3) gFunauaaldairlumsusznians wissinaulsednm WiasvasY
sosunaus Iy RialunnsvisAalasuneusina
2) alalfudlimeumenanszuu lag

v
o

2.1) wunenunlannmalszaanaiislimuie:  iReAwmIvariedaya

audu 9
(2.2) MnInssudeyangmelnidvifiviudrenfiuees  (fedumsvianio
foyadudu
(3) UavRlNraulnadudey
(3.1) sruudemslaivhnumaund donvilidoyafitlaudrgszuu data base
Rawanse

(3.2) mareNRIeasnIslUsunInynOuRanain  ganrilazuuinwna
Usoasefegmeluszuuyinuliananme magdwigy lugnfirenfimesvinnuiiaung viseludidiitum

v o [

nAUANIFEMWMIYNUMNUNG doyadusn 9 W svFaulsshdgTunauswReagninwianu

| '
v s  a

doyadufign dump eanNAmIeY
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6.9.3 MINIANNMINY software (Program Control)

mamuanlUsunInuastoyaluszuy data base adpvTAnNITUIAEITUMIAIUAN
maldieder terminal uasmiiasrnmsuitiniluszuuilimmnsmi@iBmamedm liorary aeaugumsld
TUsunsauazuindoyalainieuszuuim SeuTudadldismatusmaunueail

(1) Nauéwmwﬁwﬁiumsﬂﬁﬁﬁmu (authorization controls) TeemviuATEULYANT
access lwszuulperisly maldlusunan uiadoyn ndo record udazwiln TINMNASURIUATR (1u
magudoyn Mmadeutoya wazmsudlufsdndays (s

(2) mUﬂNﬂ'ﬁUizN’mNa (processing controls) Tneyin edit checks Lﬁamwaau
AnugnABtetoyn LU nageuANgAdDDtTayamaMANNAITINGLT (validity tests) MAFBUAIN
TUMANA (resonableness tests) naFaugitayaglutfiiualiviold (range and limit tests) waz

masitayanansafnnnaRdeuls (audit trail)

6.9.4 NMIMUANIUIZUY Data Base
Tuszuuim dndlvgadditnmamuangunial wasafeefeflflumUszananadady
physical control LElWIZUU data base a=ld38m9sail

(1) muamﬁaaﬁgaﬁﬂamﬁ‘wjiwu (control over input) Tag
(1.1) fnpuualiadaiedos terminal
(1.2) ﬁr}fymﬁﬂﬁiav-jma‘[mﬁwﬁﬁﬂamﬁﬂauﬁumaf
(1.3) fnuasdaUszanesoy terminal wazsudoumsldiasa
(1.4) ﬁmumﬁ’ﬂﬂizﬁwﬁusji"wauéww‘lm"lﬁﬂ%aa terminal  wasvIfluMg

(1.5) MyuaTARaUUIEIAKTUNBUE IR
(2) euanlUsunInuazteyameluszuu (intermal software controls) Tme
2.1) ulalusunsnunlusunsn (program locks)
(2.2) vnwldudadayauudn (fle locks)
(2.3) MviuA record ¥3e field ﬁ'aaw‘lﬁ@‘l‘ﬁagammumaﬂﬁaQa'tﬂ‘h'ﬂﬂ”
melurauanfiania (record or field locks)
(24) muANMINATBUNAGNSALATINMIUTENIAND (test of result)
ﬁm%uuﬁwﬁmgaﬁﬁumﬂ AUl disk pack wensemnRINLANEWluszUL data
base faazUszmiana  FeazheananlduazmafiuinsuiatoyaminanazdefinnaImainemans
Unendeiduneuazianuateds
‘Luﬂﬁfﬁﬁﬁaagaﬂﬂ%mmmﬂlﬁmN’]‘:aﬁmﬁwﬁmwﬁagaﬁﬁaa (back up) nulildenw
andiild  wIeszuunuiindilimansadaruiideyadsosmugluiuuiindayalfiuaidaforsinrh
foyachiadlildld Tasms dump uilndayafignriane Wesmnmausuusudlalinnsses wontunems

U
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v

o o PR i d e > o W v & o [
AnevifintuluIenINnynmMs  dump ma:mmmuwauﬁaﬁlmmﬂﬁ dump ATIVRIEALUFT LN

v & v ! [l =i [} a la s 3 o v & o &
ToyaTunlrila uwisehdlsfifiluszuy data base walvgy snaunfazlifimsdavidunlieszuy foiu

Towdudoiteyasanty 2 Uszan fe Ussianifmaasuulatlduasyssnnilidmauaeuudag
Tagazdnvhaunawzdoyafiinmaasuwawyiniy - dmiulunsdideyaimadsunlanies 9 gnun
madnviduu Aenausudsudileteya (update) PINTIEMIAAATY (transaction record) lalaedne u
s2UU realme  duuagniifiazdasiaviudindoyadsonfvly wianfiassheanldunuuiindayafionagn
yhmelaviud udeehdlsffuintoyailfnuaiuamuiindayadios vserinanagnyhadldmnlusunsad
fofianmn ol Seteddinataldivimaihaedoyaidelusunsarnuiionmn ilelimansnsiiioya

3‘ 1 o v 1 v
P linnuinandayaimia

6.9.5 ¥TNVBINININNY data base
Wiy data base ITmemalufimiduddndutgmipuduwanindanaidlums

U

a

f
& ° v o & v % [ o
HgvihmihAduguszamunuiumbenuawly

W mslduselend wazmIstidnwn data base wanan
FwfAeIiU data base Snae
gmiumhilagnsarenivmieu data base Hfail
(1) mvunandnsannuiaiegluszuy
(1.1) smgetoyannuiafiagluszuy
(1.2) v data dictionary uFAITIERzIBEATDITRYA
(1.3) FWUTINTBYATEMIFN Lﬁaﬁmﬁmﬂfﬁu
(1.4) F9NANNANANGIZIITaYaNgNENN 9 a8 NRUANS

YU

(1.5) fivuANIRITIUIDY data record Uazuintaya (data file) Lﬁa‘lmwau
Tusunsaldiduussringu
(1.6) mvuaszezalumanuinetoya
(2) 1N92UU data base
(2.1) mviualasedd1 (physical structure) ‘uaaqﬂﬂirﬁﬁﬁﬂuﬁﬂ‘i@ga
(2.2) WMUIBMST data base
(2.3) MruAIBMsIAYN data base warfuAIEMIUTUUTIAlY data base
AFemelvigadesdadn mansasililszananaledn
(2.4) WEWUINIRTMITINIPNNUAEANE
(3) sfiumaaiteya
(3.1) ﬁaummmqﬁmwmmavﬁagaﬁwm
(32) mUANAUANIIAYN data base wazmIufuuwunly data base AFe
melvigneipsdadn mansalulssnanalaen

(3.3) muaNgualTuUTImemIdAudymYemiiienuy data base
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(34) euaNMIUTuUg wasildeuulasona1sileluey data base uasiln
ausnlvianugunylddeya
(4) ThannUsanny
(4.1) FousmmathiuanaImsinsanaUasnsefiinty
(42) FeugmngimInfihmdeivnnglunsnumsuivinuinsadeu
(4.3) LwiqG?qLLazNaUémwmiUﬁﬁamumNﬁwﬁusﬁau (‘[maﬁmummﬂﬁmﬂﬂaﬁ'
ledoyaidunan)
(44) hvuasiaduildlumssnsannUaends  (security code) IWASU
UsedE{TuNaus e (password) LasIiEaUSY 9
(45) a91RRINISNEIRNNUAORALE
(46) @iumIrsareumIinmenNUaendennIzesfionacouNIInNw
yiviho data base e1afteatuiasin 1 ey Reteufiinuluneanden
vispenautinuliwinnuAiumieeammang 9 augennassmhion 9 Audufuieveulugmi
ou feader SdendedintiituIn  innewinouilasuneunanenuiing 1t wiazeugenfanENan
uazwnAnsuANfinuaTnndugivansalumanusul fuRng. wasmsuszneumsziaussdiu
wananil Amsutenmirfivewimineu data base Midaause eenimihon
data base LHurjmuanguamsdnvihdoyafiegluszuu dafufsmsiwiliiimihn data base hdayad
aufidAtadumsiavndayadinanlUldnu  wazmsmuauimhoy data base  umslgmenu
uamIneazdeareroyatudufianilulfusznana Taaenasfifeaiulusunssousie 9 dae

6.9.6 N159AN" data dictionary

Data dictionary ﬁaﬂty%%aﬁasgaﬂm@ (central catalog) NT1gaslBunLarnIanwtUzte9
Joya (data definition) MFlunmainetduszney (organization) waramUsznaudn 9 el

(1) fdoauwne (information) V"imma:hﬁ‘ﬁaagaﬁa:ﬁﬂﬂisﬁmuiﬁagjﬁq

(2) § format, segment uazTEazndundy 9 Aldiuedewolumareszuy data
base

(3) ﬁmaané‘am'ﬁ'mﬁwﬁaHa'ﬁlﬂizmawaﬁhaﬂaNﬁamas’ua:ﬁa:ﬂaﬁlﬂﬁﬂi:mama
MgABNALABT (computerized and non—computerized data) ﬁagﬂuizuuuf\lwﬁaﬂmmwﬁ’l warlugzuu data
base (fM5U data dictionary 7ildludagtiu mnUnfasudmineandonmmEludmuiiAietu data base
i)

(4) ﬁiwaa:u‘jamﬁmﬁﬂwmz‘nm"ﬁaHaﬁ'lﬁuﬁ LLa:GhLLWLiﬁ‘ﬂaﬂﬁﬁ’JElﬂ’J’lNﬁ’]ﬁLﬁU‘lT@Nua
(physical storage location) uazigmahdeyaluld (data access method)

Tuanesgumsuftion  ensfinuesyanafinanzanlumInsaseuiarhienas

wasRnsoUsemwed vnimadsuutay Data Dictionary/Directory System (DD/DS) lng
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1) wouswamaUdguwlaimsufuRnuEuniimiinuy data base
2) wounanelvildtayal lugayanmaudsuuyag

(

(

(3) Uiulgunluenasre]ldtaya

(4) naFauNansznunsufionlunsldnu
(

5) dauUMuUsEEnEMWluMINTIATOULUY audit trall wazMIPUANDUS)

6.9.7 UufinnmsufuReuluszuu data base
dnuaiidfinuszmaniliweissuy data base @ TufinmauftRnuysza iy
TfinmaufuBnumanimsingasndgamnnnatiaztisswiganuazanlunidifigUninides 9 Aldsuriu
AONRUMBT (minor—hardware) Waz software iedAdes mwnTaUBNlATANTEYAINITUU data base
winlathefidemeviognriiane  wennnfimstiufinmauftanulinnnems  sawiedildlunmsdims
LLa:ﬂTamwNﬁwﬁﬂmuﬂum‘%amauﬁmma{ (operator) lgRnsanUumENR AT IHIEIIIMIUIEINANAR Y
nanensidayafitielimangn

1
fifmmnanideyanlaanndudin

TuAnMsUfURNuUTEA ™ (log %38  journal)
ATIANEUTDITE BTINITBNTIENSLAEME WA N NAAWAAlE  uBnan
sanananlfusslenifazmelinaumaiiinuidaresadeuididy  FeondliiAuigmanandes
aaIMIluMIThwanaUaensienae
§ MU DBMS Aviumiy astufinmsufudnusnanlaesalud® eszuuslld DBMS
e limanIntufinmIufidonleesaludFldioudent  wenanfiuniszuuenafiinsauaulnesin
suumsyhnuesgunsalfldsmdueenfinneiidadosuazuaeululgaunsaulvivhauuny el
nudeLilasiuagunanzanlng s AU
6.10 MIATIIFAY Nsdavindanafivndadiols
Tagilszaen
1. HonadouismImunuuazsndeuUfitiicns 9 lumsdavhdeyafidegaiees
Fofumadn  rludmresszuuseludBuacduilswinnulfiidoyn  Taedususnaadredoyadusiu
maUssnanadieedoranfunes  aiimsdadidoyanadng  vediRelinilahfnmsufoReaanesns
d 9 Armuald dadunslidoyavassaniugniewandadold
2. WelssfiuussUsmununasauifeiuLsaguemaduuasmadiinnum 9
YT TiNAgRTIadauUA M Financial Examination Ilumissaseui sndefoldifedlauazanmis

arldinafialumsnslagauaenilsdeasinnuuaclatadlun U uRNuRTIaTey
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HHUIUM3IATIABUIABHD
1. g sudeu Mmdwasismanltlutagdufeniu
- madavhdeyannduney
- mImuaNLazaaFauMIUfURmMNsz dsuUjumen 9
~  mautuenkazNoumIngsnamhlum sUA TRy
2. dFunemIvsznatoyaritlussuusaluiBuasssuuldwine s
3. magwisantaimInuTnteyadunauin 9 wazmsudlenemsianaiavia
emafieTadligansu  tRefinsang ivdngusmiumsanagauLaiMImURMNAN AN TEIDAREN
WITMINGANIBIN
4. FBmafuinw mamuanmeluieriudeyauasTusunsnufiRmuuasssuua
5. wwImslumasnnanulasasiadayasm

7.  NMMINVIANNUADOANY

FotumIINmsimIsnsaaaeadeoliandnaTaclanii wazanAnNEEETRM NG
Fuiifeaiuszuurenfumasningmniietulaglimadu wialagadla Taedalyd

7.1 wHmMssnwnnNUaaniy

72 mainwanwlasafsanmssenui

73 mﬁnmmmﬂaamﬁaﬁﬂiﬁﬂuazﬁmﬁum

7.4 malorfuamuiemneissnnies 9 Taemly

75 mainweannUasaieuindoya

7.6 MIAMITUUEIION

7.7 mdseiune

7.1 WHUMIIINWIANNURIANY
smMImItHMIsnenNUaandenaanIalirnuaneaTasleiutoys yaraufumnu

waznindause 9 Aldlumstsznanalvldsuanavssnsdeviaunledymmindsundemelvindufiug
anzundldrulalaglinanenuargfuimsssaugeasiansanmruaitnsufuinulunsdigniiiv
pszedeNlinaaaa  wennnflmslviganasaumiinmsdsuiureurauasm U uRmaunuminm

ANNUapnigaae
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7.2 msinwAnaUasaiBatATsInIUd

masnwemudaendtanmsanmufingudreniuaasorautildidy 2 szex @e

) szozRoUMINoaI9e I ST esfmihifiidmwiindeaduddy i lumsaglu
vshnfioradianddlndlang vl vinaiifyaradildifiedariumsusananariimeluwazmeven
dushumgawau Uinailivasassannmaiieiviagnsuniunnaduing eduusivanuazadulnin

@ svezndamsteadiseimsaaui yadasfimgudaanfiaaasuendmnain
whsnudy m3smwnenndaendieazdanssiliiaddagsouliin udtqudraniunasagmeluaims
Wenumbenuan maswenaUsendgasdsaiufivinamadiosnvagudraniomed

7.3 M3INIANNURANBATSABILATHDINURAS
[ ) A al e DR o 6o - 'S Y o o o
gRafsuazviosiuasmhanldinunindmiluszuureniuseimslfafiafiidunaigu - T
gansuiulnenily

7.4 msdasnuanadeweiissaindesie 9 Taenaly

mstinmanmateruanudemeafiomngnndes  daAde  manednanITe MIenaa
nazudlihdadas mauguaRlimanzanluiswrenfames manasamsnInIsnkazaaFemevagunial
yay  Taemarmuaturenlumalfuiluudaznidiosdaudaielemustuunenfiumesvionunlvvasndy
vﬁaLﬁﬂma'u”aa'ﬁ'qmu,a:mm‘mLLﬂ"L‘Uﬁtymﬂ‘%ammLﬁamaﬁ'L'ﬁm%u‘lﬁnﬁuﬁuﬁmvvﬂnﬁ%%aﬁ%wa:uu‘lmu’%u
nauny laodrsinduasligenn

vouslumatorillwlugudaonfamedudasuiduegfusnmanudesfimaimoszeaniule
fvnnusnaufildenfime i maannuas/nislifissuurdegunsaldsoneienlidmsumsu il
nalaniduieme Asududesfiszuumslorulwiliannduasemiaiuszansnnge

7.5 MIsnANNUReAfEuNTaYa
mImuasateumsldieiotreniumes mafuinmn nmaedeuthewszmImuan  media
Alduiindeys 1t U wez disk TasazBendauds uazasdamunnandoudnanlifianusanaagaxe
wanand giandilluvnsresiunedldssdaaugldsunoumneriniu maduyers mevanmansa
aeurauangeliidTluuazmsi computer operator dlanasfiAgiussuunuuasTusunan dmiur

WetaaiumIdavnssuunukaclusunsnimsiaymiAuny  computer operator A

7.6 NSIATLUUATITY
TustuulTnnanatayameraniamed  esdnldiisuudsetlinaunussuuAldufomou
Tuennanidu Hldun indasrenfanes Tsunsuenmsmiuaumsufiinunniafisuuemsuszaiana
TrefismsufiRnuasuiindoyaiwieamianlisumamanitlimaduiienaszfsdildnaanm
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7.7 msUsznuny
msInlfimadsziusuNeUasiuangoyie HorafnTunndevseaudesfillsang
Q v ﬂ!/ ° Qs Qs o =1 = = P9 v =l HIQ J Qs |ﬁl
Jariule  TnemilumsvihUssiusieasdmilifitanugaufenigsfiaasnanssnuhadesiindy - suiosan

o

ﬁﬂﬁuﬁhHifﬂmi"\]nﬂuﬁgﬂizmum’mL%EJGﬂEJLLﬁZﬂ’J’mLﬁEJWIEJﬁEJ’IQLﬁ@%ﬂI@EJL‘LEEJ‘ULﬁHuﬁuﬁunuﬁlaﬂmiﬂizﬁ'ﬂﬁa
FefiesRansanlumarinyseiude sl

(1) wﬁ'aamawﬂmma‘il,azqﬂﬂitiw%aLﬂ%'aﬂﬁaﬁu y

(2) AnuTedndremiinnu

(3) Media AfufayauaziusunTa

(4)  eldnefiaefionainiy

(5) mavigareinteegiia

(6) daRANAIALATUNWIDNIINMIUFURMY

(7) miqum&J‘UaﬁaQa‘lmmz'ﬁ'm?aqﬂauﬁumaﬁfsﬂ”m‘im

1

(8) ANuTURATEUNTFDgNA

7.8 N1SASIAFIU N15SNwIANNUKaAAY

Sagilszaan

1. ioisanenaminzauazanuRgmelunsieudnesastloniy uazanaade
meRaAnTuiunindgiu yara wazdaysfilunsdlsznouddlunslssnanamenosfimes

2. L‘ﬁ'aﬁmimummmm’l‘ma:miﬂﬁﬁmaqﬁmﬁumiL‘ﬁ'u‘l,uﬂitﬁﬁﬁmﬁumiﬁuﬂizmﬁu
wpmMInifAfinansznussszuLRs NS lneRTIvEalaeas oy

uHHNUMIASIvTeVI YLD

1. uwumIthwanaUasadeimuranfiamned

2. madnmeanavseadtluuinainigudaoniained

3. anmsmslumstesiuanaiemeniasnndese 9 Tnerisluoy gnaste sadste mane
Ansan Mmavanaa LJusy

4. masnwannUaanieieniu media AlfutoyauasTusuNTaTY tape uaz disk Lusy

5. MIdnTzuUE1Ied (backup) LeFENTUMAMIOEN 9 ﬁamﬁﬂ%uLLaﬁ%Uﬁﬁ‘é‘mmﬁa
\ARRniu

6. MIUsznune
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8. nmvaznanalavauTzuUAea
maUszanateszuuriinesutRTuasuonaafiunhinfaldszuudemadihieie
naznenuseniumeuangudrexiunafindidy iidudodldiBmsmuaniisanumeauems dmiudes
AvznandsluianiudownluiAeriumsUssaianalaeedessuudeais  (Teleprocessing)  Uaens
muaniiedasdanilng o Adlduiulusumsuszsinanalagszuu On—line Huddty

8.1 M15UsEHINKALUIEUY On-line
55UU On-line ApmItiedaeiodams (wulngdwy) N"l‘l.%ﬁm%fuﬁ”umiaagmzmwL@ﬁlaﬂ
terminal fuviigUTENIaNanaeAt CPU maUseaianafilendulussuuiis 3 uuu Ao 52UU inquiry  S¥UU
memo—-post WazsrUU realtime Fmamuaxluszuy On-lne HazgignnniimsUsznianaluszuu batch
wzotdnliimamuantiasu  software Wwar hardware FheuimIuasihemsiadouszdednwignie
muanThiandtmalaganden ilelviuilah ssuumamundinanidetield uasUasnsusamsuszanana

8.2 nsAIvANMIsUsTIaNafldszuuieas
oM aiuAfeewluszuy On—line  esdmsmuruivanzaukazlimslanaanim

Soid
82.1 masnwemalasasdtienumsldiaies terminal
mesnwenNUsaaiaifieaiumsldiedes terminal mINTeyvinvis e hardware gz
software

(1) MIAWANAYN hardware AFANTIHMIMNANNVINEANIULAREATE] 1T
1.1) dalvinpualiadineias terminal
12) fszuumamiuaN keyboard
1.3) ﬁmum'ﬂmaLamﬁjﬁ"mUi:ﬁWLﬂ%m terminal

(
(
(
(1.4) ﬁwumﬁaﬂs:ﬁwﬁa@‘l@ﬁm%‘aq terminal
(1.5) éfunJ?\'amﬁumm%mﬁuﬁﬁaga
(1.6) ¥ multiplexing lumesusitoya
(1.7) 1438m3 Synchronous lumssuaedoya
(1.8) V¥MIATIRF@DULUU parity checks
(1.9) ldgunInludazudeyalvilalunnguidn
(2) nslE software lugufiAeiu operating system
(2.1) muaunmﬂmﬂmm’%m
(2.2) FnbifimsnsameuioRguimgui TR
(2.3) FEmaFentoyanduIanIFeUlngsRlUNR
(2.4) naFoumaUfTinureEfilasuNausnangiane
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(25) Animstufindoyaievslenilumainmanadaenst (securty logs)
(26) gnsulatgudeyalviialunnguisin
(2.7) fFmstuiinialaieiaalngdnluss

marsvirsulumImuaNuazinanaaondy msulvieilden fmswdsuuasetiae
waziinmstasrusnwianylaanigngaanNgn o

- Rusvraullunaimstlasiuse

— yhawaduiAul R sULuuRalUnneN

- mﬂﬁmiﬁNﬁiﬁﬂﬁu‘lﬁﬂﬂﬂgmmﬂ%m terminal  IARNWESNYIVS DI aIN BN 9 1iU
Wovhmeflvidusnsely

- dvimau 2 ga 1Jumsanten (dual control)

— finvidaamnfdieliidlaiiusiady enauindouswaauiuriag

o o o o =2 ol o & o o
822 minwannUaannslneade log U‘N“ﬂﬂL‘Vi(ﬁ]ﬂ'ﬁm“ﬂmﬂ‘ﬂ'HLWaﬂitrﬂ‘ﬁuﬂuﬂ'ﬁiﬂﬁ']

ANNUsaAAY (security and transaction logging)

meUszananalusuu On—line @58 log uiinmsldimSasuazazuusne 9 lae

SRIUNG 11U
(1) matlldszuuleelailasuaunne
(2) mﬂ%ﬂTasgaLﬁuémwﬁLﬁi"uuawma
(3) 5’1aa:tﬁammﬁm&aﬁlﬁﬂizmawa
)

(4) TyaudnTeIIgMINEIULATaN terminal

823 mainmannUaansislumeiudidoya (Line Security)
aodumaiumsinlviiszuuinmanuvaeadtlumeSusditayamuanamansas
wazAmIIRTIREaUTTUUINTANNUaeasfenIzezagnaaNe ialiwdlaiszuuminandildnuleaagaue

824 dafanainlunsduditaya (Transmission Errors)
mssusitayaluszuuraniuaasealitefionain eduduseefimamuanlusunsy
uwastayaddyAlinuadnsany  msmuandelianaialumstuddeyn  o1avhlalaglditmansiaiute
Ranann  waz/vIeltsvalumaudledofianans  uadmlngfenlditusnannniinas  iwnginafienle
Neguazliminsoudlateianmalannnadl JmInnadutefiawaafildiusnnladiiisns check bit uaz

aa

§ redundant checking ®57aWUIHINENTIZ (character) W38 patterns w84 bit AFUATIULARZTN
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825 mafayanaesuswpya (Line Penetration/Interception)

R v

uIINIfMveyanmeiusideyalionaznszinlalagineudAgndanganw
manToussfiedasloifisme  ervinmadgaudld MeilmwanzszuudemsleldmelnsdwriSuddoyad
namlafinasmslumsinsanavsendy Tidueiecdedoriumanssyidinaiusagtle Seensdnwis
mafeayanmesusidayaiommeandeiiorafinfulusaznsdllvilosas

826 mImuANTeTustaya (Line Controls)

FOHMIRUITIA IARMIMUANTIE TURITEYAMNANNNNITTN 11U

(1) ﬁwﬁ‘mGTJ;j‘bﬁl.aﬂmﬁLﬁ'mﬁmzumml,l.azmiﬁsumi:uumu (system design and
development) AramIuEnUAAnmIgUATlingAWYT uazsmuUsznaudy 9 AAeIry teleprocessing commu-—
nication lines msvandpquagiilafimhfiAedasiidudoning 9 Aueiesdefemsfienagnans
nesuldheathilnddn uannndlimsiiaiamneviadnmelnsdwyildluam on—line Ivilusudeuia
Jotiumssnasunnimenionengnynagaesidoya

(2) nauindeusiaduUszhmfunousnalumsldteyauacdoyatisudtluszuy

wWetasuflvigdurilifanglsdoya daminhlulfuslenlldlnshowsafiolviiinanaiilalumssudidaya

(3) nlvifimaRgwimglideyn (authentication checks) RaliaaNisuditoys
flandoyaisunasdaiugndas feuludeddsirresunsndiluludoys Tnsandevaneiavddusetoya
\Juvdn uazenafimsduin videldgrsrdinnansindudoyailslumsRgaiiglidayane

(4) ﬁ'ﬂ‘lﬁﬁﬁgﬁ&n‘mmﬁ’mﬁami (communications  specialists)  A9IRFOUTEUU
Tnsfrindadnmedesfionsiasaumsliesos terminal atiane

(5) 10 callback procedures lmarnvuasylidayaliluszuuiacldinafiansas
duannealdszuu  (sign-on)  VIRIVNAAULTAIMTUNDUEUIA  (password) wasrvuAsaUARLAS DY
terminal Tudueu UeetumIsaeses terminal sanANITUUABNR LGRS Hanand Swonsld data facility

° v o v o o o PR o o o @ v = & d
nmhfissoyanaduAdludimouiaeyaifegudunnngndosasiayadnasivil

(6) ﬁmi‘lﬁ*nmama’wﬁuﬁwﬁu*ﬁaaﬂafﬂﬁfmwmﬂ%m terminal  ATIMINTENNA
unique identifier W fMslaTuAuaziiaatluszuuiiaeRldenedududiu

]
=

(7) fszuusanislfia3es terminal AwniuszuuReNfiuaedlaesaluds lunsdli
\3a9 terminal MAMIRRFBRUTTUUABNRIABTuTz A AN AT ALY

(8) muannaldiedes terminal  Tngfvualviflideyafildsunoudnnaldieses
terminalIaensnmitimuslivinds mndaemsldiades terminal wenmArmmielidaslasuoiRanng

AUTRITINOUEND
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827 maimuANmMIU{URNY (Applicability of Controls)

M3IAUANMIUHURNWINIEUU on-line WUU inquiry WasUU inquiry/memo/post
fhu‘Lmya:‘lﬁ%mLJ@mﬂ%m terminal - Faflumssnenanulasasdeuuy  physical security 19u Tanoyua
SeaAdny terminal faidnldnuinmsmuanuiadayaflanniedos terminal wazdoyada 9 Aiwinnu
uwiiazaur3ouAazNaNTURATeUaE N lNaTn wonani sl inquiry fle Uufinmsldiades terminal UnA
MIUTENIDNE UAZTHAYDY inquiry AsnrarunoNfunasme

Tunseifiidy memo—post system %ﬂﬁﬁﬁuﬁﬂﬂamiﬁ duplicate fle v3® dummy
fle ensszyTiawas e iAstundania operator AUFTRIMEMSUMITB LAz MUANTNIZUY
realtime  FNANWILANTIINAAIEAUIZUU on—line inquiry WAz memo—post wasaNTaTuAinTIeMsing
iive file FFrmaglavuiiiu sRansanmisinumenUsendemennuszins Snoufianhszuuiinldn

msmuANUNatafldluszuy inquiry wae memo—post 1adnlgluszuy reatime aiduagef

8.3 m‘sm%emqﬂnscﬁuaﬁ%msﬂﬁu"ﬁmunscﬁ‘szuuz”i"ams?'i’m’i’aa

(Teleprocessing Backup)

qudranfiupoifiiUssanEmmwasiumianuazuunMsdnai sngunsaiiazignsuf un
rfisuduuasdeler TneRlvnunearzin unsdssuumsiuddeyanmelnsdiniaszuufomsdu
Fndot TnedavidonnadumadsuuUamdadeanmilumalsziianadam

FOUUMTEUAITN back up AfearuTuLdemIRi

(1) fimadgmelindwidsedinaumnugmelfuiiinuiisnsiadowszaias  termina
Pldmaduriafiimihsanyd  mnsnldfullaunsusaiuioyaliluedossemsfinsademstiuszuy
Aanfmesnnsingiamedoyald  uwennd  lunsdfiszuudemavionsnfueefideiduau A
mansnideyafitufinfulily meda (Flvgifund) TWdszmanamerenfiuneifiguilszinananie
AduluszuusIaNALUY batch 16t

(2) ‘luﬂitﬁﬁqugﬂi:mama"l.ﬁj’umml,ﬁamamﬂawﬁaqﬂizmama‘luizwﬁﬁumuuu
batch #mwiinauanalaiaedusoszuud Taesfummnupseslime

(3) mamiiidizmeldiades terminal agfiuszinsmnlunIdif hardware w38 software
voudadasundm udliderisuu Weld terminal Aldmsldviawsdaly uazimuadBnsuiuusudly
foyafiuszinonaliaiy  videfanwanaligndawie  wenandl  msfiszuulaedos terminal  fivihou
FatpwazidedlUldgunsoidwihnildlagsaluiase
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8.4 NM3As988Y N1sUszananalagadesruuiass

Sngilszasa

1. debinlaidoyamematuiildannmavszanaaalagandessuufeans  Fanugndas
auysel uasidofiold

2. RenTnameumsinmenylaendsreteyafisudimelugudusznanauazszning
ArdUsznanaratsnUuMsINAuEsTinnumnee 9 Sanunansauiganaviols

3. heUszifinanandenuarmaudladyviuazguassavesaardumsiiulunsdinig
Uszawalngenfeszuudomaddymiinty

uHUIUMIATaLlaeLe

1. neandeafieriueiofeuazgunaniildluszuufomtoya

2. sruunuiUszinanalageAEszuUROmS

3. gleufjtinuvet operator liasranfamasiamzruiildsuuiematelumaUszanang
4. afieufthnuvdogfiamsldiateciudidoys (1A3ee terminal) dvFunInNY

5. mafnmanaUaeasiglussuufemtoys

6. MIMIEUUATDY  (back—-up) dmsumsUsznanalagenfessuudemafieesensu

' = s & oo |a wa o= 'Y = o a a
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UszmaluFoeszuunuuasiemsen 9 Avssnans Tnglanzagiditunoumarunsuaslszsnaienas
uazvdngmMIRTIRFeUAeTeq

JEmammameudiinan  IdaTauagalaniaeeasdnaidlunmuaiuuey ey
ﬁamﬁﬂaqﬁaﬁa:maaﬁauaejwdaqLLﬁsTaaL‘tTﬂaﬁaﬂiwm 9 luusazy (Application) 7inTIadU UATLY
wanaTRmeUssndlalaTiaTveIIAIuAN (Structure of control) A uThiluudasRanssaniu ieusg
TQUIEIATDINMINTINTOUMIELTND

Taeagl F8msnmadeussAnsfiltrenfmesatielvnaseumili

- {nTIaFeuAzAeInTIaFeveLls agwls MmeiEmile

— \felafimsszyhminnadeuvienareu

— anmgezlsinanfeInIsasIaney




7

°24
U/

AUGRAURLL A3 UIRAT?

n37adaulngsa

)







- 141 -

8
o’

JUuAAULLAcNUIUNISASIaaaUlagea

1. dumauUNMINIIINOU
anulitunaumInsaseuiy 3 dumeulvg 9 leidd

Twaawd 1 malemsieraieeteimamuasmely

TngM IR IngUIEMAMIATIANEUTE UM IATIAGEU WasMITHMNUMIATIAROY ULdITIUTIN
doyaidosiuiifsrtariumnnasoy Wedsufinemuhidedoldrosmsmidunuuazmamuanmeluuuy
Total system approach #® @ﬁqﬂ'mﬁ'lﬂu Manual uaz Computer MAMUARIMUALLIMIATIAFaUTURBUSE U

, Tudumeusl  gnrsmoumslmnfuuasiiansianudedluusdasnsnuuazluudasfianTsnee sy

finsarau FiAqe flo mamdnwh “feglflazreliiAndefiawmatild” szysefinisauamiean
anaien SuazialiiAnauiFamenty

mafinil$innzyifae msdunual mslfiwuaeueu M3z Flowchart

Fwnans 2 mﬁaumaﬂﬁu“ﬁ\ﬂummmﬁauﬁlﬁﬁwumﬁ (Compliance Tests)

\Warjnsaseuldinmsszygafimsimsmugnluanufeusazgauaifdacsafivi marmue
Tnidefeviold dudefioldfacliinminageumsuitany (Computer Tests) fiAedotiumemunn
melufialsziuinsauvidatafiananfioaffuazfileddgeoll  Tnglanzaguie  dofianmafions
Aedesiuteyanems Senadesrinmanaseusely dusend Sefimsnunaymneasndeaionmnsiagey
WANFNAE

watiaflflumanaseutuiinge madanemsal mavih Test data W8 Manual trading

uAanN 3 NAFEUTEYaNNMIIN (Substantive tests) 1T gapALvAD TEMINITLT
G 9 uazyaATINYBIURFIHIUMIRIN AIFIBMINMNNZENLED YNTIBNUMIATIRTDU

v
o

TumputpeluMInTIRFaUNN@mNTURaUlvg 9 TesuaIalMInTIadeuULUY Around viEe

Through the computer

2. NMIMINFIU
2.1 N19ATFIVABULLUYU Around/through the computer
msanaseURsNiAeslusze LI lumMsATIREaULUY "Audiing around the computer”
Wasaunanngndasesfayafiusnglusisnuaenfiinesaaredumsnsiassuayanz Doudyfuen
Uszanuazienasiifedadussuudnildwinnuiuingsens gl



=2

AUDITING AROUND THE COMPUTER

519MIvoNa
v 1syulana

o 9 —% —%
U

1ul am 1966 AaizyNOUALWAEY Audit EDP Task Force @89 The American Institute of Certified Public
Accountants (AICPA) wol#ldé 81 9 1o “Auditing without using the computer’” WnwWen "Auditing around
the computer’ iwizanwiThvnTRaaufinanudlarmaedeni Tisdnudessufunamanurumelu
supeNmesile mngamaseuldduiumsfinmaunandaulmsimemsfivnnglunenuneniames
Wefiguianugndestasdoys

FMTUMIRTIATOURUU "Auditing through the computer” %38 Computer assisted audit techniques”
fenananedaaueglusuay udeglsfif @ “Audiing around/through the computer” lafiaua Aty
amipay  ilerotufivhmieuasmasznauininseutninareUssnaldfvuaaasgunasey
PN AR VAT IATaUia U Us

2.2 1R IUNITATIFBY

(%

mmgmmimnaﬂaumawﬁmma{ﬁmimm el

Uszimaanigenism
Healfausunen aa 1974 AICPA lépan Statement of Auditing Standard No3
(SAS #3) § 3 Ui:Lﬁuﬁwﬁtyajﬂ'Lﬁﬁaﬁ
(1) nsdifiRnsldaenimasiunundffteddy Q”mnaaumiﬁaumuixumﬁaﬁw
anadlaludosslus
(1.1) MusvaemsUd
(12) vauransidreniimes
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(1.3) TamsainwAuguraimIauanmelu

v

(2) nadinuesnRuaaIlaNEaUTUtan axrIlifiTeIngTINTURTIREaUM Y

(3) msldraniimasiNinanssnuiomMsmuaNmMatnd  uroRiiNansznuseasAnILasis

manazyilussqidmanglumsmuay Hldnswasaidnmnsiada

Uszmaunina

The Canadian Institute of Chartered Accountants (CICA) lasan Guideline : Audititng

in an Electronic Data Processing Environment LNBLABUFIMNAN A.A.1981 LAWNLGNIIN Computer Control

Guidelines uar Computer Audit Gruidelines feoonlul AA1970 wazl AA 1974 mNa1du &19e

frieygUlesiadl
(M

(6)

natllai@enmgreniaeesd  gasiadeusioefinnngmumeniaeed  LNamuUANMS
UfusnuraiTetnglvinuas
KrsrasausaslsufitanuiganaiiedfuanuimiuraNR A F1aInuULeN
AITRNTIONTDANBITZUUTAIE Manual LasAmUADNRILADIWIONTG AUMIWRNENTE
AMINTIRFOU Lwipjmwﬁauhifhﬂuﬁaqmwaam:uufmaanﬁﬂﬂ NANTN LHTHAY
1 (=3 | [ cl‘dl - v

wa NI Uuszuun@eiiolila

Kasiadausatlssiunamamuanmelunily  (General controls) uaz  Operating
system AUPBNAILADT
natllgranRImashenIFaURDIdnlifiimmuaNegaieme  tRalvldnadwsaTu
g [ [

sz inlumningusmAlumansiadey
K{RTIaFaUAITRA TN IIMIRRNTTUUN U

19190190903 (United Kingdom)

Accounting System

(1)

(2)

(3)

Auditing Practices Committee Exposure Draft : Internal Controls in Computer—Based
ganiflaifieunnumean am 1982 fmszadnagUls fafl
garamsuliiuiudaudlaszuulasasfen uudasiuumsasasouielvnnae
faseszuunuiiu

{rTadeudpsUssiiunamImuanmelulanizay  (Application  controls) — WazM3
muauma‘tuﬁﬂu (General controls)
farareumansnldrenfanestisnnaseuiefaclindngumsujiinuiegmeld
mamuanmMgluanzny

Yo ao

HrsasaumsgaInisufuslumansaseunenfiieeslivany 9 38
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Uszmalng
AnzNIINMIAMIUANMIUTNaUITindouln®  (nut)  uwasaneNinUnduasdeu
Tnisveygauvisdsandlng laussmaldunnspumsseudn® aduf 28 uar 29 1389 "mIdeudyTlu

o
J -

ad o ) P s, o - = a o PPN ) P s, <
nscingsfaldmoniimes uaniar ‘mivssfiuvdssingmwmsmuaumelunisiiamsldreniuned el
Neaudearauinanuaslainadidulduas e Wwenlguien 2533 (e

3. NMIIAUISINNNITAIAFIUAADNNIADS
mansadaumaNtImasLLlAlTN 2 Usuan A MIRTIaEaUuAINTINUT MR NINNY
YIS NUABNAIADS (General Controls kazMIAsIadeUsUUNUAldRoNRILmasUsENIaNa (Application

Controls)

3.1 MISASIINIUNSANHUIUYDINUILIMUABNAILABS (General Controls)
& o a < o T o o
Wumangasauiiadszlunansmuanmelumil - fedwlngiidwdaafedu
wespumMaUisinu sudeu dedidu uwastenmsmiumumsufiRoumbenueenfamefuayiieny
dunfieates dvhdenInsiadauiail

v o

311 maerassumeluazmsseudnd  (JumsnnaseuieUsafiunamsu v
saujamameumelunasimouin®  Hldsunouvanenntheuims  wasfioviulw
hafeiniumsdassuumuaumeluasasaseuiiveuesmsujuRnuasauagaluGes
fe 9 (Rgawavdeld uandedieldifiesln

312  mademadumIsnageuiefinsandimyamnsalumsuimsnueeniiees
AnamzaN MLt fimIdamematdutimuaemInenuEamMaU TR

313 mawatnszuunuuaslvainay  umsenareuiaUssfiunanmawanIzuuOy
wazlusunan  maudleszuvemuaslusunsn  wazANaNyYInive N IaIUaY
MIUHURNU

314 maufusnudeyaidunmannasaunueindeyamaniznugenteys  LarmIin
duoyalvilitoyaiaUssfiunanmummnaasioyanfanagndosaruduuandodeld
(Data integrity) gl

3.1.5 maufuRnurenfumed (Computer operations) dumInTIREaUMIUATRNY
meluvdasraniuned nasdaiusiindoya  madnwenadasads  mMIvpszuL
MIpunIgNlinaunueNgniiu

3.1.6 miﬁ'amﬁa}ga (NSEULT Hardware uaz/v3e  Software FINAHVIANEIZUUNN)
\Jumessaseuiiadsufiukamsinmenalasnsveteyafiussinanaruszuy

§oa9
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31.7 mslduimIrenfiunesvewdumeweniams nadlufiieiotreniiunadduvaey

B9 AIRMIATIREBUNYNIMTITUIMT MIARANUTMITHAzMIALTRINLTEY

AUEUIMIReNAIReT  wanwilannmamaFeumNItafina 1IN uaIfIe  Lile
Uevugsiafdindudedddoyafivszuianamisranimeisomenr=in - mngud
panfiupeslmmsalviuamslamaundnemela 9 fen

3.2 N1SASVHAUTTUUIUN LTRaNNILAaSUSENIaUa (Application Controls)

o

o = 4 o o o
L@uﬂqimiQQﬁaULwaﬂiﬁlNuNﬁﬂjiﬂjU@Nﬂ’]ﬂiuLﬂwﬂlzﬂ"lu ‘NQMJQHE}U%HNNHﬂinmi

@ v

doyannguuuy IuussszuUNNNINNTIMIATIAF UM IALINNNTR B HARNRIWeY  fivhdamaniia

FoU PN

321  wissrudiamemardaurasinvesnemadumansageu
- medarenmstdy  viseenansusznouTienms  (Source  document
organization)
- MIaYRETIeMT (Authorization)
—  mawIentoyainin (Data processing input preparation)
- mitﬁuﬁ”ﬂmmﬂmi‘ﬂv‘uﬁu (Source document retention)

maunluenmsfildafinnain (Source document error handling)

322 mavhnemstendgszuunu 1umingiageu
- mahmemateudayadhgszuuny fearild 2 35de
— Terminal data entry
— Batch data entry
— wdninaildlumamuasmavhnemaielvilatoyafignsnuaasudin
(Transaction data validation)
- maudlegaRawaalumsyinaemsdeingsruunu (Transaction error handing)
323 msNemstoya JumInsaaeumaAutastoyadinussuufeas  Heszneu
e
— m3ldinTat Terminal sifayaniotnans doudngssuunm (message input)
— m‘imﬁ'ausﬁaﬁaaga‘luizuué’%ami (Message transmission)  @9An9eée
Hardware uaz Software muawmamﬁaueﬁ&rﬁaaﬂga
- matufinneazdenlunisindedemssevinuaios Terminal fiu CPU i

Ly a 6 i .
ANEABNNIADT (Message reception and accounting)
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MIUszaIana LALA MSASITeU

annAdoulm ﬂ%aﬂwlﬁusﬂm‘ﬁaHﬂ“ﬁlﬂi:N’JﬁNﬁiﬂLLGiﬁ:IﬂiLLﬂiNW%ﬂi:UU
nuieRnsanimIvsznananniuneuianagnieasuduuasdedals
(processing integrity) LiNedla
mafvuaIRaeiluudastunouTesmIUIzIaNs  wazmauAlvaaunand
slﬁﬂﬁuﬁuéjﬁﬂ’lwﬂﬂ@uﬁmﬁmmﬁ]%%ﬂ (Restart and recovery)
ﬂT]Ngﬂﬁa0LL?J'LJE]’I‘YJ?JGIU‘JLLﬂ’iN‘ﬁIGL%UixN’Ja (Processing accuracy)
maUftinuremiinnuaeiasreniane SussnieiiiumIvsziiang
(Operator intervention)

maNauaUgTRNULazM IThsAaNnNUasnAglumMasmiumsUszniang
(Security and privacy)
maufledefianmefiorafinfuluszninmslszanana

& e v °o v 3 =1
MIANUINWITOYALLRZM 514'1‘?]893@1‘1.'1‘0’\‘1'\14 [umInTedau

mstufindayalvsadluudndaya (Master file updating)
mIfpgaATIEMIkazIauinteya  (Transaction/master fle cutoff) @
FuvFanamfirmuald  luszuunufelvinensteyaiivssananasenadas
AUMIIAT UM I
m5Na*uéwmaﬂﬁu‘ﬁmuua:mﬁﬂm@mNﬂaamﬁatﬁmﬁuuﬂuﬁaaa(Datasecurity
and privacy)

maufledaRanmalumsigeinwuiudays uazmsldudndoya

o Eam v |
NaaWGT laInMIUszalana WHMIRIIdeU

m?ﬂi:ﬂuaaﬂ‘ﬁaaﬂa (Balancing and reconciliation)
m3dndwiayaldnnmsUszananalyiilddeyn (output Distribution)
M3nyne UguANIENTTAAYNIINSHY (Accountable document control)
maifiusnwdayaldnnmslseanana

msurladayardenadnsitanann
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NIsUMUNIINIIAAIU
. (1) Anwr9r1unaunsIvgay (Preliminary phase of review)
il Sagiszasn
Werhemadlaszuutndildreniunes uazdmilildldronfiunes
lag@nw
R ) ~ mMufNTBITEmMILasnsnuAR ANty
’Jmﬁj” _ vpuemslfrenRaunesvatheudmataznudndidanudy
HERAlaC - Tanahefugueesmsmuasmmstg@msmuanmeludueeniames
wazmMIAIUANE L TTaYA
35ms
(1) Tnemsmeumun dunemsnl Ansianenmainessmld famuana
Anea waulmeinemMs Muugeunwmemuanmely uaz Check list
(2) MuuAYaULIANIIATIVFBY (Determine scope of audit)
Sagilszasn
2 = Lﬁaﬂizlﬁwﬂaummmimugwma‘luﬁmﬂauﬁamaim:ﬁméu 9
MUUAVD VA ~ fiefyuATauIIaMInTIaTeY
MINTINADU BMs
Tuagiumssnaularesnsiaaau
(3) aaumumsmuqumﬂ‘luﬁlﬂﬂ (Review of general controls)
®) Sagilszasn
aoumUMIAIY ~ fednwimimugnangluiluuszdnwnizasrheneeinisaiuay
auneluiall el

o

—- WiafnwAnnipnauazangaureIMImuANM eIy uasnansenun
HAaMIPIUANIANIZNY
o = ° & &
- Ansanivenadndulummaseumimuanmelumluuidszan
ad
AmM3
Anwnszdeu Totidu wasanasIumMaUfuRnureiiisnuneNRmnes
Foumw uazdaunamInd



[ ]
|

4
ADUNUMT
AUy lu

MW

)
szuny

FANNVDINTT
ARSIV RCANY,

(0)
NATOUMT
ENEGERY

suioy

Y o o
UBUIAY

[ ]

- -J48 -

(4) aaumum‘smuQumﬂ‘lummzmu (Review of application controls)

(5)

(6)

Sagilszasn

— fefnmmamuaumeluamsny uasdnunEmannuIeImIeUAN
melummnzny

- Ansanfienwdninlumanegaumsmuannmeluamznuuelsanm

Bms
Fnweanmsszuunuiazldsunsnsndeou  detieu

gaamenuliteys Feumy wazdunamInl

U'sw'ium'm%'ﬂquﬂaamimuqumﬂslwﬁ'aaumuua"a

(Assessment of controls)

Sagilszasn

— eRnsanihdefianaanieiiinunifianfinduluusdasssuunudude
Aawannwiinle

~  SEmamuaniildmansaussdumdefianaeldiiede

- LﬁaU‘i:Lﬁuﬂizﬁw%mwmimU@Nmefluc-ﬁuﬂamﬁmma{ua:ﬁmﬁ'u 9 7
Aenda

M3
Tuagiumasiniilareninsiasou

nagaumsUfuReunusadeudaisAuniedaiuualunisuszaiana

UERE

(Test of Compliance)

Sagiszasa

— eRnsanninmsuitinnandey  dedviu viiedervualums
Uszaianadayaiiedla

_ Wemmamamiumyunsufiazuilainmsmusnmelufidesmmagauri
yniAldagaurnzay

~ WefnIanemnsiEaNIawausmMsAUaNMgluenaang . o
Sufinteu fvinanan wasisnafildieysslenflumsauanmely

I5M3
AaNaUTUAnNMIUURNY NaFauIEMInIUAN FaUny LasFunanInl
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Ysziiunaagl
msnugumely

asiwanazaam
F1BNUATINAO

AAAIUNA
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(7) ﬂiztﬁua§ﬂuan1anuqunﬂﬂ‘lu (Evaluation of controls)

Sagiszasd

WReRnIonhielanaavioffinunifienafintuluusazszuunu 1y
ToRANAIATIALA

FBmsmuaniild mansatlaviuuazdumdaiananaldifede
Avsanladalifinasmuaumeluiiddglivield uasimsufidns
sufeumimuanmeludinanuluiiwelafieds

Uzl iNnSauLaTNANIENUNNFDANYOE 1A UATTBUIIANIIATINTDY

as
IBNI

J I o = v
‘tl'uaQﬂUﬂ']‘mﬂﬁlﬂﬂ‘ﬂ@@@Wﬁ'ﬁﬂaU
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5. udnmadaununauanmuluiiadng
wilumsheenfiumedanld  scliwdeuuuasinquazsmdlumansiagounadnemizns
Usniumamuanmeluuasitminmaseuaziudsuulady
Tuszuufivihdiefod  dnuiumsvh Substantive test Faflumanesaumemamemativ
wzmsldelumsUsznanataya dandlommAnanafianainlaie FuieliiAnanudeg dulu meld
Substantive test aztaganANNIEEIlANIN
uoiluszuupeNfnaesAEmMawau i milUinedu snmwwaedonse 9 ngsialasums
sonuuulvimuanseszuursfumefduatned  dofufimadeuanmaniunsa Substantive test v
numsssfiunmsamiuannmgluuny memeng 3 UYszms @e
1) PNENIENETRIMTUsEnaKaRsRaNTee el el AT imsUssaasianNaN LENe
e
2) mIniaseufildnnmIvsznianamgreniines luanenizraimarn substantive test
Hurhldentu inendngumanmaseuss 9 Aseaau audit trail IfidaeuuUadiann
WaZvaE %) NIENLNENANTZYNINIATIAaULUY manual tarigiEmunf
3) garnmeugnivualyifieaduisteusnntilumsnnaseuraRsmeaimImuanmely

o & =1 N2 o [ v =l av =

Ay azingeaseududodinidurinuzratey  lumsusziunmsmugumglutes
gsfafimalszianamepeniuned

Aoufiarimadsafivdsz@nsmumamuagunely asimsmmuadmanernglumna

o I [ (V) a a a & v @ 6l a

Foulifenan wnzastiglivimannareulalaefivszdminanniu wazsaansaladunaning lunsdsniu
NaMInTIRFeULABNAE

Haramouiududasfivinuslng 9 fazhelumenaseugiianimaiieirenfinesitmn
IfotefiUs=amdua Yinwenny EDP vaunsiadauusszauenauansiueenil wismiunifinnuuaisos

a

fvinwzne EDP finanzaauasiienwaunmaugusiviinl uenaniiiamuauvToqaaums Nuasagaudog

= LN

faoenTRanlumesumailaiigaweunmassumunuveasiateusz iR N uae Tle
Tufigaudn gasndauadliamansayhnumainmaalamad i nnanatmihduTns
udusadvuimauanild lasumstinausanmesi EDP  uamfuims eld uazypansehe EDP  1av

AITlATUMEINBUTIALIAUNATIIUTEUUNULAEM IAIUANAIE

MsnIuANMEu

mamuanmeglumuranfumasuindy 2 dnwoe Ao mammuma‘luﬁﬂﬂ (General
controls)  waEMIAIUANMELUWANIZNY  (Application  controls) %ﬂﬁmmﬁa\méﬁuaaﬁUixﬂaUﬁ'ﬁwﬁty‘lu
miﬂizmawa%aﬂa ﬁamwﬁLﬁumwumquéfﬂawﬁama{ (Computer center operations) MIWEMEITZULINY
(Application system  development) uazaruurHuazlUsunsaiildianiznn  (Application systems  and

programs) gy



- 151 -

MIAUUUNY

U3

quinouiiunes

m3nuAunely
n
MIAILAN MINAU
melu FLUVNY
msnuaumely s2UVNUIAY
MWIZY Tusunsy

5.1 msmuanmelunaly
mimU@Nma‘LuﬁﬂU dumaemuasiienfenlewns  uazsadeudfuRnu  (procedures)
Junanlumamuanfianssy (Activity) tosviignuaeNfmed FaUsznaume
1) msmuqumse‘iuﬁmmmmquﬁﬂauﬁmma{ (Computer center controls)
MIAuANEHERaNR AT Wumseauaaiiriueiosrenfinnes  qunsal
ponRamesLaswinNuA Ui TR vaudRonRumes fveunda]
(1.1) madama UL mamuasdeymindl  uazmamunndayaiildannms
UszNaama (Input/output scheduling and control) lauA MIIBAMTHNAVUANAUITRNY MIAIVANNT
UfTRnudayafhiniisznanaussmamugumslitayaifielimsishdoyadunausoiiloudusiaium
fanugnasasudunnaems uastlasiudoyafifurnadusalnalugmenen
(1.2) mamuanmadaiuwiadoyauazlusunsy (Media library controls) LU iy
waznuusvan uin Iiusandeuaziigswalumalszaians
(1.3) mﬁwamum@ﬁm’mLLa:miedaNﬂﬁmﬂ'aﬂmﬁumwmﬁama (Malfunction
reporting and preventive maintenance) et linmuiiamnesesosinawaziusunsudnszuuman
NuUTDILASaIAaNTAUEAS (Operating system software) LLa:miﬁhLﬁuﬂ'ﬁ‘LﬁLﬂ%aﬁﬂmaﬂﬂmmwﬁaﬂa'nag;



-152 -

Tugmwanysel  mansarsiaseutelianaiavdauansatluszuumenuiar  Sio1anTislinumndain
Usznauthgademegndaung liusngenmsiiiulddaia

(1.4) MIMUANTMWLIAGEN LazMIsnANNUsaRdenTwdauragudnanfLmes
(Environmental controls and physical security) Lol mMauanmslansweay metosimingauFame
UASMIIMFIENTZUUE1909 (Backup) 1Ilvinaunu

(15) mIutuwenmifi (Seperation of Duties) lawA mMIuvswenymindluriieny
ponAuAed  uazmhenuflidoyaielimaugionlitdout  wsllesfuanudemefionafinduan
msldiaiasreniiunes gunsalren@ued wazuindayauissnnimaufsliveu

o

(1.6) MsMAu  (Supervision) lakA  MIuANAUalRNMIU TR NInTounse
whflathuasiedn  mnimsufuavaauenssnnssdeusuuunniiene e us o azppelienmIviang iy
nenmilinaunnade

(1.7) MIMUKUNTWNEINT (Resource planning) Jumanusnuasyssiluanus
gomingnslumhsnuasniuees wasmhsnuglifoyariidaatiuazeman ielvininenafieaweste
M niwensivanilldun trsasraniamey gunsnipaniimaslusunsy uazyAaIng

(1.8) maAmNmuIMIreNiuaasnnglddaya (Userbilng chargeout proce—
dures) L‘fJumiﬁWmmLﬁlaU?zIEJ‘Uu“LumimU@N NNANTUIMT  (Administration  controls) uaﬂmﬂf’:ﬂ‘itﬁ
Aamslafranfunediiuromuies  mesmilifimsiavidyanlduimauszsadeuufuanltamuasmets:
PUINIAY

(1.9) m‘:?m:l,m%am%miﬂﬁfuﬂqaLLﬂ”LﬁzJi:UUﬂaNﬁama{ﬁlﬁﬁm'ﬂmﬁamaiﬁﬂf]ﬂ‘ﬁ
alAeNUNG (Disaster recovery procedures) 3emafiranldsasmnnsaudlesnunisaifiarirelssnsa

waztloviugsiangav=inlauiuen

(2) MINIWPNMINANTZVUNY
(Application system development controls)

s

maenuaNMgluanzY (Application controls) Aigswlinigluszuunuranfiaines

o

wfanuuasmnzaiedle  TusgiuaaianadmgrieUsraunanivesmIsenuuuszuuud Aty
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MIMUANMINRIHNTTUUN T ULIAA T
(2.1) System Development Life Cycle (SDLC) lauAmsuuanuwmuszuusen

s & |
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(2.2) MIUsMalAseMs (Project management) laun msldinafialunmsinana
famheadlpsimsluudastunou (Jundnlumsmuauiie
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(2.3) mmuaNIaIgIuvIasalyuljunlumadeuldsunsu WL uuuIne
UuRnurewidenlusunsn Jaqtufienldnaiiamadeulusunsalaseddne (Structured programming) w3g
ananntdeuratnudenluiunan  waaeliEufsanltluaunanlumendmiogfissnu fumnung
FenTusunan dudiFnusnaansarnenadila washomselule

(2.4) MINANOUREATINFUTZUUNN (Acceptance testing) FOMINAROUTZUUNH
uaclUsunaarewiluldomsds  ieliiuilainszuunuusslusunsuaansaronildmuannUszasdvould
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(25) mImuaNmMIwnlalusunsn  (Program  change control) lakAnImvium
sufeuufumlumausulguunle Application program uaz Operating systems lagdnlvifilanaisnangu
warmareanainraulumaudlelusunsn iietlesiumsufuslaveu

(2.6) mIdavinenaIaduayumMIU{Usu  (Documentation) wlaun  enasf
efungdnunimvhowsssruunulaganden RelvgsuililafdmAedoriumaiannssuun oy
Tidoyn fasnassuwaswinnuufiimatsznona Wi sansovhenudilawssyssnlunale

(27) mIvimInugmdens (Data base administration) NIdiARMTMIzUUTY
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5.2 A19AUANME lUIaNIZITY
mamuaNMeluaneny AemImuaNTIemMItoys (Transaction data) luudazIzuy
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(1) mImuaNuraeAuinems (Transaction Origination) lAA MImUANIALIAUY
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(2) msmuaNmIvhemsteudigszuunu (Data Processing transaction entry) laun
mamuaNmMavhTemsteudigszuuny eenariild 2 38 Aeuuu Remote terminal data entry Uazuuy
Batch data entry lng doyantewdgszuvasresgnuaninaeiiumaynnems wanNigT N udos
Aierumansznueasdeymidifofiguianngndes  matuusliiudeRanainmarhsemaurdlade
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(3) mImueNmMIAemITays (Data communications) (JumamuanTayauazt1Imf
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(4) MIMUANMIUTENINARIBABNAIADT (Computer Proecssing) LokA MIeIUAN
matszananadeyalifanauiug gndae wazasudiulumamsninasimslduiiadays mstuuslviiu
TOHANAIA UAZNTTIENY

(5) mamuanmItivtayaliluszuy LLazmiﬂﬁaaaﬁ'Lﬁuli‘lm:wlﬂ“lfﬁmu (Data
storage and retrieval) (JumsmuanfiAeiuuiintoyamssinneudayariodniuniaidnifuliluuiadoya
mamvuaingmilddeyas misnsanavaaasds maudlrtedanain MInsse3eawintoyagaasaslild
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(6) MIMUANNAANG (Output processing) WA MINTENULDATEYAN NI UALHAANE
WeRgaianugndomessuy Manual Fulumhillagnssamnisnumuesuanandoya  (Input/output
control section) uazmihenuglddoya mIdadiayannaudrenRuaeslimhsudu enulaoadiely
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5.3 laseasmsmvaanielu

o

lassainmsmuanmelusmurentanaslnagaini

COMPUTER SERVICE CENTER CONTROL STRUCTURE

Control Area Control
Input/output scheduling Input/output control group
and control Job handling procedures

Scheduling procedures
Processing schedules

Cutoff dates

Job submission/authorization
Input/output control group

Daily work schedules

Media library Access controls
controls File release

Separate library area
Physical security
Media restriction issuance
Media inventory control procedures
Media restriction quantity
Media use records
Handling equipment
Security vaults
Temperature and Humidity control
off—site storage
Duplicate file storage

Redundancy and backup procedures
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Malfunction reporting Procedures reporting
and preventive Problem documentation
maintenance System utilization report

System utilization reports review
Vendor failures logging

Trouble reporting responsibility

Environmental controls Physical security

and physical security Access controls
Backup forpower, cooling, etc.

Software backup

Hardware backup

Separation of duties Separtion of duties within data processing
Separation of data processing from other organizational units
Computer programs to enforce separation between systems

Automated controls to separate on-line users

Resources planning Plan for facilities, equipment, software and personnel

Variance between actual and planned goals

User billing/charge—out Service contracts between the user and data processing
procedures Procedures to arbitrate disputes
Chargeable versus free services
Billing procedures tied to the computerized
job accounting system
Biling algorithm, periodic user billing statements,

rerun cost allocation procedure

Disaster recovery Disaster plan
Disaster scenarios to update the disaster plan
Top management's commitment to the disaster plan
Maintenance and updating of the disaster plan
User responsibility for the disaster plan
Testing of the disaster plan

User train in use of the disaster plan
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APPLICATION SYSTEM DEVELOPMENT CONTROL STRUCTURE

Control Area Control
System development life Review user requirements
cycle Review project organization

Review hardware requirements

Review internal controls

Require user or internal auditor sign—off
Review detailed design documents
Review file requirements

Review costs and schedules

Review test plan

Review user and operational documentation
Review test results

Require user and internal audit sign—off
Review conversion plan

Review adequacy of documentation
Identify user problem areas

Identify system development problems

Project management PERT control technique
Structured programming Audit tralil
Accaptance testing Comparison of base case data to system produced data

manual review of output reports

Program change control Require formal written request
Review all changes
Use of change control committe
Restrict number and type of persons who make changes
Require operator and programmer to make changes

Modify SMF to obtain reports of all changes to load libraries



Documentation

Date base administration
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Require report of quick fixes
Limit number of times changes are made per time period

Use program packages to control access to source libraries

Provide flow of all application system data flow

Specify how the programs implement controls

Specify how programs are to be operated, backed up,
and recovered

Maintain up—to—date changes to accepted documents

Specify allowable user commands and functions

Develop standards

Establish and monitor standards

Document and provide procedures to control operations
Measure effectiveness of performance and integrity controls

Develop security/control education programs
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TRANSACTION ORIGINATION CONTROL STRUCTURE

control Area Control Type Control
Source document Written procedures control documentation
origination User procedures and manuals
Source document design Special purpose forms

Source document numbers
Transaction identification
Cross reference

Sequence log

Source doucument storage Restricted access
Accountable source document storage

Intermediate storage and transportation

Source document handling Dual custody
Authorization Source document Separation of duties
preparation Signatures
Written procedures Written authorization
Approval of source Evidence of approval
documents Transaction conflicts matrix
Data processing Transaction Transaction numbering
input preparation identification User identification

Schedule desk
User review of input Manual review

Batching Batch serial number
Limit the number of transactions
in a batch
Batch and balance source data at

point of origin
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Logging Logs of source document transmittal

between organizations

Transmittal Transmittal document
Mail and message carrier

Physically secure imput

Source document Source document retention Source turn around
retention characteristics Retention dates on source documents

Source document storage index

Filing of source File of source documents
documents Batch storage

Source documents maintained at origin

Retention storage Filing in user areas
Limited access to retention facilities

Removal from retention

Source doucument Error procedures Written error handling procedures
error handling Source document correction
procedures

Responsibility for error correction

Error detection Error logging

Visual review of source documents

Error correction Error notification
processing Identification of error correction
Corrected date verification of reentered data

resubmission Monitoring of error corrections



control Area

Transaction (batch)

data entry

Terminal data entry

Transaction data

validation

Batch proof and

balancing
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TRANSACTION ENTRY CONTROL STRUCTURE

Control Type

Written procedures

Physical hardware

Terminal software

features

Hardware control

features

Transcription verification
techniques
Data content validation

techniques

Data input controls

Proof and balancing

methods

Control

Control documentation

User procedures

Location of data conversion
operation

Simultaneous recording

Security of data entry terminal
Preformatting

Interactive display
Computer—aided instruction
User application system access
Terminal authority levels

Data access matrix

Master commands

Terminal sign—on procedures
Review of terminal assignments
Terminal features

Intelligent terminals

Key verification
Preprogrammed keying formats
Editing and validating routines
Transaction data cutoff

Passwords

Processing schedules

Turnaround documents

Cancellation of source documents

Logging
Manual check of control figures
Batch control

Batch header records



Transaction entry Error detection

error handling

Error correction

Corrected data

resubmission
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Error display

Unauthorized access attempts
Error listings

Corrective action

Warning messages

Error message

Corrected data editing

Control totals and rejects
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DATA COMMUNICATION CONTROL STRUCTURE

control Area Control Type Control
Message input Hardware related Electronic indentification code
Software and Secure phone equipment room
procedure related Network configuration polling table

Sending message identification
Security table

Communication system control log

Message transmission Hardware related Communication line routing
Line conditioning
Automatic store and forward
Automatic dial backup
Modem loop—back switch
Forward error correction
Validity check
Echo checking
Message intercept function
Packet switching networks
Local loop security
Encryption techniques
Multipurpose modems
Backup modems
Backup lines

Software and Transmission batch controls

procedure related



Message recaption

and accountion
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Hardware related

Software and

procedure related

Detection with retransmission
Backup electrical power
Validation

Line usage records
Message sequence number
Input/output message log
Dial-up modems

Message backup log

Error recording

Error correction procedures
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COMPUTER PROCESSING CONTROL STRUCTURE

control Area Control Type Control

Computer process

integrity

Computer processing

error handing

Transaction

identification

Computation and logic

File maintenance

Computer operations

personnel

Error reporting

Error correction

Corrected data

resubmission

Transaction codes

Monitoring of computer
generated transactions

Control totals

Default option

Anticipation control

Dual fields

Arithmetic accuracy

Exception reporting

File control totals

File completion check

Balancing the computer file

Dummy records

Operator instructions

Computer program run books

Computer console

Display messages

Error reporting

Batch control header balancing
production report of rejected conditions
Automated error suspense file
Discrepancy report

Error serial numbers

Destructive update

Error suspense reentry



DATA STORAGE AND RETRIEVAL CONTROL STRUCTURE

control Area Control Type
File handling Library
File access

File maintenance

Backup

File error handling Error reporting

Error correction

Correction reentry

Control

Operation procedures
On-line library

Source program statement library
Conflict prevention feature
Group files

File classification

Data base control table
Program linkage control table
Header/trailer labels

System inquiries

System logging

Manual authorization of security table
Program moaodification

Folio number

Before and after looks
Masterfile changes

Dormant files

Excessive activity

Scanning of critical files
Activity tape

Separate computer

Copy masterfiles

Backup procedures

Disaster plan

Recovery procedures

Operator intervention
Comparison programs
Restart procedures
Backup file usage

Job stream log



control Area
Data processing
balancing and

Reconciliation

Output distribution

User balancing and

reconciliation

Records retention

Accountable documents

Output error handling
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Control Type
Data processing

control group

Output handling

Monitoring procedures

Testing procedures

User retention and

disposal methods

Accountable document

handling

Error reporting

OUTPUT PROCESSING CONTROL STRUCTURE

Control

Reconiliation

Transaction log
Computer console log
Systems output logs
Record of output reports
Monitoring process flow
Job control card review

Graphical charts

Handling procedures for
computer output
Output report distribution

Report copies

User department changes
in masterfiles
Report heading
Transaction tracing list
Internally generated transactions
Control totals
Statistical sampling of final report

List of all transactions

Waste disposal procedures

Deletion of unused reports

Negotiable documents storage
Printing of additional sequence

number on preprinted forms

Independent history file of errors



Error correction

correction reentry
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Aging open items

Error logging by control groups
Output activity review

Error correction processing
Identification of error correction
Correction procedures
Responsibility for error correction
Error logging

Verification of reentered data

Meonitoring of error conditions
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2.3 EDP Controls
(1) General Controls (ﬂu&?ﬂ)
— Separation of Duties
— Environmental Control
— Security Control
— Hardware Control
— Program Control
— Documentation Control
— Data Control
— Backup & Recovery Control
(2) Application Control (11%4)
— Data Prepartion control input control
— Data Entry Control
— Processing Control
— Output Control

— Backup & recovery Control

2.9 &5
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MALANISASIAUAANNILAAS bUSUUNNUEN S
(Advanced EDP Audit Techniques)
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5. Base case system operation
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mavigigaietlosfuanademe (Preventative Maintenance)
ﬂ'ﬁﬁ'ﬂLﬁULLﬁ:ﬂdUﬂNNiL&ﬂiN (Program Library Function)
maUszanaNaTINsATIIReNReasELs 2 1ABeetiuly (Multiprocessing)
wilnTufindayaifigadunsldied sswazmsfindaseringusn 9 vaeszuuReNRLADT
(System Activity Logs)

JTUUMIMUANLAsIRLAUBNATTTUaYY, Wwintayauazlusunsa (Librarian Systems)
m3srwennazanmeluvisiraniaimes (Computer Room Housekeeping)

5. ANNQNGADNIAsANYINiYDIdoyA

5.1
5.2
5.3

54
5.5
56

5.7
58
59
5.10

mMIsnDIAMILasMILUILeNmifiLazANNSURATaU (Organization/ Separation on duties)
mamuANANNgNrawtatayalngiAgaieen (Reconcilement Procedures)

sTUuianAy — mMImsIuANNITaNLazATHIN (Alarm Systems — Smoke and Heat
Detection)

matlosfdoyafiAuliluuin (Record Protection)

MIMUANNUINYIANNUGDAAY (Security Control)
%umau‘lumiﬂﬁU”ﬁmuqmﬁuua:miLm"l**n‘lﬁﬂﬁuﬁugmmwﬂﬂﬁ (Emergency  Procedures/
Recovery Procedures)

masnwanNUasadeulntaya (File Security)

BMmaTaiuazmuANuANTaya (File Library Procedures)
MIPMINIATONNAYIENIaNS (Job Scheduling)
masnvnaantamenanuazmeluuindaya (File Labeling)
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massungIzuuRaNiuaed - ANATBNAEMagUssAn (EDP Insurance — All Types)
FEUUAULWAIERIUNG (File Extinguisher Systems)

6. INMARANINUINUADNNIIADS

6.1
6.2

6.3
6.4
6.5

6.6
6.7
6.8
6.9
6.10
6.11
6.12

6.13
6.14
6.15
6.16
6.17
6.18
6.19
6.20

sruuvideluaunanmiuanmarnuretraniuees (Operating Systems)
Iﬂmﬂimauﬂﬂi:mﬁﬁ@mﬁm‘lﬁmw%auﬁum‘%m - m3lduazmImiuaN (Utiity Programs —
Use and control)

msdnrilUsunsumuanmavinueesreniined (System Programming)

LN ITHUSYHITUUMIUANMIYIINNYBIABNAILABT (Operating Systems Documentation)
mssnwannUasaselusunsnaauanmsrnuToireaiunesd (Operating Systems Secu-
rity)

I‘Uiumwﬂwaumiﬁﬂﬂml,a:ﬂi:mumuma‘Lui:UUﬂamama{ (Supervisor)
ﬂ']iﬁ(ﬂﬁWIﬂiLLﬂiNﬁ’]ﬁLﬁZUUQ’]u‘UE}OQML%‘ITEJ}gja (Application Programming)
miﬂaaﬁumimawam*ﬁaagamqmw%‘aﬁquWQWﬂﬁauﬂawuﬁw (Storage Dump Protection)
mateFentayariitikazmasiipyaiiiluusenIang (Input Preparation/Data Entry)
‘3‘ﬁ'miﬂizmamaﬁaQaﬁﬁwmaaaﬁty%LLa:‘szgaﬁm'%aq'laii”u (Unposted/Reject Item Processing)
MI0aNUUUIEUUMIIALiUToyaLUY Data Base (Data Base Design)
"‘sﬁmiﬁuﬁﬂwﬁﬂgmﬁusj"u%aaaﬁwvﬂ”‘]u,a:maﬁwé’ﬁlﬁmﬂmiﬂﬁ:mam (Input/Output Logging
Procedures)

mangantaaTINtoNa (Proof Operations)

FEmImuaNtaRanaauarmMUTuUguAly (Error and Adjustment Control Procedures)
maﬁuﬁwﬁagammﬂua:muu&imﬁﬂ (Key—to—Tap and Key—to Disk Operations)
ﬁmimw]umwNgﬂﬁawaaiaagaLLa:mimuau (Output Distribution and Controol)
miﬁtpﬁaaﬂ%aagauumwamjuuazmimuv’gu (Batch Proof—and Control)
’°J§mim“uv'ja4mEfluqutfﬂauﬂ’sma‘f (Data Center Control Procedures)
MIMUANUANTEYNA (Data Fie Control)

MIFBUMHKaaWEIINMIUIENIaNa (Output Review)

7.  NMITNYIANNUADANUIATDINAZQUNIMADNNIINDS

71

7.2
7.3

ﬁaﬁmﬁ”’uﬁnmmmﬁ, FUARIEIIRENALADS WarsruuMIsnEANaUasns (Physical
Barriers/Building Location and Security)
FEmadufinnanumsuaraaniemaN®umes (In/Out Logging Procedures)
SonufisciatPeNRImes, Himsiaviat wazsruumasneenUaonse (Computer Room

Location/Layout/ Security)
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vouum, giane, idasfodmiuiudiayauaclvsunan uarmsinwanalaends (Vaut/
Safe/Storage Devices and Security)

Voo o

snarandmhigiansldaiowazgunasiresfiames (Personnel Authorization)

Yo °

mautuenmid - gaavlusunsnamuasmsinaureseesiaLreSTUIRnTUsun TN
ixuummlaﬂ%"lfﬁia%a (Separation of Duties System Programmers Versus Application
Programmers)

‘iz‘uumﬁﬂ3zmama°ﬁ“a;_§aﬁuﬁ‘[mamﬁamiﬁami (On-Line Systems)
mMsmUANMSlEinasiuea (Terminal Control)

MIMIVANMITUSITYATEN TN CPU Uaz Terminal (Transmission Control)
mismaaauquﬂﬁaﬂia;ga‘[mmﬂ‘%'m (Message Verification)

SLUUMTUIEanaNamMNIaN A ARTHAS (Real Time Systems)
mafukasaiayaluamufiilnanngudranfiames (Remote Job Entry)
mssnrlusunsnedessuunuiussianaYiudl (On-Line Programming)
maUszaanaluszuunsznedud (Satelite Processing System)
maﬂi:mama‘LuﬁzuquueﬁﬁaLLmmeis‘lumi‘dsxmawa (Distributive ~ Processing
System)

szuumIloniulagdnlul®@ (EFTS — Electronic Fund Transfer System)

windayadin (CIF — Central Information System)

8.  nNIlduIN1IAUADNNIINDTIINUARRNIUUDN

8.1
8.2
8.3
8.4
856
8.6
8.7
8.8

ng'ﬂmw%a‘iamﬂmLr"’imﬁum'ﬂ%u%miﬁwuﬂauﬂ'nma%r (Applicable Laws, regulation, rulings)
msUseiunerelddoyauazlduimaneniames (Insurance)
foygnszvinelideyanuliuinmsrenfianmes (Service Contracts)
USMIAIUMSUSINIMaNRImBs (Facilties Management)
miﬂﬁ:maNaiauﬁuuﬂﬂaﬁu‘lunmlﬁmﬁ’u (Time Sharing)
fupeumIsanluidsasenifumessafienlumsldusmsnenfinmes (Biling Procedures)
mﬁLmﬂ:ﬁimzm'ﬁf\‘m‘naqu‘lﬁu‘%miﬂaNﬁuma{ (Financial Statement Analysis)
UsMImuinynlusunsnausa (Software Marketing)
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4 sowdlanluaunsnfiashinvszananadeandulusunsuferduilflumsgtiousse  Ine
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5. m7ltTusunandlauUasiaudmsanfiasianuszianalaiud - Timsldlusunsudilaann
M1 Source Program suuassvislysiiiavanuszananatoyanasoulasiam:
6. uindayaunznemmameudadlivzUuiudoyasdifessmsldnueg  mItlaeiudlvideya

Nralanan
7. mamvualvifiaig cycle  annenaznadaularsauAqunnisuliLazanIanasay

Hueg

nemsfldteudayafionaaluuduie cycle rou 9 1d

8. mInsngniraUTnadeyanaraulalvfannmin tegasaseuadlafinalumassendaya
AATiHadNg waziatlumahoureneiasremesliioeiqe

9. mIrayarafiacldfuaynalviguammare U AReEwaTaTauriiy  limada
Tomalviyaaaduldwuiiu
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5. dof go1du go4n1s Test Data sl
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1. lddudusdedlfyaansffenudemudinygilumassendoyanageu

2. m3ld Test Data LJuMssnsIemMsgsna eaaraunemaiaunidssandn 9 Tisheriu
yligpsnaeumasanutaianan/unnselulusunsuldienifiazasageunadnsannmsuszanana
Treuns Heenaazdiniadauiuiunems ﬁw:mmmmaumqmw&Jmiﬁmﬂﬂﬁﬁgﬂﬁu dewnnemamani
paflemafintuadniagnn

3. lnsddfmaudlalusunsumendinnfivhinmsasiaseuldudy  gnsiaseussansanagay
Tusunsuldlnalagld Test Data qafin Tngorafisaudifinsensnaseuuisems wielvasousquds
Ussiufiadniidaimmesoy winsasdoyanaseulnainase

Tnehluasinaachideumlatssuunilaeduddutimssznmsuduy dofu fognarou

If4neSen Test Data luafwusnudy azmwnnld Test Data gaudinvhmaneseuldsunsslalasnrin
wounst  Fewanmansiageu Source Program Listing fidiasamameulvailneazifeannasadaing
uAlalusunsn wnzmaudlagelaganilienansenugnaudu 9 vasldsunsuse

4. gaassumansnldnadnsinmaneaseulurdnglumsufifnuasiaceure i

5. lumawsendeys Test Data wazdminmasnsfimaliarmmienaseulddndudos

\AedaviutunaunsUssnanatayamgrpiumasntin

Faide

1. 3Biamhmanaseuldiamzuanvedtuauny Tdun mamuanfifviuauasmadauriniy
Teansosaseuluaunaaldlngazdeanniuney  fdlimansansaanumansialssian  Trojan  Horse
(Tumaunanddframaienanadausheglulusunsumsvinonuunfvesesding) T

foli gmIiadeaumsRTIaEBaY Source Program Listing enuglusig Tneuiuanwiznmasum

mdfinUnAnUsznananemslanemaniadunsdfiay

2. dmsameudpudeasnnlumsdawien Test Data uazdmimmadwsAealiasmh

3. mald Test Data vnAfomwdadsamvhnureuaiatrenfumeslumslsznana
unanu geitlidaudeelsnege

4. UsransmuwuasUssaniuafiaclasu Tusgiuanumansaveufaniasousazeay nsiageu
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6. MIU1IN1IINNN Test Data 81U 9

[% °

WUTLUUNURURNNTDIEHIAMTWETE M5IAYN Test Data 8133 UUNENN 31U Cycle AR

6.1 Test Data 1 Cycle
fMedan 1
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D
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Hauly - shnavideneaulagldiasniy

v o

doyanasay - Undtuhnlsza 12 wew Sdeyanadoud

Sunaoufil 51UM3 Uk
15/02/86 Uandlaaivan 50,000
16/02/87 penide (qnBanme) 3000
16/02/87 Undu® — noURNAR 53,000
————==> 20/02/87 ARSI 70,000
wafieald . Ufes
NaTIAMInNeEay ;. Ul ———— > SEUUNURMIAIUANLED
gansu ————>  szuvewlainamuan (Duteaelinaseld

|
o

Tnetoarnivadnteawaluldsn

@

Aeean 2
WgUieaA - nadeumImuaNm IR nanRuan
Gaula - pautuas 2 a5t IneldiTaiaeiifeniu

o

doyanemeu - Uniiwhnnsmuane iy Sdeyanadaudail

Tunaoufil M3 viiidn NUINAY
23/08/88 NOUNUAR 1234567 50,000
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======> 09/09/88 " 1234567 70,000
Lafirely . Ufjes
HaNNMINaFeY . UfiEE-———- > FTUUNNANMIAMIUANLAD
goNTU  ————>  nanelviiinmanaianreniames

Tnednvignuannme eI Rf@eiIN
= 19 o 2 o - L
nouRuLAY TNTUNRUARSNATINTY
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NAFTDUMIINAANHINRUMITUANTIBATVDN
Teller/ Authorized
WnvisanauAvNRRATuAL 3w Teller/ Authorized

203ure Teller lumsdufingignisehn = 200,000
——————————— s = 100,000
518M3 DIUIUNY
ARG 700,000
ARISIGE 153,700
FONNOYNRIN TUNBUBIWIA
UfeE————- > szuunHimsenuendnnnaiulUlNg

ANNARDIF UM IU IR
gaNsU ————>  amseuaNmeluia 1duteamels Teller
NAFele i Jeumemathn/ nowsieganuiu
Guge 9 uddnaouduimuaiily
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Tumsufusnu
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708130 4
Toguezatd vemeumIAIUANMIUUTInNTIEMILAlY
Woauly © NIRRT LS8N TENNNY

1%

doyanasey - UnTRuhnuszd Jeeamuniosnauaztoyanagoudill

Suhdoufil 5MS NUIURY NUIUEY

24/07/88 NN - 74932
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======> 24/07/88 LLﬂﬂ‘ﬂiWElﬂﬁN'lﬂL%ﬂLﬂﬁEJ%\j 35,000 64,932

Lafimaly . Ufas

NannMINAFEU 1 1) gaNu-——->  sruurmliimessaseunemadosiu

(Original Transaction) ABUMIUALYTIEMT
AMINTIATDU report ¥inn
(1.1) sopAunAawinAiy 64932  uaatiMImWInmaIaIannuilignees

(1.2) © lawindu 64,932 ’ Tignsne
2) Ufias——-—>  sruunuiimansiadausemsidavwiu

(Original Transaction) AaWMILALY

TEMIANTERLHUTMIAIUANFLA
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|
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IWNEAsdY AaRsIag report TEBAANMAE = 350,000 IwnazTeiialdingnedes
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6.2 n13 Test Data 2 Cycles
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Fuhdoufil 5183 UIUIRY goANINAD
13/02/89 YDMYNN = 70,000
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01/03/89 (C.1) gRMENN - 4900
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nafieely 0 — wansu
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_ zasiunendefiduinidiiuiud 31/03/80 mawhiu
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* ] * .
100 365
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sgUnnvilida How to prevent Computer crime, A Guide for Managers
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“erinanantusinsunauiaLlaasaawae
vinluaniliuanil 32 KuaTunsgansgalasni”
SOFTWARE FAILURE CAUSES

US $ 32 BILLION OVERDRAFT
(EDPACS,JAN 1986)

uni

suMIuvsiigedh (The Bank of New York) Fudusunanslngaud 18 TBNENIFOLNTM
UnngnTudl 21 woAlnmew 2528 ﬁmmﬂﬁmmﬂuqﬂﬁﬁmmﬁuﬂm% (overdraft) \UNAWINgE 32 Wuau
\WiSeyaniy e Federal Reserve Bank m o9 7 Tnedainasduasumsiladdummmaiuuseeila
mnifiannmsyiuasraredluunInzuunureNines ﬁﬁmﬁwﬁﬂi:mawamu%a‘mawﬁﬂw%weﬁﬁma

(Government Securities) YDIFHIPTUVNT LD TAIULDY

Usziimsvinauzassuimisineds

UM ILiiigasALenA UM TWIEITELE ET\‘!Lﬂuﬁmmiﬁﬁmﬁwﬁﬁw5:1;@% (Clearing
Bark) wazfhnemihmevannsndvesiginanenguvimi  duiugsiaussauemadiianmnuaulaiu
magngasliifusinesfifissuunufetntes Federal Reserve Bank RUSanmuuladie 27,000 1em3
dofu uyam 200 Wudmunien @deyaenmemaar 75 dwavdey  waslwfoufinen 2528
suneslavFuUguRnUsE NS mwtesszusnuReNeed  imsnsaiulinagstiald 36000 T1iemade
TudnAae

Qs 1] o =) = J’ Qs v o s
GI'JEIEI'NnﬂSﬂﬂLuuqinﬂnﬁiﬁav1ﬂﬂan‘Vﬁ‘WEligU']ﬂ
o ' o & o o o | ' - o
1. @‘U']Ela'\‘] (dealer) X maﬁﬂ'ﬁsﬁa'ﬂaﬂ‘ﬂ5WE]5§U']GN']‘H5‘N']ﬂ'ﬁLWNu')Ela{ﬂ tN® Federal Reserve

a9

o o a s 6

Bank lafuudsnnsaniuvitingada asin (credit) Uny@vianniwdiguna uaswin (debit) UnEinanves
snmsuisiigada NnHusIMIuiilgasPRsiinseiugnedisaly
2. luvihmaufediu e Z mevdnnindsguiarusinmauvisingada (o Federal Reserve

!
o o o a 6o =

Bank lAsunds azvin (debit) Uny@vanniwdiguia wasin (credit) Un@inanvoisuimsuriiiienia

@

nniinan agdldd (laifingsfiamstondnning Federal Reserve Bank awvin (debit) Uiy®
SudnrassmIuvisingasa uandaimanendnnsndfanin (credit) UnTiudaraisuImILviiiigadA
ynsnmawiiigedalimnsanenumItenese Federal Reserve Bank UUBNHAAYEIEHIAMIUNY
fitodm o4 Federal Reserve Bank azgn¥in (debit) Tnglufimaiin (credit)
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TuSuysi 20 wyadmeu 2528

mifenevdnningsguafivinaiginiund  mamged  sruunuanIasunulate 36000
7y wilulufiomg WoUSnaudnani 32000 1emMs mahnurswdndayasuuAsNinesh
iSndndos (Wemevdnning snesuiiheaselaiaansouds Federal Reserve Bank dwmanniwnglvignen
gpumildl Federal Reserve Bank Felimansnieiulifusnenauwviviigesa legnésmnmauvisingeda
FauMITenanning Federal Reserve Bank lawlWungneuasvintn@fuantessumiemauiiisedn

Sunqiauafi 21 ngadmou 2528

sruuruReNineitinriades swesunimihAdeulusunsady 2 nqunquaz 50 Ay
ﬂf,iwﬁ'qﬁmﬁwﬁLLﬂ”L‘UTlJiLmiN (patching) LRevianansanduviulaemaung LLazé’ﬂﬂcﬁuwﬁqLLﬂ"l‘niﬂiLLﬂﬁN
700 Tdsunsnlvisunulaninnin 32000 s18ms

Naf«ﬂﬂLw@mifﬁﬂ%ﬁﬁﬂﬁﬁwﬁwﬁﬁmmiﬁ'uLm:ﬁumu%é‘ma (dealer) Yi8IBYAUABIYINNHY
maomTuuaziy Reudlatymliferdesiuaume luiufiressinanuiosninng o watamitens
senawitieasaanidugnniliiniiudn@ees New York Federal Reserve Bank v 32 Wuswinieny
Tufigamhiudlalusunsilddnfa  snemasnufiimauasvindestn@ld 77 dwumdey  whdanm
Usnnoufieeiuae  ssuunufidunaniuafifices vilisumsuisiizeda Sveidundnninsriomun
IpsmnmILazIIgnAnfilasumsBuganialiundnusziudBniuansunmsawduinay 700 suniey
uaz 236 WuawvIEey 3N New York Federal Reserve Bank \Rotnsninged

5’uqn§ﬁ 22 NYAIMEY 2528

Federal Reserve Bank ghaulausmstisziiulngssuumaniimes (Wire Clearing System)
vlsuneey  dandmihfiidsulusunsusnansuisiisedasnsoudlenuauduia iilvsnensisy
UsznaugaAailionnan 500 nm Inshemsvesiunsd 20 uaswaiauifi 21 anUsznianagaunds
uwazUfiRnuesiuandi 22 wWeldioduthgtiu uiaehdlsin matenendnminddinsiuiiuagyinly
snesuiithegadadssauliymidnfiuindegioudn Federal Reserve Bank IwUszmAsziumems
Aendasusnmawisiheefarnamualumstinm  esanmzenufuedealunanafonendnning 1
eliganiunazenidnnemsfiietosiusinamawiiigesa Wonaszana 1200 wiRnuey sumsh
mnsauftRnuuanasadutagtu dddnalite 24 Hlve udlssaumsaladed
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4 = . Cal o v o v a < Yy
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1. Introdyction

Due to the rapid development of the Electronic Data
Processing (EDP) technology, computers are now widely and
intensively used in many fields, especially in banking and
finance industry. The accuracy and the ability to accomplish
volumes of transactions at economical cost together with the
advanced communication technology contribute to the development
of new customer services, collectively called "Electronic
Banking”. These new servicee can provide the better and more

efficient services to customers.

However, the computerization of banking activities
has altered the traditional c¢ontrol mechanism relating to
accounting and reporting system. For example, the normal
ledger card system is now replaced by computer files residinq
in magnetic storage media, such as disk packs and magnetic
tapes. The traditional notion of separation of duties--such
as separate individuals should be responsible for initiating
transactions and recording transactions--does not always apply.
Adequate documents and records that are necessary to provide
the audit trail of activities within the system may not be used
to support the initiation, execution, and recording of some
transactions. Moreover, some transactions may be activated
automatically by a computer system. Thus, no visible audit or
management trail may be available to trace the transaction.

In addition, computer control technology is more complex than
manual system control technology. Consequently, it is more
difficult to understand controls and to collect evidence on

the reliability of controls.
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From the supervisory agency’s point of view, the
new services concerning electronic banking facilities, the
inherent risks of computerization, and the complex computer

controls contribute to the development of EDP supervision.

The aim of EDP supervison is basically still the
same as any form of supervision of financial institutions, 1i.e,

- to protect the interest of the depositors,
- to ascertain whether the financial institution

is complying with applicable laws and regulations,
- to appraise the financial conditions and operation

including systems and control of the financial institutions.

However, in the case of EDP supervision, the

supervisory agency would also have to ensure that there is

a high level of public confidence in the electronic banking
services provided by the banks, such as the safety of customers
using the ATM, the continuation of operation, the security
measures, etc. As mentioned earlier, traditional control has
taken a new form and audit trails also changed significantly.
Thus, the supervisory agency needs to enhance its capacity

to identify risks associated with electronic banking and needs
to provide its examiners with new set of skills and techniques

to cope with EDP operations.
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Electronic Banking has been offered to customers
since 1970 (See Appendix I), the Bangkok Bank Ltd.implemented
its first Online Deposit System at its head office. With
futher development by 1975 the new banking concept had
facilitated the process of funds transfer within the Bqnqkok

Metropolitan area.

A few years later, nmany other banks had been
computerized and had implemented their computer networks.
By 1980, a number of decentralized computer centers were

installed in the major provinces nationwide.

2.1 ATM

By January 1983, the Electronic Banking evolution
in Thailand had been recognized when the first full function
of the Online Automatic Teller Machine (ATM) was first
introduced by the Siam Commerxcial Bank Ltd. The customers’
response and acceptance of the services were beydnd expectation.
Within a year, the Siam Commercial Bank has experienced an

increase of customers by 30%.
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Consequently, this service innovation has created
an intense competition among banks. Some banks feel obligated
to invest in the new sérvices in order to keep up with their

competitors.

During the year 1983-1984, the ATM program rapidly
gained acceptance from the commercial banks as well as the
customers. A total number of 515 ATMs had been ordered
into the country, of which 107 machines were in operation.
Two of them were located in a regional area with over

300,000 cardholders.

In December 1984, the Bank of Thailand issued a
major guideline on electronic banking development, by
requiring banks to offer shared ATM services within one
year if they wish to operate the services exceeding working
hours. Each shared service or "pool” must be comprised of

at least 3 banks.

In response to the Bank of Thailand guidelines,
the first ATM pool was established in February 1985. Within

one year three additional pools were set.up.

However, the ATM programs still played an important
role in the year 1985. There were 12 local banks offering
services with a total of 431 machine installations, serving

approximately 1.8 million cardholders.
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Early in 1986, Two local banks implemented their
ATM services. The Shared ATM concept has shown some degree
of success, since two pools comprising 7 local banks have
agreed to merge. The services have been made available
throughout the Metropolitan area and expanded to all

countrywide regions.

As for the year 1987, Two ATM pools have jointly
signed an agreement on the operation of the sharing through
the switching center. Banks have also introduced new ATM
products to customers by interchanging services with inter-
national credit card companies. This enables their customers
to withdraw cash from corresponding ATMs worldwide and vice
versa. Another feature of the ATM is that thé Thai Farmers

Bank Ltd. was the first to offer Mobile ATM services.

At the end of July 1993, commercial banks offered
ATM services through 1642 ATM points, serving over 10 million
cardholders. All local commercial banks agreed to establish

"National ATM Pool” in Septenber 1993.

2.2 Electronic Funds Transfer

Another step forward was taken in electronic banking
development when an "Electronic Funds Transfer at Point of
Sale" service (POS) was first offered by the Bangkok Bank Ltd.
in May 1985, this was followed by the Siam Commercial Bank Ltd.
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and the Thai Farmers Banks Ltd. In October, the three banks
reached their agreement on a Shared-POS termignals at 38
different retail outlets. Later on in December, The Thai

Military Bank Ltd. joined the Shared network.

The Bank of Thailand and eleven local banks have
taken full advantage of the electronic funds transfer system.
They became members of the Society for Worldwide Interbank
Financial Telecommunication (SWIFT) Organization, which
began its operation in Septeamber 1985. The regional center
was located at the Bangkok Bank Ltd.’'s head office. It was
linked to the primary center in Virginia, USA. This service
allows the transferring of funds and information with fast

speed and security among their members worldwide.

2.3 Electronic Banking

In term of new service competition, more of the
new products that have been offered in 1985 included:
Tele-Banking, Office Banking, Video Banking, Information
Banking, Cash Management, Credit Card Authorization

(Verifone), and Badge card reader (BCR)/Pin Pad services.

Furthermore, the first full array of self-service
banking was introduced by the Siam Commercial Bank Ltd.,
called "The Computer Branch® service. The services are
offered by placing all of their self-service facilities
in the branch lobby including the Personal Banking, Current
Account Statement Inquiry, ATM, Tele-Banking, Info Banking,

Graphic Banking, and Videotext Banking.
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2.4 Qther Services

In September 1988, the Bank of Ayudthaya was the
first to launch Disaster Recovery Services to the customers
with two service options. One is data depository service
and the other is computer backup service. The data
depository service is available for any institutions.
Mearwhile, the computer disaster recovery service is
available only for IBM 4381 mainframes and the IBM System 36.
The number of customers for this service is limited to only
five for each system. 1In case of the disaster affecting
the computer system, the bank can restore the data and provide

their services with in 24 hours.

The new service concept is now being developed.
The Thai Bankers Association, together with the Board of Trade
and the Federation of Thai Industries have jointly formed
a non-profit organization to set up a computer center that
provides a database for all neccessary financial and business
information. This computerized trade data center was first
discussed two years ago, with costs estimated at around
70-80 million baht. They also hope to store business and

financial data from oversea sources in the future.
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2.5 New Payment System

Rapid growth of financial activities and the trend
of more transaction volume of paper notes, large value funds
transfer, retail funds transfer, and the global trends toward
computerization of the payment system contribute to the
development of new Thai Payment System. The Master Plan has
been developed in accordance with the acquired information
from the Bank of Thailand, commercial banks, and other
concerned parties. The overall goals of new payment system
are summarized as follows:

- lessening cash and paper notes dependency rates

- low dishonored cheque rate

- higher usage of electronic funds transfer system

throughout the country

In response to the overall goals, a system
development plan, consisting of three phases, is established.
In Phase I, the main tasks are to construct a sound and
computerized financial system in the Bangkok Metropolitan Area
in order to better perform cheque clearing, large value funds
transfer, and off-line retail funds transfer. Online retail

funds transfer will be improved by commercial banks meanwhile.
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The second phase focuses on extending the service
area, providing more services, and increasing the functions
of the system. As a result, the large value funds transfer
will be available in the areas outside of Bangkok and the
clearing and settlement of both government and Bank of
Thailand’s bond will be in service. Finally, the use of
on-line file transfer for large volume of low value tran-

sactions will also become part of the system functions.

In the third phase, the payment system is looking
to integrate such independent financial systems like Financial

Information System and Credit Information Systen.

However, prior to introducing the new payment systenm,
four major tasks deserve contemplation: operational preparation
for the new system, establishment new rules and regulations,
establishment of rule book, and manpower development. Further-
more, relevant banking rules and regulations which are made in
reference to contemporary ones in the major leading countries
would need to be established before the system is actually

implemented.
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3. BElectronic Bapking Measyres,
Rules and Regulatiops

The rapid development of computerized banking and
communication technology has an impact on the supervisory

role of the Bank of Thailand in the following manners:

the examiner is no longer able to trace

transactions because of the elimination of audit

trails.

- new characteristics of the internal control are

required to ensure sound EDP practices.

- the existing laws and regulations do not clearly

cover the EDP operation of computerized banks.

- EDP technology also introduced new risks that

may not be recognized by bankers and regulators.

From those reasons and necessities, the Bank of
Thailand had reviewed and modified former rules and regula-

tions to oversee the electronic banking activities as follows:-
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3.1 EDP Examination

During the past year 1970-1981, commercial bank
examination has always been concentrated on the financial
examination by way of evaluating the documents, reports and
financial statements that were produced by the computer.
Only with the commercial banks provision of informations,
verification of data accuracy and reliability had been
limited. There had been a gradual increase in the examiner’s
concern on how to maintain their role and capability toward
banking examination in the most effective and appropriate
manner. Until 1972, the Bank of Thailand had set up
a working group of the examiner to study the feasibility and

guideline on the electronic data processing examination.
Sequences of EDP examination development :

1) The manual or guidelines on how to use commercial
bank computerized report, had been developed in
order to support the financial examination that

include :

1.1) Summaries of reports to be used in the
examination on each Application System
such as Deposit Accounts, Loans, Customer

Account Informations, Classified Debt, etc.
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1.2) Reports and Transactions Code definition.

1.3) Report frequency such as daily, weekly,
monthly, semi-anually including the reports

and file retention period.

1.4) Reconcilement of report total and control

account.

2) In 1981, the EDP examination section was
established with the primary duty and respon-

sibility for examining the commercial banks

computer systenm.

3) In 1982, the Minimum Standard Requirement on
computer system development and operation was
issued with the objective of providing commercial
bank guidelines on the EDP operation and the EDP

examination scope.

4) The commercial bank EDP examination was first

conducted in 1983.
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3.2 Electronic Banking Permission

ATM has been playing the important role in Banking
business in Thailand since 1983, so a lot of electronic
machines have been imported to install nationwide. Therefore,
at the begining the Bank of Thailand had to establish the
rules and conditions in granting permission of ATM services
(see appendix 2 and 3). Due to the policy of deregulation,
finally in October 1992, ATM services have no longer been to
obtain an approval from the Bank of Thailand but the commercial
bank have to notify Bank of Thailand at least 7 days prior to
begining and stopping of services. However all commercial
banks operating electronic machine services are still required

to have security system and EDP audit coverage.

3.3 Security Requirement for Commercial Bapk Operating
the Electronic Machipe Services

The minimum standard reguirement on security procedures.

1) Segregation of duties and responsibilities in

the following functions.

- System Development

- System Maintenance

- Equipment Maintenance

- Customer card generation
- Customer PIN generation
- ATM cash handling

- Network management and control
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2) Adequate documentation must be maintained and

shall include the following standards and

guidelines.

2.1)

System Manual

General system and network description
Computer equipments currently in use
and backup equipments.

Daté management and backup data file
Interrelationship of all application
systems and control function

Output report description of all
applications

Program Description Manual

Detail description of the individual
program includes the objective, function
processing instruction and the inter-
relationship to the other program.
Program listing

Editing and control procedures

Record of all program changes and system
modification

User Manuals

Description of function and their
responsibilities.

- User operation instruction

Error and problem resolution procedure



2.4)

3) Data

3.1)
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Electronic funds transfer system documentation.

- Equipment description

- Customer card

- Customer personal identification number
- Program messages

- ATM Cash Handling

- Data Communication command and messages
- Receipt of Fund Transfer Transaction

- Mechanism of cash dispensing devices

- Deposit and payment handling

- Transaction Logging

communication control and security

Access control over communication lines

and devices..

Data communication backup system

Log all transactions to includes

- Location or devices identification code
- Date and time of transaction

- Type of transaction

- Customer card and account number

- Transaction amount
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4) Customer Security

- Must have written notice to educate the

customers on usage and safeguarding of the
ATM card and PIN including warnings and

precautionary measures for any possible loss.

Must have written contract agreement stating

the liabilities of commercial bank, customers,
and all relevant parties. Advanced notification
must be given to the customers if there are any

changes in terms and conditions.

Must not disclose customers’ information.

Must provide warning message or protective
device to prevent the customers’ failure to
retain their card and receipt of transaction

after the completion of transaction.

. 5) Site Location Security

- The terminal devices must be situated

publicly in an open area with sufficient
lighting for illumination.

- Must install alarm system or other security

device.
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6) Insurance coverage that provides adegquate
protection for financial losses or other

disastrous consequences.

7) Must have an effactive contingency plan that
includes the following measures.

7.1) Physical Protection and Emergency Plan to
minimize exposure or probability of threats
to the computer operation such as fire,
flood, natural hazard and equipment
failure, etc.

7.2) Recovery Plan that clearly defined methods and
procedures for system recovery.

7.3) Backup Plan that provides minimum requirement
as follows:

- Must provide a backup capability for data
facility.

- Backup procedures and operational
instructions including the use of alarm
or security device to prevent and detect
possible threats to the systenm.

- All security plans must be maintained
and tested periodically.

- Designating contingency personnel and
their responsibilities.

- Determining criticality function in order

to define backup processing requirement.
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3.4 EDP Audit Requirement

Commercial banks must perform a computer audit at
least once a year within 12 nmonths comprising a minimum

audit scope as follows:-

1) Computer Audit Coverage:

1.1) Electronic Data Processing Operation
- Organization Data Center audited
- Applications and Programs
- Data Management and Controls
- Computer Operations
- Data Communication System
- Electronic Funds Transfer System
- EDP services provided by other

organization or Service Bureau

1.2) Cdnputer Application
- Documentation
- System Test
- Application and Program Maintenance
- Data Access Control
- Data Files and Programs Control

- Backup Systenm
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1.3) Financial loss caused by computer operation
or computer internal control weakness of

following cases.

- Failure or destruction of the computer
system, equipment, peripheral, Applica-
tion Systems, and Data Communication
System.

- Fraud, theft or any loss which caused

by bank employee or outsider.

2) Audit Information

2.1) Name, Location and opening date of the Data
Center audited.

2.2) Date and Time of Audit

2.3) Sequence of the audit and date of the last
audit

2.4) Auditor”s name

2.5) Details of audit findings and recommendations

2.6) Description of financial loss resulting from
computer abuse or computer internal control

weakness includes:

Definition of error or loss

Cause of error or loss

Amount of loss

Preventive measure implemented

2.7) Application System Audit Documentation.
- Organization of the Department audited.
- Detailed Description of Equipment and

program change.



-332-

3.5 Revision of Banking Act and Other Regulations
Banking Act

In May 1985, the Bank of Thailand formalized the
enforcement policy to amend the law on commercial banking.
Reguarding the electronic banking examination practice,
revision had been made on section 35,to empower the examiner
to examine banks’' electronic data processing system and/or

their EDP servicers.

Performance Report

To monitor and review commercial banks performance,
on July 30, 1986, the Bank of Thailand has requested banks
to submit their Statistical Service Performance Report on
the electronic banking products include the information such
as the total volume of transactions per day and per month;
total number of cardholders or customers; and the volume of
other banks’ customer transactions. In addition, on April 17,
1987, the Bank of Thailand required that performance reports
shall be submitted semi-anually.

3.6 Expansion of Customer Services

Focusing more on the deregulation aspect, the Bank
of Thailand has allowed commercial banks to offer Financial

Information services such as inquiry of the Security Exchange,
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Interest Rate , Exchange Rate and other Financial Information
daily for 24 hours without requiring permission. However,
banks must notify the Bank of Thailand 7 days in advance
before the scheduled opening day.

Toward the end of the year 1987, on Nov 3, the Bank
of Thailand has announced major deregulation measures designed
to enable banks to adjust their operations in order to cope
with changing economic situations, to make them more flexible
and to help them to expand their customer services by allowing
banks to operate more businesses. Banks are allowed to

do the following businesses.

1) Selling their developed computer programs
including their application program development, under the

following conditions:

(1) The Sale must not be performed as part of
normal business.

(2) The Application programs must be in connection
with financial services.

(3) The provision of the services, must be
developed in such a manner that they will

increase the utilization of existing resources.
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2) Providing the Security Exchange service by allowing

the customer to buy and sell securities through the bank

communication network.

The following conditions must be complied with :

(1) The provision of the services must be
operated by utilizing more of existing

computer resources.

(2) Banks must allow any security company to
become a subscriber for the service, and they
shall not adopt protectionism against any

trade or business.

(3) Banks are allowed to offer only the security
informations and the funds transfer services,
but are not allowed to perform any activitigs

which may be defined as a security business.

(4) In the primary stage, banks shall not provide
such business within bank premises. The
customers can only operate the facility at

their houses or offices.
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3.7 Contingency Plan

On December 24, 1987 the Bank of Thailand has
invited commercial banks to attend meeting on the subject of
the development of an Emergency Plan and the computer backup
system. The meeting was held on January 14, 1988. The Bank
of Thailand has alerted commercial banks to the importance of
a Contingency Plan for electronic data processing support
which is one of the methods used in the EDP industry to reduce
the potential impact of the loss of the EDP service. Banks
should develop an effective Contingency Plan that includes
provisions for off-site backup of critical data files, software,
hardware, documentation, form, and supplies as well as alternate
means of processing transactions electronically or manually.
Bank management should review and employ the most appropriate

method for its organization.

Concentrating the security system enforcement the
Bank of Thailand has issued its latest guideline on June 23,
1988, requiring banks who offer electronic machine services,
to develop an effective contingency plan with the following

conditions:

1) Commercial banks must develop a contingency plan
that provides an alternative backup system off-
premises and shall be completed within the year
1989 unless permission is granted 45 days before

the scheduled date.
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2) Starting from 1990, banking service disruption
due to the failure of computer processing support,

may not exceed 1 working day or 24 hours unless

permission is granted.

3) To minimize cost and fully utilize resources,
commercial banks are suggested to select the

following appropriate methods:

3.1) Banks may enter into agreements with other
banks or institutions to provide each other

with equipment backup, or

3.2) In cooperation with other banks or institutions
to form a group or organization to own and

operate the facility.

3.8 External Auditor

According to the Auditing standard no.28 and 29
issued by the Auditing Standard Board in March 1990, the
chartered accountants in Thailand are required to evaluate
internal controls in the EDP environment system and are
insisted to use computer as an audit tools. And prior to
the appointment, commercial bank & financial institution’s
auditors have to submit thgir’audit programs to the Bank

of Thailand for approval.



-337-

3.9 Minimym Standard of Information

In April 1991, minimum standard of information was
set as the guidance for designing and keeping of data
processing records required to expedite supervisory examina-

- tions.

3.10 Data Processing by Third Party

Commercial banks and /or financial institutions
may have their data processed by the data processing
servicers or third parties. When EDP is performed off
premises (local or abroad), the processing integrity and
controls similar to those of in-house data processing must
be maintained. 8o, it is necessary for the commercial
banks and/or the financial institutions to obtain the
permission from the Bank of Thailand. 1In granting of that
permission, the Bank of Thailand established the conditions
that they have to make the agreement with the servicers or
third parties to allow the Bank of Thailand’'s examiners to
perform the EDP examination at the data center of the

servicers or third parties.
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4. EDP Examipation

4.1 Qbjectives

The aim of EDP examination is to evaluate the risks
and controls which affect the accuracy of financial data and
the continuity of operation. 1In a computer system many
different controls are used to maintain data integrity and
continuity of operation. The major types of controls are
general controls (or data center controls) and application
system controls. All these controls will be discussed in
details later in this course. In case that an inadequate
control is identified, the supervisory agency should determine

the areas where control is neceded and the corrective action to

be taken.

4.2 Scope of Examination

In discussing the scope of examination, let us
divide an EDP examination into two basic areas: Data Center
Operations and Application Systems.

1) Data Center Operations

- Management

System Programing and Documentation

Computer Operation and Security

Computer Audit (Internal & External)

2) Application Systems
- Data Input
- Data Processing

- Data Output
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1) Data Center Operations

In conducting EDP examination, examiners.must first
evaluate data center controls or general controls which govern
the operation and management of computer processing activities.
In other words, general controls are the organization, management

and operation controls within data center.

Management

A data center may have the best controls ever
designed, but if management is weak and unable to enforce
them, then the set of controls might as well not exist.

The most important responsibility of management involves
formulating a set of organizational controls and the general
security standards. Examiners should ensure that the basic

security measures are set and put in place.

System Programming and Docupentatiop

All programming functions, especially systems
development and documentation, should be guided by written
standards and proceaures. A series of standard manuals

should be written to cover

- Systenm design.: To guide the creation of effective,
efficient and control oriented application systems.

- Software analysis and selection : To ensure the
purchase of quality software from vendors at the

most reasonable price.
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- Programming : To ensure that desired features
and controls are included in application programs.
- Documentation : To record both the essential
elements of the data processing application and
the logic of the computer programs. Documentation
is the basic source of information for those who

audit, maintain, operate, and use the systen.

Examiners should ensure that system development
procedures are followed and closely monitored as written in
standard manuals. Moreover, documentation should be complete

and up to date.

Computer operation & security

Data center has responsibility for the daily
running of hardware and software resources. Specifically,
it performs several major functions :

(a) operation of the hardware and software;

(b) communications network control;

(c) data preparation;

(d) production workflow control;

(e) control over the data, program, and file

library;

(£f) control over the documentation library; etc.

While these functions appear somewhat routine and
mundane, their proper performance is critical if effective
controls are to be exercised over the operations. Examiners

must ensure that methods and performance standards exist for
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each function, high-quality personnel are hired to perform
each function, personnel should not be assigned duties that
will conflict with their responsibilities. For example,

the computer operators should be restricted to the mechanical
operation of the system, i.e., they should not be required

or allowed to perform any input preparation, output

reconcilement, financial accounting, programming or similar

duties.

Besides evaluating computer operations, examiners
need to evaluate security measures to ensure that it can
prevent, detect and minimize loss from damage or unauthorized
use of equipment, personnel, software or data. An overall
‘security measures includes : physical protection of the data
facility, emergency procedures; and a disaster recovery plan.
Controls and procedures, such as backup, housekeeping, auditing
and documentaions, supplement the protection provided by
security measures. These security measures are formulated to
maintain data integrity and the ability of the system to

survive hazards or to continue operation in case of disaster.

Moreover, computer security does not only involve
protecting the data against unauthorized access, but also
the computer center itself is well-protected. 1In evaluating
physical security, examiners should pay special attention to
the major types of threats that may compromise physical
security in the computer center : fire, water or flood,
energy variations, structural damage, pollution, and

unauthorized intrusion.
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[s) it nternal & External)

To ensure that security measures and controls of
EDP operations are adequately put in place, an independent
audit must be performed. This audit should be performed
by a qualified person, internal auditors or external
auditors who are capable of evaluating EDP controls.
Examiners should evaluate the performance of internal
auditors or extenal auditors (EDP audit coverage) in the

following manners :

Qualifications and independence of auditors.

- Scope of the audit.

Frequency of the audit.

Technigues to be used.
Audit findings.

2) Application Systems

Besides evaluating data center controls or general
controls, examiners must evaluate application controls
embedded in some significant application systems. Application
controls are the specific controls included in the computer
programs or manual procedureg of an application. Examiners
need to identify significant application controls and determine
how controls operate by conducting detailed examinations of
documentation, interviewing EDP and user department personnel,
and observing operation of application controls. And then the
examiners should perform compliance test where they consider

necessary.
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In evaluating application controls, examiners

should emphasis on

Data Input -

Data Processing -

Data Output -

three areas below

To ensure whether controls prevent or
detect loss, errors or omissions in
recording, preparing, and entering data

for processing.

To ensure whether correct files and

programs are used in processing.

To ensure whether preparation and issuance
of output, and reports are properly

controlled.

4.3 Examipation Findings

Some of the problems confronting us during the

auditing period are related to data center and application

system, mangement and controls.

1) Data Center

- Contingency plan is either insufficient or not

up to date.

- Lack of segregation of duties and inadequate

measures on physical security.
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System documents are not updated periodically.

Backup files are not kept separately from

regular files.

Physical and logical access controls to computer
center, system and data are not sufficient and

enforced.
Inadequate control on a program modification.

Insurance policies are inadequate and do not

cover all computer losses.

Inadequate preventive measures and controls on
computer operation such as using of no internal
file label, if an operator picks up wrong files,

it would cause a serious damage.

Improper project management, no feasibility study
and no system development and system operation
rerformance evaluation, these may lead to over

expenditure or project failure.

Lack of internal audit, especially computer

center audit.
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Lack of consistent reviewing computer activity

logs.

Inconsistent preventive maintenance of computer

hardware.

Prompt implementation of developed programs

without adequate program testing.

Inadequate control over utility programs
Internal auditors do not involve during the
system development cycle, so some critical
internal control may not be set.

No errors and problems reporting from users.

No system and program development standard.

Lack of emergency warning system and fire-

distinguisher in the computer room.

Incomplete log for computer system and computer

room.

No operator in the computer room when a vendor

system engineer comes to repair computer hardware.
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2) Applications

input

- Check digit calculation module is not well déveloped,
errors appear when issuing some account number to different

branches in the on-line system.

- Open new account transaction can be peformed inter-

branches which is unsafe and can cause fraudulent.

- Cheque return transaction can be performed although no

cheque has been deposited on the previous day.

- In the deposit program safeguards are inadequate in

effect to ensure that access control for authorized personnel

only.

- Program on-line interactive branches do not have an
adeguate procedure and control on interbranch correction
transaction, will enable on-line terminal to delete financial

information from master file.

- Back dated of withdrawn transaction can be performed

in order to be pass the authorization in the case of overdrawn.
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- Teller can perform a back date transaction to correct
other transaction without any authorization from the supervisor
which does not comply with a good internal control system that

all correction transactions should be authorized.

- New interest rate is not correctly adjusted and it

leads to an error in interest calculation.

- When performing a loan-offering transaction, programs
do not check for the credit 1imit approved by an authorized

officer.

Processing

- Close~-system transaction, delete-master-file transaction
and hold releasing transaction can be performed at the Bank
Branch which is unsafe. It should be performed only at Head
Office.

- Some transactions such as cash-withdrawal transaction,
transfer withdrawal transaction, accumulated-interest adjustment
transaction. 0/D-limit addition and deletion transactions are
actually performing at the bank which is not the account-owned

branch. This is very unsafe and expose to a high risk.

- The program procedure on current deposit does not
include control over the maximum amount of transfer-deposit
transaction which should be set in order to limit a risk

exposure in the case of fraud.
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- 0/D interest-calculaticn program logic is not flexible
because it uses the maximum interest rate in stead of the
specific rate of that 0/D line credit set between the customer

and the bank.

- A computerized branch did not delete conversion programs
and the branch still kept them on files. With ineffective,
preventive control, will lead to the fraud and illegitimate

changes of fields in the master file.

- Over-limit withdrawal can be performed without any

authorization

- Programs do not have control over the customer cheque
number withdrawn, the already paid cheque may be repeatedly

negotiated.

- No authorization on customer cheque number issued, then
the program can not check whether the negotiated cheque had

been already paid or not.

- Programs do not have ¢ross check procedure transaction

between the 0ld and corrected one.

- When a cheque return transaction occurs, programs do not
verify available balance. It calculated the interest for

overdrawn even is not the case.
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- No-book withdrawal transaction can be performed by a
bank branch which is not the account-owned branch. This is

very unsafe and expose to a high risk.

- Programs do not have control over deposit number for
- withdrawal correction and partially withdrawal correction
transaction, the corrected transaction may not be complied

with the original one.

- The system programs do not have control on bank code
for a correction transaction of cashier order & cheque
clearing deposits, so the corrected transaction will not be

complied with the original one.

- When a no-book withdrawal correction transaction is
performed, programs do not automatically decrease accumulated

tax charged on interest, so the tax amount 1s overstatement,

- The system does not have procedure programs allowing
print a no-book withdrawal correction transaction in a
customer’'s passbook, and it shows incompletely all the

transaction that have already been done.

- Insufficient field length may cause error if the
deposit is more than 999 days because the field lenght was
limited only to 3 characters.
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Example 3 yrs. fixed deposit
3 yrs. = 365 x 3 = 1,095 days

1_0_9_5_ this field keeping
number of days used
"1" will disappear when in interest calculation
character space is overflown provides only 3

character space.

When programs calculate interest amount, it uses 95 days

in stead of 1,095 days.

- Teller has never been told that partial withdrawal has
the same effect as releasing total hold amount of that deposit

number.

- Back date transaction can be performed exceeding the
account open date and the back date deposit can be performed

with highly amount without anyAauthorization.

- Program do not have control over compliance between

withdrawn amounts and hold amounts.

- For the amount hold transaction, prograhs do not check
whether that account has any on-process collected clearing
cheque. If the cheque is returned for any purposes, it can

cause damage to the bank.
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- When a cheque return transaction occurs, programs would
calculate interest by using the date as an effective date
instead of the cheque deposit date.

- Programs do not check an effective date in the case of

interest rate change.

- Account-balance hold releasing transaction can be

performed without any authorization.

Qutput

- Interbranch transactions report does not include in

house branch report, leads to in sufficient audit trails.

- No special report of master file data when added,

deieted or modified.

3) ATIM

- Inadegquate controls over keys and passwords used for

access to ATM machine and money cartridges 1nside.

- Lack of control on segregation of duties between ATM

card keeper and PIN keeper.
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- ATM application programmer knows both an A-key and E-PIN
key (A-key used for decrypt E~-Pin key by DES algorithm and
acquire the top executives’pin) and can access to DES algorithm,
cardholder file and PIN generated program module, so he can
illegally produce all customer PINs by using the top executives’
PIN and customer card number from cardholder file processing
through DES algorithm and PIN generated program module.

4) SWIFT

- Authenticator key file used for network security is
casually kept in the cabinet in the SWIFT terminal room.

- Inadequate control over log-in table which is used
for access to SWIFT network, an unauthorized person who
knows it and can access to the terminal is able to perform

some transaction.
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5. Computer Assisted Audit Techniques

Computer can be used as an audit tool for testing
and collecting evidences on the examination of financial
institutions. It can improve examination coverage and reduce
the cost of testing and sampling which would otherwise be

performed manually.

With software developed for audit purpose, examiners

can use a computer to :

- Test footings and computations to verify the
correctness of EDP outputs.

- Test records for completeness, logical consistency,
validity of conditions and reasonableness of
amounts.

- Summarize data and analyze performance.

- Select and print data by the use of statistical
sampling techniques for confirmations, etc.

- Independently simulate processing of transactions
to verify the correctness and consistency of

computer programs.

Generate audit trial balances and related reports.

Audit software may be developed by examiner or
audit staff or offered by equipment manufacturers, audit

firms, and independent software houses.

Bank of Thailand has been developing a tentative
audit software that can prepare audit reports and test the
accuracy of interest calculation of the promissory notes.

However, this tentative auciit software has its limitations
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and is not flexible. It can not use with other applications
that have diverse characteristics; different hafdware and
software environments, different data structures, different
record formats, etc. And it is beyond our capacities to
develop an audit software for every system that will extract,
manipulate, and report data required for audit purposes.
Therefore, the Bank of Thailand decided to purchase a
generalized audit software package that can provide powerful
data retrieval, data manipulation, and reporting capabilities,
specifically oriented to the need of examiners. However, the
effective and efficient use of the software requires an

understanding of both its capabilities and limitations.



-355-

6. Conclusion

An EDP supervision does not only involve regulation
which sets up the various guidelines that financial institutions
have to follow, but also involves on-site examination which
reveals whether financial institutions observe those rules
and regulations and have safe and sound EDP operations. In
an EDP examination, the role and the performance of examiners
depend on their technical knowledge and skills, especially
EDP audit techniques. Therefore, in the rest of this Course,
we would be taking a closer look at EDP examination scope or
different areas that examiners have to look into. As a
result, we can determine what are key EDP issues and their
related controls. Moreover, we will look at EDP audit tools
and techniques and learn how to use them in such an effective

manner.

Thank you.
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Approdiz 1

the Bistorical Developnent of Electronic Bankine in Thailand

fervices Leader
- Ia-house Deposit Application Bangkok Bank Linited

= On-1ime Deposit Application in Baagkok Bangkok Bank Limited
- On-line Deposit Application im Provinces Baagkok Baak Linmited

- AN Sian Commercial Bank Linited (1983)
- §sun Bangkok Bank Linited (1984)

- Tele-Banking Sian Commercial Baak Linited (1984)
- P0S ool Bangkok Baak Linited

- ATX Pool 4 Pools

- BCR (Badge card reader)/Pin Pad Baagkok Bank Linited

- 0ffice Banking/Video Banking/Info Banking/ Bangkok Baak Limited
Casb Card Authorizatios

- Credit Card Authorization Thai Parmers Baank Linited

- Nobile ATN Thai Parmers Baak Linited

- Computer brasch or Self-service §ian Comaercial Bank Linited
electroaic baaking cormer

- Blectronic nmail Bank of Ayedthaya Limited

- Disaster recovery services Baak of Ayudthaya Limited

- Second site back up services
- Data Depository Services

- Secority Fzchange Informatioa Services Baagkok Bank Limited
- Computer back up ceater Bangkok Baok Linited and
Thai Paraers Baok Lianited
- Clearing cheques Sone local commercial banks
- Credit card information service berean Mediun-sized local commercial baaks
- Bational ATH Pool 111 local commercial baaks
- Norldvide ATM Service Bangkok Bank Limited
- Blectronic cheque Clearing Systes (BCS)
- 0ff-line Retail Tuads Trassfer Systes  During implemented by Baak of
- Inter-bank Funds Yramsfer Systen Thailand

(Large Value)
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Appendix 2
Conditions in granting permission to commercial bapnks in

providing ATM services within bank premises exceeding
working hourss

Prior to rendering the services

Prior to rendering the services, Commercial banks
must inform the Bank of Thailand at least 7 days in advance

with detail information as follows:

Name of the opening branch
Estimated customers per month
Service function provided

Total number of machine provided

Schedule opening date and time.

(-] o > w N [
. . - . . -

Installation layouts illustrating the location

of the machine.

7. Day and hours of service providgd

8. System specification including the machine
model, vendor nane, and machine rent or
purchasing price,

9. Detail or draft of contract agreement between
customer and bank.

10. Operation instructions and procedures.

11. Security System complying with the minimum

security requirement as prescribed by the Bank

of Thailand.
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After rendering the service:

After service has been offered, commercial bank

must comply with the following conditions:

1. From the first operating day, commercial
banks must have at least two other banks

jointly provide the services.

2. Electronic machine shall provide service
function of cash withdrawals, cash or cheque
deposits, transferring of funds, account balance
inquiry and other services as prescribed by the

Bank of Thailand.

3. Commercial banks must notice the service
providing days and hours at the machine site

location.

4. Commercial banks must notify the Bank of Thailand
3 days in advance before changing the service
providing hours that have been permitted even

still in the sam2 period of time permitted.

5. Commercial banks must install the electronic
machine in an area that are exclusive from the

main office area.
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6. Commercial banks must implement the security
procedures as prescribed by the Bank of Thailand.
Prior to modifying the computer application
system or changing in term and conditions,
commercial banks muét obtain an approval from the
Bank of Thailand provided with the explanation
of reasons and its impact to the security and

control systems.

7. Commercial banks must conduct a computer audit
at least once a year, with a sufficient audit
scope as prescribed by the Bank of Thailand.
For each audit performed, a copy of audit reports,
relevant instructions and recommendations must
be submitted to the Bank of Thailand within 45

days from the audit date.
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Appendix 3

Conditions in granting permission to commercial s in
providing the electronic mac es services off epis

Commercial banks that have been authorized to provide
the electronic machine services, may submit the application to
provide the electronic machine service off bank premises at all

time, and must contain the following documents:

1. Business in the area or location where the
electronic machines are installed, with a map
illustrating the financial institutions within
500 metres.

Estimated transactions per month.

Service function provided.

Total number of machine provided.

m W N

Designated branch office that respcnsible for
the installation operation.

6. A map illustrating the machine location. -

7. Day and houfs of service provided.

8. System specification including the machine
model, vendor name, and machine rent or
purchasing price.

9. Detail or dtaf; of contract agreement between
customer and bank.

10. Operation instruction.
11. Security system complying with the minimum
security requirement as prescribed by the Bank

of Thailand.
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After the application has been approved, commercial

banks must comply with the following conditions:

1. By virtue of the Commercial Banking Act, the
electronic machine to be installed off bank
premises, is considered as the establishment of
a branch office. Therefore, commercial banks
must comply with the regulations under the
provision of the Banking Act. Except for the
working days and hours to be opened for public
which will be granted permission individually
by the Bank of Thailand. Commercial banks must
have a clear notice stating the service providing
days and hours posted at each the machine site

location.

2. Commercial banks must have 2 or more of other
commercial banks jolntly provide the services,
otherwise permissions shall be revoked except
authorizations are granted with conditions to

be complied with.

3. Blectronic machines shall only be used for
withdrawing cash, accepting cash or cheque
deposit, transferring of funds, account balance
inquiry and other service functions as prescribed

by the Bank of Thailand.
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4. Commercial banks must provide the electronic
machine services within 1 year after permission

has been granted except authorizations are

granted.

5. Commercial banks must notify name of the designated
branch office for monitoring the electronic machine.
Prior to changing the reported branch office,
commercial banks must notify the Bank of Thailand

at least 7 days in advance.

6. Commercial banks must submit a copy of the
authorization letter empowering the branch office
responsibilities of monitoring the electronic
machine (if there is..... ) including name, location,
map and schedule opening date, 7 days in advance

before schedule opening date.

7. Commercial banks must have a notice, stating name
of other banks that jointly provide the services,

posted distinctively at the installation site.

8. Commercial banks must iﬁplement the minimum security
procedures as prescribed by the Bank of Thailand.
And, prior to modifying the computer application
system or chang:.ng in terms and conditions, banks
must obtain an approval from the Bank of Thailand
provided with the explanation of reasons and its

impact to the security and control procedures,
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Commercial banks must perform a computer audit
at least once a year with sufficient audit

scope as prescribed by the Bank of Thailand.

For each audit performed, a copy of audit report,
relevant instructions and recommendations, must
be submitted to the Bank of Thailand ‘within 45

days from the audit date.
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