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2) fAANINU SCHEDULING uwuztnbiviiu CATALOGUE Wsunsnwasvinsalily
disk aUszIananaURAIRARNTIARTT

3) viwgniudissraniuned

4)  HARNIIFUTIULIN (system manager) wivi1 mausulusunsuuasving (computer
audit program) MranilAnuszUUAIUANNNTYINNY (operating  system) 1aAsRIRaNRInaTIzdnm

anAuld uralinwdnau@sulusunsanandusaddlunisasisaatliazazainnin
' v v ) > o ° ' a o o &
Tuanunmsaludazuuudivgy  gaauig@enssvhadnlsmammaamsauindgnnil
2DIUIHNAINGT?

A vw v o 1 1o W e .
ffffasmauniimindanninluifnu  (falsified account receivable) nslitusuATA
LY o o § ¥ a v . 1§ va v a o o >
prRdaLnaauln sy lufiinuamasauliadnlilsenai uaslidalitinnmsdnlanenusuunun
ATIAFAU

ﬂl al =Y w \
3o 3 @ maiia 2 dszmslumsasaeullsunsulaslydeyasisoulaun msiszana

v L4 v .
wamelan1snIuguuesaouliyl (controlled processing) Hazm3Uszaa
v v v o A . v v A
HaluMElANSAIUANVBINARUTRYY (controlled reprocessing) Haouiiay¥
A v A
aziaenlyiiela
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4 d o i
13 4 é’ﬁanumﬁmmsﬂi’f generalized computer audit program A333dUANNEN

v
O3V

ﬂ'l‘iﬂ’lUFp.lﬂ']‘i‘lJizu’JaNﬂ (data processing controls)
MIUTTNIUNTINNUYT  (accounting estimates)

> = >

& 1
HRATINTNVNALAZEIAATINGR (totals and sub-totals)
3. MITMuUNUIHANUQT (account classifications)

o

a pui Y . = d o A
Sovh 5 : msly generalized computer programs ¥ mqﬂ'szmﬂﬂanmwﬂmuuaz

a d
WUAFITH

JTuuABNAIMAT (system)
aunInimaNRuABT (équipment)

[ a a a ¢
dayaniiuagluszuumaniunad (records)

£ »® = D

MIINTBDINITUITNIANA  (processing logic)
4 o Jd U o Ay o~ y . . v o
399N 6 @  NUIUMTNHTDU tyvmmm’lw generalized computer-audit program AN

&

o

o A @ o J’ a o e AJ " .

f. ﬂmaﬂfmﬂJ‘lIQﬂﬂul.LﬂzwaJw“luwﬂEluzluﬂaﬂwu (confirmations)

2. WNWIIETagnnlMIngunA (accouct receivable comfirmation  exceptions) Wia
AT aU

a v o J’ (% —_ < [ @ o &
A, wWinufuganin@annilsnesn (subsidiary files) Auaaslutinfuamlsznanmly

(general ledger)
a a 4 . [ 2 & -
3. ATIRFEAUMNENTHAUNARIAUNTINA (exceptions) nuqnwuwdo’[vauﬂuﬂaﬂ (accounts

receivable confirmations)

Geoit 7 :  feeutadldsumlnimdnfivssgdeyanenmsdudinandenmuanazs iy
esmu  STYLE NUMBER uasdoyatieglumiMaiiSasiduiv - (NO
PARTICULAR SEQUENCE) RKaeuligdmiansansomaunirkinuig
(CONSIGNED MERCHANDISE) antayalumilasnain Taelysunsaiily
asnTeudiannie
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WanngusmatimemduAauuRulaeiineada
wenNIE STYLE NUMBER d8upifiuinangannin
AUINIUSIRUALsazTiAINTIAEENLNE

a (5.3

Rundpyasensduilundaanan

TsupsunldiBasdrdudeya  uazldsunsuiildsindoyanareyadidenu

(SORTING AND MERGING) lulisunsuiidaeuiindinosldvoalums
A d sqQ Y 1 @ = J

asvaey Tusunsumanil guddszananantilaiguiy Senn

© > 2 >

TUsunsufivmuntuas (USER PROGRAM)
TWsunswilfiasilsunsufidelwiiiunwiaias (compiler program)
fﬂmnsuf‘i‘lﬁmuaumsﬂﬁﬁ'ﬁmuﬂauﬂ?mﬂauﬁmmas’ (supervisory program)
Tusunswassauseland (utiity program)

LY Jd @
Jagusvasnnanves generalized computer audit program fe¥IEl¥KaeU

)

=

=
¥

ganstldwinuIeILENNATINAEUINNIATNEEY  (audit routine  check)
dayafiiszananaunugaauind

nagoUATIN (ogic) aslusunsuAlduszniana
AaLdanmItnlAATaUARNNINAIIUNGR (larger samples)
Uszanauatayassilainilnedase

mstlszanateyasismulisunsunlyl fiRnumulnduazldsunsuve saey

v . . d'
UNY (parallel simulation) menaaeumslszuana

f
U
A.
v
R

ﬁmﬁﬂaaomsﬁ'muﬂaohhunsumﬂunqiﬂﬁuﬁmuﬂmnné’numz (functions)
‘l&iﬁﬂmjﬁﬂ generalized audit software wals
mmsn‘[ﬁﬁﬁo'ﬁagaaﬁm%aﬁmgaﬂﬂﬁa‘u (test data)
N:'ﬁauﬂ'zy%'lsjﬁmﬁﬂfnuiﬁquﬂauﬁfumas'ﬁn%q (advanced EDP knowledge)
lasidalagn



Po Pu |
1san 11

a A
L3ovn 12

= o
1saun 13

£l
L9avn 14

- 152 -

Y

i , 4
HaouigyrasnseldmsiufSeunaulysunsy (program comparison) tie

asvaauillsunsufiarssansaufinmildanfinmusty (required function)
nagaulsraninmweasnisilisulusunIy (program codings)
Aurminsudlalusunaalaglueiun1sayald  (unauthorized changes)
ahiayafitumausanannilsunusindnidadaldifade

2 2 3® 2 D

anday

9 Y

lunsaifidaeuiydlszunonadoyasiunesivsingeanunae niiaiuan
dszianeslusevszaznaliginasioaevlaalillsunsumeann - (computer
audit program) J5HaZl¥UNu

g? ' aa ¥ '
nInvadaulagnTdNmBEINWETIRINENETIURY
maUssdunsmurnuindayandn (master fie) Mlduamsamiduamisznn

2 =2 2

MMIATIVNINUQT  (posting) UazN1ITINEAA (footing) AILND

<o

QnNNta
2. gnawzta n. uaz A.

Tumsasraeuaunsiu faeutiyTernlilsunsugatimleuunl v §inau
0 v a v v L7 | Qdﬁ‘l’ L4 4‘
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2. @EUNIUNITAIUANNITUIENIA

A, AEUNUAININNINEEINTTUIENIE (data processing flowcharts)
V.

lddayanmday (Test data deck) MNAFBUNTTINUEBINIUNTN

Winaw  operator waanmsAuTinmIlumsiveulsunsulaeinunaly
v v T oA oA v ) o
nawlal¥anudiuunluidsunsumsseRunouriumiesniugumsiay
Yo a - Vv ] nv/ a

(Console) lasundasidumeulvinssaninlunisauiy msnsiagnnulae
U a (v d‘: A dd’ad 4'44' &
Taudgrdsnunmeien lunsdiiNEMInIuguinfigane

N, ATINABUTILNUIN Console log tagmenslal@sumsaysid (unauthorized

intervention)
2. @EUNIUTAUURUIABULAZATUANNITWINTILTIENUAN ¢ (distribution controls)

A.  ATNIFAUTILNIUMIIERUADY (payroll journal output)
3. @AUNIUNTEANLAATINANY § (control total review)
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Savh 15 :  delan hilvifayrilumsly test-deck lumsastoaeumuneninunes

f.

N1IMABUNULY  through the computer ﬂ'ﬂu{J"]\W:t‘i\'IEl’]ﬂﬂ"j'lﬂ”l‘i[ﬂi’]‘\]ﬁﬂUlLUU

around the computer
unseafiezimustayaly  test deck WiAsEUAUIIEMIMNUTHIAN YN

donunsel
fayanlimadauarathlulziunutayasiialitintdgwilumsufusnumang

Isunsuirimmeaaulaldganliufinnueis
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HUAAIN AU

4
(S1a1V)7 I G

fmamadau 2 wieffaeunindlidunmessumiagndanamaarimianind  test of
account balances) [mml:uuanﬂums‘nﬂﬁauLﬁaq’jﬂTﬂiun‘mﬁﬂmmwaﬁwémaﬂtﬁmmﬂmﬂﬁgﬂﬁm (arithmetically
accurate) Lmuﬁ'amtﬂumiﬂmaamﬁ’a@mmﬁuwaﬁaga (race the flow of information) AElANIINY
muradllsunsvilinsuenussanuazinmensgnasimialai ﬁv'o‘t"flum‘mmﬂamamuqnﬁamm‘mnﬁma
mMIBuRNA wanmilaanminssdaullsunsusznszmnuuiniays (computer files) 4a 12-10 M3
aasreaaulaalispolszanana (nonprocessing of data) Agamadaulasusznianadayaddy (processing
of actual data) LLa:"“J%'m'maauTmmh:manaﬁagamuﬂ‘lﬁﬁmumﬁ (processing of simulated data) Tu
MINATBUAMNONABIIEITIENINNNIRY  (substantive test) uanANlUIINAIATINEBUTZULNTAILAN

(compliance testing) 8814l

ANAUATHIAGUTEMAIUNIATINEEY  MINARBLAMNONABIIENTINTNNANTRY  (substantive
test) ﬁi’mqﬂszmﬁtﬁawﬁaﬁﬂwmmﬁLﬂuﬁﬂmuﬁuﬁtﬁmﬁu (the amount of monetary error) A1IATIVEAU
FPUUMIAILAN  (compliance testing)  FRQUszAARagindinsmuanmuilimmuslivialulaelsimia
fedafianarafistuduiunuiurinls Tnadiufidsanifadefiawaainfundaadiada

nsliiaaTadaulpdlinailszanana  (non-processing of data) lumImadaumNgNABILE
FUNINNNITRY  (substantive  testing) Lﬁa@mwgﬂﬁmuﬁuﬁ'\ (accuracy) DINTIUTTNIANE  usLRald
38luNIATIREBUTTUUNITAIUAN  (compliance  testing) Q’ﬂanﬂm?‘l‘ﬁtﬁaqhmsmuﬂuﬁﬁ'mumag‘l‘u
TusunsuazAunuiaiananauacliganUszananasansfinananty

lunsliignsnTadaulagdszanatayaisy (processing of actual data) WAXIENIATIAEDU
TmﬂﬂszmaNaﬁagamuﬁlﬁﬁmud’? (processing of simulated data) ARwuTBLARANIEUEEIAUTINGT
41951 ﬁaLﬁﬂ‘l’?ﬁ%‘mimdwﬁummmaaumwgnﬁmﬂacman'ﬁmamiﬁu (substantive testing) H@dBU
Tadazganzamugndadunausanadiuddy Wy Sdefianaafsafusen1mienisiu  (monetary
errors) Anzudiglilusunsaiilug  lwnsssasausuunIAuAN  (compliance testing) FaeABnamant
gaaulndazgidinmsmuauaumaiiayadn  (nput) mMTdsENIa (processing)  WAZIIENIU  (output)
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ls"t’]ﬂ#l 2z 3

1) ludeunsaildiudrineiasraniumasinuailiinabifaauiadusanals
daulifimIAnfanulNauaYBILTEN  (proper official) Woradnliir3asmaniumny uazAIswuzinily
AfaUfuRNunanliFaRueadliinsanteyaualinaniasailunmsadauls  (computer use and
accuess for audits)

2) ‘luﬁmun'ﬁfﬁﬁﬂalﬁgaauﬂhﬁ catalogue  TsunsusaldiiaUszananavuy Fenuvayly
ArsBuganmTllsunInanagnudlalaadaauindlinsuls

3)  lunidifigninudviaseaaiames  gaeuindmssimatannasfsafunnsaauind
(charter) seyliTmIRUI Qﬂauﬂ'mﬁmmsmﬁ'ﬂﬁaﬁay‘aﬁmummmﬁfﬂ‘sﬁulﬁnnuﬁo

) lunidfignsnsadaililillsunsuamedavasfaouiniladiminemiugudaufiames
Geullsunsalilng daautndmstuduiediilsunsuuasminimsizan

.J PRy
S9N 3

mIUszananamlsniimuantadautind (controlled processing) vxlfiile
1) deeulgdiuiusunsuiiutsnesatudiugedendunliufunnusmudng
2) gaaudgdausadunanisuszananalinaaanniuaauimanzaaviald  Lininldadlyii

a o
v

a i o V@ a " @ a & a
fansaale 9 Ndaaug@linudunavialidhlafinziluraenuszanana
3) gaaulg@dnisanrupumitszananalalagliduguassaniaminisusziananinng
v ar a ¥ i a ! a Vo a
pangaTzin  dayanuszuianasiaiATauAgNIIENTNALLLNIARIUINAMTUSURNUANLUNG

mIUszaanamindldiniTmuanuaaauiny@ (controlled reprocessing) s liile

1) dasuln@uidilisunsuivndsnanedayadudnesadulisunsugaieaduidug
NuAwNUNA '

2)  daauindaunsndunanistsnandmildaaasmniunauiwmansaavils

A .
o9 4 (lQae Ua A.)
4 .
19N 5 (1088 Wa A.)
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9o 6 (\ag Ua 4.)
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(G121 )7 A (Wwas 10 7.)
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(fi UNCITRAL sausisuszimdsig )

Issue No.

anuivveslsznging

Issue No. 1
Are major changes in the law required by
the development of electronic funds transfers?
o o imo w ol &
ﬂ’ﬁwﬁ&lu’]izﬂﬂﬂ'l‘i'mi:lﬁuﬂ’mLﬂﬁﬂ\‘lﬂlﬁf‘miﬂ-
a & o & v  a a &
Unduy  dusasimMsidasumlasiianingnang
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iaTBITuUnIaly

Issue No. 2
To what types of financial transactions should
the law of funds transfers apply?
ngﬂmaLﬁmﬁ'ﬂauﬁumiﬂ:ﬂiamquqm‘sw
N3 Rudsaanlatie

Issue No. 3
Should the law governing funds transfers
recognize the increased role of the funds transfer
system in individual inter-bank funds transfers?
= o A o & w o & &
ngnangenunslautusntusasmidbiun
ununslauiuszrinssunmsiduneswias niald

Issue No. 4

Should funds transfers between the transferor
and transferee and the funds transfer transactions
implementing the funds transfer be governed by
the same rulers? If some of the rules might be

different, should the differences be reflected in
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Issue No.
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the law or by inter-bank agreements?
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Issue No. 5

Should internationally agreed rules be
prepared to govern international electronic funds
transfers?

TunslauBussnindssind  AsesdaedaT
tannasananiala
Issue No. 6

Should internationally agreed rules on

conflicts of law be prepared for international

electronic funds transfers?
Tunslaufuszndndsena  winngraeuns

uazUssnAtauLEINy  ArTasiitannavEnannay

wIaly

Issue No. 7

Do the rules of evidence give records of
funds transfers kept in computer-readable from
the same legal value as record kept in paper-
based form?
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Issue No.
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Issue No. 8

Are changes in law required in order to permit
the trancation of cheques, bill of exchange and
other debit transfer instructions at the bank of
deposit.

ArsaziinIsAsuwlasngnaneialisunasy
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WIDMUANEY  ARYT

UnyTuasgnAnludnuueAndd debit transfer wInly

Issue No. 9

Does the development of electronic funds
transfer technique require changes in the law
governing bank secret?
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Issue 10
Should bank have written contracts with their
customers covering rights and duties of the
customers and the banks in respect of electronic
funds transfers?
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Issue No.

<
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Issue No. 11
Should there be any restriction placed on
standing authorizations to debit?
o Yogve o a o o .
masaaUiluanwusAilly  standing

authorizations A3AENTRINALAVIDLA

Issue No. 12
Should there be an legal requirement as to
the form of authentication necessary in an
electronic funds transfer?
Arsfingnanafnuaguuuurassiaililuns
das3 (authentication) luszuunnslauurmadién
nsadndniala

Issue No. 13
Should sending banks be required to adhere
to standard formats when sending funds transfer
instructions?
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Issue No.
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Issue No. 14

Should a single electronic funds transfer
format be required for all debit and credit cards
in use in a country?
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Issue No. 15

Where should customer accounts be considered
to be located for the purposes of legal rules
governing funds transfers?
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Issue No. 16

Should the duty of a transferor bank in a
credit transfer be limited to sending a proper credit
transfer instruction to a proper receiving bank or
should the transferor bank's duty be to see that
the transferor's instruction is carried out?
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Issue No. 17

Is the transferee bank responsible to the
transferor, to the sending bank or to the transferree
for the proper fulfilment of its obligations in regard

to a credit transfer?
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Issue No.

=}
ﬂ’J'lNlﬂ‘i—l'Uﬂﬂ‘lJ‘iZlTlﬂ"l‘nﬂ

surAsgsulaupisasdnsiulintausiadlou
swnsglou wiadsulan urlvuiedle

Issue No. 18
Should public telecommunications carriers,
private data communications services, electronic
funds transfer netwoks and electronic clearing-
houses be responsible for losses arising out of
errors or fraud in connection with a funds transfer
instruction?
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Issue No. 19
Should a bank be free from responsibility for
errors or delayed funds transfers caused by
failures in computer hardware or software?
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Issue No. 20

Should a bank be liable to its customer for
having entered a debit or credit to the account
according to the account number indicated on the
funds transfer instruction it has received if the
name on that account does not correspond to
the name given on the funds transfer instruction.
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Issue No.
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Issue No. 21

Should the bank or the bank customer carry
the burden of proof whether a debit to the
transferor's account was authorized by him or
occurred through his fault?
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Issue No. 22

Should the customer or the relevant banks
carry the burden of proof as to the source to
error or fraud causing loss in effecting a fund
transfer?
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Issue No. 23

Should the funds be required to be made
available to the transferee within specific periods
of time be determined?
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Issue No.
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Issue No. 24
How often should a bank be required to send
its customers a statement of account activity?
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Issue No. 25
How much time should bank customer have
to notify his bank of improper entries to his
account?
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Issue No. 26
Should there be any articulated error
resolution procedure?
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Issue No. 27
Should either the transferor or the transferee
recover interest for a delay of a funds transfer?
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Issue No. 28
Should either the transferor or the transferee
recover exchange losses for delay of a funds
transfer?
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Issue No. 29
Under what circumstances should the bank
be liable for consequential damages?
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Issue No. 30
Should there be special rules governing the
inter-bank liability for late reimbursement or for
errornous funds transfers?
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Issue No. 31
What should be the consequences of a funds
transfer or funds transfer transaction becoming
final?
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Issue No.
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Issue No. 32
Should funds transfer be final for any or all
purposes on the happening of a particular point
of time?
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Issue No. 33
What should be the effect on a credit transfer
between two customers that a funds transfer
transaction between two banks has become final?
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Issue No. 34
Should the time of finality of a funds transfer
be assected by a guarantee of honour of the
funds transfer instruction by the transferor bank?
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Issue No. 85

Should there be a specific rule as to whether
a transferee bank to which funds have been sent for
delivery to the transferee upon identification holds

the funds for the transferor or for the transferee?
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Issue No. 36

Should the time when an underlying obligation
is discharged by means of a funds transfer be
dependent upon the means used by the banks
to effect the funds transfer? Should the time of
discharge be the same as the time when the
funds transfer becomes final?
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Issue No. 387
Should the rules governing funds transfers
take into consideration the possibility that a bank
may fail to settle?
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Issue No.
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Issue No. 38
Can a funds transfer bring final outside the
normal working hours?
a & « & «
nszurumilaufuuuaziaiadulagaaysaiuan
nansundlavials

Issue No. 39
When should a debit or credit be considered
to be entered to an account?
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Issue No. 40
In what order of priority should the various entries
to an account be considered to have been made?
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Issue No. 41
Should a bank have a right to recover an
erroneous credit by reversing an entry to the
account of credit party.?
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5. gﬂnm‘umunqwmwmmsﬁ’nnauawﬁ (Legal Forms of Netting)
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(The Institutional forms of Netting Studies and Their Risks)

AzrilsAnwdaanadunsinnaussninesunms (interbank netting  arrangements)

oo v o s g a a © a ' @
nfaguaziaualidmidliludgauanuasuduasuasmitszduassndsang  dnwaemnudeag
¥ 0 i o ' ¥ & A ' . ! s @ . @
tannaswing 9 ArinsAnnaasouiveantaidy 4 Ussan Sasuensneiull Jusgiuinfluanwaezas

. '

AdaaasavIanatate é’numzmangwmwmﬁwmuﬁuqn‘ﬁ‘ﬁﬂmfi'mumuﬁ'a wazAd iy
ﬁuénmo (central counterparty) ﬁﬁagi uuusi 9 ™ 4 Uszan Aa

- bilateral position netting

- bilateral netting by novation

- multilateral position netting

- multilateral netting by novation and substitution

X v av aa ) . dqve a o a o

uananil ilifaanasiGendy no netiing AdfiuamsguSBUBuRUANIEUAEAY

FuzuaTdNINAREIIBITEUUNIRNNAUNUANANAY  lunTdizad no netting vxditaavaRguindymyanae
gapsAagaunzaTuAmMuALasimUGURmMNaa aanlulaan sl

6.1 bilateral position netting

a

AEAMUNENEINNIZAAT TN IIUMTTTiuTnivgdygn  Svildannadunis

3l
vinnaudeaiunsuaniasufusssnslsanAagnsidiumanduziuuusing 9 lugudnammamsiu 3933
bilateral position netting  AWUAENs  TnusunAsEdYgFRIEAwINTIURUENETIATUAMMUAIN
a"zyn“nu,anuJﬁauKmmsﬂcmﬂszl,nﬁua:ﬁﬁ:ﬁ'uﬁaaﬂaﬂqn‘ﬁ ‘lum:‘fiﬁr-jﬁquyﬁcl"lsl‘lm'hwﬁmizauﬂiymn'w
NIRULET  AHNANELAZTNIEAUMAIEEBATNT ‘lumﬁﬁgiﬁ':ymnr’lm‘lmt]'lwﬁmﬁzauﬂfymmamiﬁuLLET’J
ngﬂmﬂﬁlﬁlﬁs:q1’?‘&'mLau'h’alzﬁm'&'ﬁzwﬁauﬁuﬁaaﬁwuomﬁw?aﬁ'\muqnﬁ ustadunAguAlETuatag
nemnaiy fdyqndasiufinteusaswiudndiitigmsinanifniy

6.2 bilateral netting by novation
@ acdd o a 9 2 @ . . . v, @
ANIRNNAUAINITUNUTZANTNINAR12ARINY bilateral position netting WNINAUNIU
o ' o g ' i & o A o
‘l'umiwmu'luasmimﬁnmmao'lumim'aamnawzqoﬁmu um:aﬂm'lmgmtﬁmﬂumuzmmﬁﬂunu position

netting 30 no netting

6.3 multilateral position netting
nsvnnausInaIswuluszuuddygiiivanade  Iaafinshnsadadisuaziannas
A 9 g tduitaw saunuluniainigEviathaziy® (clearing or settlement agent) a1avTaieyd
" v waa a o A q va a v A oA W 4 qgeve v o o a4 4
“clearing accounts” WnugniidwfetannaliinaafululiiviadamBudalinudldiunedaiien

a ° LY o . . ° ° a ad i
wfarnuazaInumMItisalyd  a1sediAyray multilateral netting e AWINIILAURUENENUsSAzAY



- 224 -

o

v e o A o ¥, v | 4 a v o &
pnvievialasuiianSaufiaununings udalauanndhentugnniland (net debtors) Tlvinudmilgng

(net creditors)

Y oo & av o o @ @ ¢ val

faumsnteaadugnuilgniliaansoteigdls  ngunasisuuaygaviinng
' - ° A Qg ve A Y e vl a v da PR a o
HauAane (unwinding) nstszRulinuvialasunngiiduiimdasnidgninaiiimafuRaudyg uaz

° a = W a A o s A d o
duInTIEY m“'aﬂu‘l,muauuuanmunﬂm ATARUALAY

a a a a o o
multilateral position netting uﬂ"nmﬁmmmﬂupuzvdummnunmﬂm no netting
P @ a o a ' ° o i a 1% ) a 'Y °

Wnsnndggusndiniineag  dmiuanudsufmiuaniwadastullyningieinaindasiinismuain
° o AA ¥ ° 1 " ¥ U dl ¥ 1 v & U = = v
Q’I‘U’Juwuqﬂﬁﬂi}zmaa'mﬁ:LLnﬂuﬂﬂuﬂﬂﬂJtyﬂﬂﬂodﬂﬂLNﬂlﬂﬁﬂusﬂm@ﬁmm"m\)ﬂmbhﬂ (bilateral position) Wa2
A . « a o« & v o ° ° a a @ & v a a a
wladtranduwnvioduaufisn  asssnhlAmuamInnuiviminndgdyanauaniiindaisieaaine,
X 4 v o PR ) v wva d w o ' o v o
(multilateral net amount) TABIIVIAlAILIINAGY SgidunmtaImlanunil  laldunndaind
o a M v Sy o ° . - @ ' val o o da
mugusAauasliagld  AdpalinisAuanl  muttiateral  position  AUMN  izdiidiAadassenin
a a [% & a ida d ° v s P . " . ° (%
dyaigaadmilgnanluiiuiznntseiiunedy 9 aa mulilateral net settlement obligation Yl

a 1Y : a & = a ' a vl a v -1
lﬂmﬂmv“qﬂ']Uﬂﬂ']WﬂaﬂMWNﬁu ‘ﬂ\]'ﬂzg\mamﬂj’]uzﬂfmﬂqTNUﬂHJENﬁ']utﬂﬂ'nlﬂOWia']u

Y : a Xvoa P . a wa
Unisuanmadasanaasistulddnnimilinnuazaininagieantunsu it
wu smunulunstisziny® (settlement agent) B9 multilateral position netting system 193zlNIAAle
< ] © a v w ¥ J al v ' L Dt o ; = .4 A = J a
winliawsadsigilinuiviignsliaunineldiuieangaigns  mwddniiannsdgnniland

[
@ a

@ ' = . Y a & v .:Y a = ¥ °
ﬂdﬂﬁﬁ']tWﬂﬂﬁ'lﬂtaﬂ’Jﬂﬂ‘lﬂlﬂﬂﬂmvﬂ’]ﬂﬂlﬂ'\ﬂuqﬂﬁnﬂ g 318 uazanvRsiinanIENUAaNI szl INATY

° 1% al a . O o
AMruaualunanadu 9 winsandiszuuls

6.4 multilateral netting by novation and substitution

v o v ¥ o o v v oo ' a R . & “
27199zANNNTIAMITTUNANUYTUWITIA (national clearing houses) AU IWBBYLYIA

]
¢lvvdd

'v1gmdamﬁmﬁm@i’mﬁumiﬁ'ﬂnauﬁ’mufy']Lﬁ'mﬁ'umiuanLﬂﬁﬂuﬁumwhaﬂ'sxmﬁﬁ'mﬂﬂﬁu 9 latliiing
talimungranels  Walinsdwaudygunssdygndashe  dnwininigiassdunisunmiaiioudiug
denuansusiazdiy  wasiadndyguannindasheinMIUJuamNLGY  FNNANUYTEININTAIIN net
position lugtuasanaduiiisndas wasiuasurmumasiiduifmdausiazsneiings nszuunissananil
Wusaliinminnaudygidn 9 WindaasswiudugninesfasissWiudininiyindaldfuain

e w w w a A . . wal a o ' 2] o P v & '
fUNNAUY 23U multilateral net position 'UENEwd?ulﬂﬂ'J?lE]\ﬂLﬂﬂZTRHNElHJiﬂUW]ﬂUﬂUﬂﬂﬂQN

ﬁﬂﬁnﬁnﬁm’a“ieag'luﬁﬁu:giﬁ'tyry’aﬁtﬂuﬂuﬁnmo (central  counterparty) AN
deafeafuguzuazaniwads JdsdimauineanandaslasGunmamisziuangldauidamnnauas
Upiasdyaniiindnusiulidismals  lunmasmuidsafsiugusesdasiniridaanadihinsaungy
multilateral netting by novation and substitution msﬁzﬁﬁamnmmfim‘ﬁ&ignﬁmuﬁd anadsaAeany

§1AGINTININUUBY no netting



- 225 -

Waway  multilateral netting by novation and  substitution ﬁaﬂdﬂutﬁmtﬁmﬁu
anmpaassilitaruidlafisuiunsd bilateral netting by novation ﬁﬂuauﬁuqn‘ﬁ‘ﬁmuﬁmumu.z'{'mamaa
vislinAsuuasdmiudiidufmdamnmedafieoudunsd biateral neting 38tazanmandsaduaiu
anmasadwiugTduimianiung 9 W Walmninnaudundunives  uasa1sszasiiunaansiy
Toah 9 W vdandnBndanivAntannasmasdnwinviminessaadiuaudnadunstaiginnmens
nsdifgfiduimiameamaniiisanatenigfliieerdiiAnmmumaunauiudastuBudanaladnanis
vae q anansdiudanihnisigiendsniniuanwadanniidudaiameiy 9 Tuagiu
AaEanIarasdinnlgiimduindmaigildetls - anu  neiilddygmanathedlindiiin
pwsidlalginasiimdeniannuaninaganioaniingdl bilateral netting by novation lasdaieTd
WiI0199:gINT uaclunsdimmandsafaduanwadamamiszuy (systemic liquidity risk) AranInaq
Taludnumzadie 9 Ay |

- v a e W w @ o | Qv a ' a e o vy o4 , ¥&
am‘nnu.azfﬂﬂaﬂawunwmmunnnuzymznn‘lmnmmwLﬁmnmﬂty‘lﬂ Wanamuu
o 'Y ° a el © o v a o v a '
VudRzABIraTUINaN AT aliiismINU M EaLazanf UNURALAEMINETBITIHNTAY
' a o a ) P 'Y a da a o4 a ' '
aglsfimy  MIaNTINaIEN NN anevladantiniignuelan @asiinasagiuzuaraniwadas

° @ e ¥ ¥ d A ] ' &
'ummunm'uty% 51Nﬂ\1ﬂmﬂ’17\lﬂﬂﬂlﬂ(ﬂﬂa\]l.ﬂEI’Jﬂ'lJﬂ'lTI.tU\‘lﬁ'J']&llﬁﬂ‘A’]iﬂU?:W’J’Nﬂﬂmm

Q [

7.  MNNIRUAVDINNMTLUNINVANINAADY
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7.1 impact of netting arrangements
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Novation and substitution

a '

nszuuAluMESNANdaNTnINadyy 2 the aunssniypraimadanunsnusilugue

[
= 1

) ¥ A’ ' " & & " g a a a a: ] v O A . a ] s
Humilszwingdygm 2 dhe dggriindsesinsudedvl sy fadhdgguanswingdggn 2

tdhaiinmsufuRmadadyqilvgaiy

Obligation
v o o a4 w o v v v & a ' = v v ¢ @& v
wifaudyanfitedasdiaunialaiuiuning  (Ruansndszma wia  wanning  {usu)
o @ v 4 4 v vy
maiszy o Aladunilifinnasiuli

Payment

s

a va o o PO v v o s 4
nsUfimatannadudyg wasnsujisninandygivqanlilaedaimuauasgani @

a My 4 a v & ' o 4 o & @
andnlile  FaduandFuninsdulmAnniaulusaunranaazadmiiaasiu

Payment instruction
o & ' val 2 a W ada ¥ ' o o & v &
mmﬁamaﬁ'ﬁ‘lﬁumﬂaummﬂimmum% (a’ﬂﬁlﬁﬂﬂiﬂx‘lﬁlilljﬂﬂﬂﬂﬂﬂ&lﬁl’mﬂﬂﬁ\mﬂﬂﬂ’mw

Position netting
Y o @ ¥ o a a ) . L7 ] 0 1 3 [ a s
nmannaumailitssiueasdygrsvingdyamus 2 deaull  waldlddunsufusan
doanadludygniiadnly (@1aBundn payment netting)

Settlement

v '

natraTaauysal  mianmsujumadyylisdnll) svivadugr 2 e (Aldnu

' =3 ° =] a wva s ”d' ) ] N o!lu ' A a J’
tag 9 nanaiin1IteswIanaujiisandugruasnanmanduneniveg 9  wianduunsnanINniaty

¥nBU - A Final settlement)

Settlement agent
v A & a4 o o v a & 'Y v W vala P o
d01UUN ﬂm'uuLwamm?'mszu:y"msaqﬂmmmmswnunf'ﬂ'l.uu'mﬂmgnumumﬂ'wamnﬂu

unAfiMURURWINNAY ¢ Bnang)

Settlement risk

ada & % ’ . d a o ¥ ' o & v g @ o -
mudssitfstuangdaandhdadhenisfindanaus 1 dygniull serdyaniu 9 v

Settlement agent

Systemic risk
o @ @ P ' ° [ o <& a <
awagsfisontilasaniunililiontilsmeuszuunislay Flaerhllusananisauly as
a va a o ° P v " a - a a o o - ' a va
ﬂgummuﬁ:yzquaﬂiun"mum:tﬂummoﬂn@ﬁmtymwau e NamsningInunItulianInUujus

ar A A
ATNAEIEUUNBATUNIAUA



AMANUIN

mMInsIIdaUABLAIABTTaININENUTBYSTlULSIIARNI goLUSM

a 14
1. mMIavTeundNNIN®IUBd FDIC

EDP examiner avaT3vdau@nusuaaniiamasvingy musuulasuniaclinseday
adnlsia Tuilaguiudl examiner ﬁﬂﬁﬁaﬂﬁﬂﬁﬁo EDP examiner Waz Financial examiner wWaanulUaae
nusunsaTedauraaRuaasagUlFRl

FDIC witussadaumasfiwaiiy 2 dwwan Ae

- Evaluation

- Examination

1.1) Evaluation lduimalszfiunasu Data Center Wnanilddnfiunundn Fund

FOIC  esfasvanandauiusensigasmmsnludisurmsiissnsasaudiunissamin  dsliiedes
dayaunusuaniild EDP examiner @dlaunfnsutisn1sussfiunadiy Data Center (ussi]

- Internal and External Audit Coverage

- Organization

- System and Programming

- Computer Operation

- Service Centers

- Computer Services

- Others
atholsfia musdoufunay 2521 Wiudull FoIC Idwdsuwanislsadiud Data Center Tviaindaann
ﬁlﬁﬁmsﬂsz@um‘s‘aﬁu Comptroller of the Currency Waz FRB laa FDIC uaz FRB lalduu3nig
Usuifliunannu Data Center 283 Comptroller of the Currency dunan

1.2) ‘f‘l"uﬂaﬂum: Evaluation Uasn132anINgNIun1IIAIIINOUADNNIUADT

M3 Evaluation Feuasvlumsmidunmsuazmsufiinfdanslasnd

N, eawuiugian1ssunAmsTezAsIvEay

1. ranuiugaamsunun  dherauiunes  waziageuddaulnianeuan  uas
nenugrauigindurasuemsludiifniuresfiused  Wehasadu
IULAZUBUILANTTATIAFEY

A, wuruiamiguAuIugY Data Center Wadnanuswum 9 T wiaaduuag
memfldrdlisunmsiaiiauysaiieds  Slagwasls  wasimlaiduiud
WReudlasiug



- 232 -

J. & Work program Lﬁmﬁ'umi Evaluation W&INIANIIUATIANY  Questionnaire
Tuusiaz section @ EDP examiner paIRNINdeY 4 section Ad
1.1)  dszdiumsesadauessaauigdndlunasaauigdniauan
12)  UssdiumsannsaaddnauInig
03)  Ussdiussuunuuasmasny
9.4)  Usslusasumsugunnis

a o od A oA e [~
whvanslunsusafunuusasdasfiduideniuuias OCC nadszms natlwsnsly
v & v a b a '
faqiuny FDIC waz FRB fAlduuaniitssfiuzey occ dhunan (segilmandumsusaifivauusias

A L
Saduiata 5.4)

— i . ) . o 1 A L%
EDP examiner ¥AAMANN Questionnaire luusas section AInann wldTluuuInienig
o & a va
aTvdauARNRIaTuTUUA TR

a v () 5 % A o 1
9. lasunfdasiaszlaidnu  Questionnaire WadaUEAWINNUTUIASIAEATY  Usies
o o 3 ;
anuivaiendayaametly Questionnaire wBIAY

2. M3 evaluation wanIINIlFIINMIFRUAINIINTURATELLULAREYI UL
BRTI9EIAD
2.1) é’ammnﬁﬂﬁﬁﬁ'ﬂmwﬁ'ﬂmudﬂLﬂu"lﬂmui‘ﬂﬁs"u%mm%a‘laﬁw
2.2) AMUBNFIBN 9 Zuflu Documentation wBssUIANTLUARZMUAEITING
wiawuaz Up-date w3alsl u,azaug‘szﬁwa"?'iaz"n"sﬂuﬁﬂﬂﬁﬂﬁﬁ@hd 9 wnssurmavdels  utusauiitud
SanudiAnuassauray  ndme  gasnadnsianailuureniomaidiusne 9 wessuimmiy uas
sinaulasnn Documentation AfliTlusuuananeluLiazmineny Wy surmTEUIANGE1aT Documentation
pausinaneioady  wfmaawuanfld  dnlufudidariendean  Samping  Wnsnmesaudiuung
foudarrauiamasesaiifaduhmssganasacdstn Usnarlauazmsaguitlafionafiasraunses
saouiledn  finsufURaw  Documentation  wWusSwdeligan  suuewfuendieiu  mslfiedas
AaaRIma s velaturassumawndndsng 9 nlidmawiifiuedvifigamareusdafnuuazinay

ANNAMImsunaliawazanuiilnl 9 tAursNNIRBTERIWsRLLTENaLIAR

¥. M3 Evaluation £#77932Wud1 Technical Term wazszuudulvia ¢ agidae 2
gaTraaauaziunzdsuiiudsauanufennunansuasivneasmiy 9
Aeardasniunueslnin  wasdifgaiusuuny  ssdammuisusnuiy 9 m
nuadils  uasrslnaieiumsnTedauLarmafiRnurassutaslagmily
adwladiudu



- 233 -

4. 990 Work program f‘ﬂﬁﬁagamn Questionnaire 14 section 619 9 Q’m’mﬁau
P ' a4 o o
WTIUTINTYNITNE Comments 131U Work sheet sravniaunlunisa EDP
. P . v o & & v ¢ Y a
examiner ianland1 (dredly) mdlinsdwidundrlunisissa

a. %8 Comments AW 9 wWinaNUANUTALIBIIATIVEEUIANlUMIARURINEN
. dd w d o « o & ¥ X 4 o
mheimunineltas  iweTuiinumuLaETIUTINAmMTWIMITatlasnulgvinms
lsiugslunmavaaudanszyindugumeanuuasmuusintunniuds  w3nza1n
- ' & & bt [ A’
Uszdumsnineunmy FDIC waz OCC Wnazwunudlgwaduiiaug ¢ )

HATBINIATINFEUA AR TUAzA W TaAT AN TR I TU AU AUE

2

@ ' a '3 a v \ o & I
IANUHUN  EEABNANIADT ?ﬁﬂ@f\lﬂﬂ’]‘ﬂﬂi’l.l_,ﬂiﬂﬂmzﬂiiwﬂ’ﬁﬁuqﬂ’ﬁ U
L s ¥ o ) ¥ = ' A
ﬂUﬂqiﬂﬂau‘hﬂﬂ\‘lb‘J‘El"ILl’J£|ﬂ'ﬁthﬂM‘S’Ji]ﬁﬂUﬂ’mﬂBNW'JWIE]{'dﬂGLWIﬁzLTJm Uy N3
a v 1 o : A d ¥V ¥ ° ° ¥ v
Comments Un@siaInanaivATusrasgiinetoanianAmuisinaslnsiadausmie

9. alaunumananadaulifidumednualanys

9. MeudEanin “Electronic Data Processing - Control Evaluation asnuniulag
Review examiner (EDP) %uﬁ’mﬁqﬁﬂumumwgnﬁ'aefmﬂﬂ'm%ﬂﬁaumwmmzau
TasTEIuNIaYy |

PenufEuNIMUMLstiuANRLTaLIN  Director  wamiiaRuwiaTaudes

e

QNAnaIAYl
- &l FDIC, Washington D.C.
- delugesunmawndiganinentag
s [l -1 7] -4 z [} d
- douts OCC waz FRB mwlATINITTINaNUUEIEItUNY 3 uvs @9
BuiABulquIEY 2521
L i aa ¥ a o [ ad
- a@ilugy Services lunsfinsunAsldusnisprayfamasannnay
we‘o L 4
- inublindnuausazee

@, mssaTeesSarhfdninnusumIwdrdiu 9 oo lngunfdmiuaunas
WISTHIIANG  ANIATINFDLLATMITNIIBNUATIATINEaUARN AR T nEY
Uz 3-12 duUad vl ZuAulSainasuuesssuunuIaIsuIAT  AABAIY
waunraIMIATRdauLasigmlumMInTIsauATInauR UM IATIREBUAT WA

dmsunsaaadimanunlanunmmumulag Review examiner (EDP) wazlagalnuwiu
H ° i o w & ' LY LY v A a [ 17
7aUrad Director NUTEMABLEINNMUNY 14  WwiindazdaRanuazddiaontunneltas s2an9 FDIC
Y & o & ' o o
Washington D.C. #a midlfnaniusiusmasegaudsana 5 duayi & 16 U
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1.3) Examination

o aw A a @ : v v e
dunuaiausasasnuliaigunuIny  Evaluaton 61U Data Center  31umuilitiu
Wevauayuuaztiamaa Financial Examiner luminTiadaudusudy 9 ywwes EDP examiner 1u
S o &
GRNTHIAT!
' a o o , o P ) o
1.3.1) 28 Report A9 § Nvuilulun1amn Evaluation @illusunifaltiasmutn 4.1
d'o A a G . ? N
1.3.2) w8 Report nmtﬂumamsﬂgumquﬂm Financial (Regular) examiner
o A o & A4 2 o v d o =
1.3.3) 1t program v3aAmaauray FDIC 189 WaivdayafiaaInsasivdaudiudin
L% - I =1 o A v a . . . &
ﬂiﬂl‘lumu Tape w38 Disk 2235UIANT YNU manszmma’ln"lmmgamun Financial examiner A2IN13
a oA . > ¥ o , a o v aa
WIaan INATEUNULAY EDP examiner tadunaunls yuruidduiiinnndaglivasmsaiivigng
aadaufi3and1  “Through the Computer” nampa  Imsld program  adgfasdedauay  luns
nadautayarassutms  lidnandunisheiayan File (Tape vin Disk) wasswimsugUuuLIANnIE
a @ v a v o 17 o w ' o g a
Wasuwasiayaliunnglugunaiuuuungnseioins  sunimsidaydvailasandutdayaianeng

sUIANIMENLA

mUfuRNuAIATIEaUAiGEnd1 “Through the Computer” 289 FDIC i fums
Minafiaminnasauann  famedauasdaadlsluszuuuaduwivi  wasdnfifeesufiRounuidld uas
Tumafiagasnaaufinudutigwaglives  esfasmaudhlisunaluminmeseuasn  Anjung
Comptroller of the Currency 39lWlAEN1IATIvaBLTdRt § fine FDIC audlidy  program lu
naTaaululdia

1.4) mqnaﬁ FDIC 11?u,mm‘sm'mﬂammu Through the Computer

1.4.1) lLisaserAutpyarasowimsusiadnaifes Wiz FDIC dansaaietayalva
viawAsuguuiurasdayainlneatde  program  UfiRnslusud  vibiidudasieldtayarifisui
NIRIIVAAU ‘

1.4.2) aUsvganarlunaUfisnuans Financial examiner adlanin wazyinlinig

- - x
asRdaulUsEANEn WINNTY
¥ &) o @ v a L3 ° v v vV
1.43) Wumsanszaudanadausuraniimad  wasmWgasedauwilannuisu

)~ a &
fluasmuningeuy
. hed i ¥ Vv d ¥
atnlsnatayanlsiannsld Through the Computer lumsnsaeaaufiialiinu
lusu Financial examiner (Huwnan

1.5) viwnaINIRaUnuy Through the Computer vas FDIC
- Installment loans

- Demand deposits
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- Savings deposits

- Certificates of deposits

a a a
nunaTadauluwuy Through the Computer @alull 1975 9909 Installment loans
) a o o o L o d ﬂ. v A’
wuauauwsn ﬂ%ﬁguu FDIC ATAINAIUT program N3ATIFFDUINULUIULANDY ‘]'lvm’mﬂu

W

R
1.6) Yadoinainganunsld  Software package lun1iairenauves

o

FDIC uas{dauigy

2

16.1) FDIC 1#Mmu1 Software package Tadmuiadiiannsnantludnwas Through
the Computer [mﬂmmzﬁoﬁmaﬁ Division of Management System and Financial Statistics 15231 FDIC,
Washington D.C. WugrimthiannGasilasns uazesin Software package Aivauuddligasasey
naaadlinu  wazudluldaundanildldufisnulaese

1.6.2) EDP examiner \lugl# Software package usilailsithugifiau program 189 EDP

. a . . . o a2 o - . d

examiner #1798 Financial examiner a3l Software package AIUBYAINN tape WIB disk WA

; . & v o Vo a a

AMIAIFBUIUADY Financial examiner UazUBY examiner (B3N ILADINAIINIATUNTIUEU program ANE

wiglunwufuiAnsld Software package Tunmimadauaniidaywmiagicanafl EDP examiner aspadudily

program  AagAULEY  waztnlianaudlalansalnsAwiviialaeassluss FDIC, Washington D.C. waguns
nINlEWEITIYIN Washington D.C. 3ndusimadunnluudlunlevisae

16.3) gavvdauinimausnuagnseaautiginmduressunmmidedild Software
package nIaTadaulagUnfaclinaumiadiau program lunsasasaudayalaenss wsiaeld Software
package IINUIHNLHAANIBUINIIAI Software lAtawiz Wy Culinane Corporation Fouduniszam
farfinnudmmglasansioaiunisd@iey  program ‘Lumsmwaaumumwﬁmﬁagaﬁﬁmﬁumifrvm
\nTmPaNAuAaiiey IBM delimunzay wazanslinulilanadmsuranfiasasaiingu o

' a ) o ) a
aeinlsnn NUATIFAUUNYSHANEEaUTTanalisy  program  INBNTIATIVEBLLAY
& o
IVNANLA
9/ 5 ] a LY
1.6.4) Tunsle Audit software package twaﬂgu"&mu@Mﬂaaauazﬁmﬁﬂu parameter
a o ° @ ¢ 4 ° Y ) ) i P
ﬂm'aﬂumaoo'm‘luuwwa‘swmazu'flﬂmz‘jluumm:g (Punch card) AWIANIAIFIU  UATRIZIAINATLY
P 4 @& o o & v o . i a v a e
wilauniaduuanilunsasniliiaas  Compile  program  namAa  WiaSaswlamwipaniimash
a & que d o - o o v o &
programmer G@evruliidiumwuaaadaans (Machine readable form) -m‘lu'nqmummamumimfmﬁau
o 44 o v o~ 4 - o a ¢ o a v ¥
luGaminmdasszgniuinadudiunduaanss w38 memory wadAIIAENRIARY BN U URMUlLLY
salula
d § - A
1.6.5) \NaAIAAENANABS Compile program  UBNUNATATIEALUAD  AzNNIT
d v a ua v& o . o 4 oo d
NAFAY program iwsaNazufiRnulauuny Program file 1IaIFaUTIGIWNINNaNwMUzITY tape 289



- 236 -

. . a 4 o v v o '
application fia779daU 19U Installment loans WHATIVEBUABINTAEIATDYAlUFULLLTEIEATINTBULEII
V, a 8 A’ a ¥ L4 o~ o/
“fulula” wia “UfuRla” via “agree” vumulUnAzsadiwinnursanATI IR YlaedaTadau

v 7 v v o & o v o a v [y
NOU  tape UAVEATNTNATUNNIUGD 1RGN (program)  BALEIAUIULLLABNIUNGATIVABINT
4 a e a Lo o ¥ L% @ ' " Yeqgo 4 o
\PIDIPANNIABTIZANN listing program fiszsimsudlawandudaanalastausasaulinmu wgasedou
¥ v v ' o . a v o 4 ‘l ' \l
pasudldlignemenouns “run” 9T 9 nutayarassurAsmeagly tape sall

da ¥ [ N .
1.6.6) naudly Program ffiawaia wAnIRINIRTRNEIIMNUAE Compile program
] g R} o A a a [1 d' A‘ ) ) . L
Tminmus  widmiuAInsraaRmaiuNTliauiAIey Burrough B 3700 iieaus Compile UA3W1E]
o " v @ a v o q w o a wa &
Aufldnidnunuiasanzganildls mbidsvdanatuazazanunsufusnuuiniu

167) {amadaussuanyiamin Operator %89 Data Center \AmAusufiazsag
ATINABUAIT
- TppsufiecATIEay Wy Instaliment loans
- Fuilu file w3 Master file flacldlunisnsraaoy

168) \ia EDP examiner lsfnyaluninstadaudalnfesAininnan printer fiaz
g Total balance (Wundn uamavdaUWFEUfEUAULEATINIEY Master file Bu 9 TiAHIERg
duneandasdlunmInrasauiuanasaisumILaznsgiayadu 9 umiiues Regular examiner ¥ia
Financial examiner awAfiun13sialy

1.6.9) Audit software package NUTENENAAABNFRIADT WD INUTENLINTHUMI
a = 5 g a ' o X @ LY >
uINIIWEU Audit software package lnsannzil m’lmLLmnmx‘anﬂu&JgﬂUﬂ'«Jﬁ]ﬂma\lﬂu
- faulnnIldny
- AnuUN
A a A 1] L [ - ar
- SULUIAIATAIARN AR D TTIUANGIINULULARS AR U
v & o ] ' o W
- AUNUWIENIMITIAI I EUSRLTEN
dl v a
- Raulan1siusnig

& . da v =
Inemalu Audit software package fiNruIauazaURANIEIUINIANANTTIA
4 = z A’J s a et ' v ¥ o W
213 US$ 20,000 &9 US$ 50,000 MItAUNULA98mINa1Id96Y U19uI¥nuanaInene software package
uan BeARAILINIsluaNEE Annual fee BNAIVINGIE
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2. MINTINABLABNNAADIVBY OCC (Office of the Comptroller of the Currency)
21 daefaunawniael (EDP Examiners)

The Comptroller ldusismagasavaauifuiszaunsallunanmasaubiugiRnud
psavdausuAaNNImas  (EDP  Examiners) uaz'lﬁa'fﬂ'lﬁ'qﬂﬂamfi'lﬁti'ﬁ'ums‘t’lnammﬁuﬁLﬁu Lt
Hugifanuaunstumsiiazasesausuunisudsiayassrenininauassuimauastasgudisnissu
ABNNIABS (Service Center) HN9 qﬁﬁmm*s'l'ﬁu%miagj

 {RTIINIUABNAILABTILTIENIUAE Regional Administrator %amuﬁ'aﬁ'mag’ usingindly
fmn nunmunaiisng 9 1aIn1snTIEausy EDP SimnglumiaiufintaunashafanIsums (The
Banking Operation Department) luia@ifu 91u7ugnan1s gaufivnau WAEANINNAINMTUHURNULDY
fATamIRInamAiuagiy regional administrator ALIMTIMIBIARE office NMIAAEBNEATINTT
waznTAAviEnsunTauTHABILSTE I ULaElATUaYiRsIndinuaTIREauABNRIMES (EDP Examination
Division) wa%imu mmg'mu.azn'ﬁﬁ']tﬁumi‘i'lnauw‘lﬁﬁaLi‘lum'm%'u‘ﬁmau'um Washington office

Nmi’)ﬂﬂ‘ﬁﬂ'lu EDP NﬂU’]mUﬂ'ﬁﬂi’JilﬁﬂUﬂ'ﬁNﬁ A auamﬂﬂanmmaﬂu wARZIUIAT
Ll.ﬁ»‘luFTUHU7ﬂ’15‘HONﬁ5]‘ZIElNarl'HLtﬂﬁ‘Ll']ﬂ']‘i '

a wa . v o &
wunIURTRIMY  (work  programs)  WarmBeuMSATIRARLLAEIAYuTALINE
°o  w o a o o . a4 d o ' a
dmiuusiaziansfianadey  dnguszdArainInTIIdauiafivianansmuantlurasszuunsHan
tayamuraNNIART

m'mwfluﬂmumavnamu mmau‘huavﬁ'nummtuo'm'umumwmmma ALY
nmm.:r»mwna'mm‘lﬁ‘lumsmqa]ﬁawmm«mamsmu EDP (@7amIsu  EDP avmaatﬂuunumw
au’h‘lumumummamagammmmansunJuasmmmwam:‘lwtﬂugmmmsnumzﬁnﬁmwagtaua

o o o v a [y
{A399M15AU EDP w89 The Comptroller assipullugNAuALiIUAUMIATINEaL
fIn1sA AIMINTEA  uasiaN1IauIATInINUTENA (international bank) W3aLALEIMUNUAINETINNTY
' % o [ val o a [ ' '
adiaengasaativgianmdnlafivianissindninenana

fofu Fopnandndlédr dasnedeumaniiamas (EDP  examiner) assmoifouuans
asndaunluwuussInauautiungws  uadlpeUn® EDP  examiner  dnaszlasunisAmdannianien
AWENASIYBIATINFOUSTINAY (Financial - examiner) fRUTzAUNIRINTIATIIRAINTIBITMIANSTREYAl
it
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2.2 A1IATNIFaUAaNAIMe (EDP examination)

v v o o a da ¢
M3IATIRTBUAY EDP Usznausmiananniinassaiiunamsmuaunielunddudiszana
wausiazuvy  Audlssnananafiunmnlsananatayauaniuinuniufindaya (master file records) e
o [ v o & o H o v
suAInnAuinasadlssunIaTadey  Teasdaadndniudmiansusansguiusananaiaziadasu

NNIRTRFAUMNEUNIULEY  Comptroller:-

+ guilssnanatayarasunAsfisaglufiviinis (in-house data processing center)

* d@mngasraIAuilTzaNaNaTBITUIATT

* fanslulASeradounmns  (affiiates of national bank) %38  &1212@9EUNANT
(subsidiaries of bank holding companies) ‘%ﬂﬁ'u%mmﬁM'?l'm:l,ﬂl,l,riﬁmﬂﬁ

* amﬂ'umsﬁuﬁﬁ‘l'dﬁmms (nonbanking companies) %e‘lﬁu‘%miﬁﬂumsﬂszmama
40YAUATUIATT (national bank)

* sruumaNRIABSTUNAEN  (minicomputer systems) wBssUIASHBUNAMSIETUTN
‘ﬁ’ﬂgm’fh master files UMITEUU computer

fudsznanasialuZlisaddunimmadaulasdniniumas comptroller An

*  State banks WIBa1mWEI State banks AMWUINMTUINAKATEYAUA National
Bank

* guehlszananadedildunssutams National Bank %3adeuad national bank Waz
AlsliuIn1ssmIndmun national bank

A a « dqu P ' o ) @

desmraniuma nadn@liusdamiianaiamdemandayannonasauativ

wazdei  (transmitting)  WeiAuElTzNIaNaNat YT (posted), Ustadama  (processed) uaziufin
tayauasliiiaiuna (output) NAUduasdInduluRBLAAIG o AN 9 MaRABINTS

g ' 4 o ' . 99 ° & A’
ANIRTINFBUTEUUAINGMTINNGEUAIN “front-end devices” Nuauuzumsallil

Welafimnufisuesinsieaauiiszun font-end system dnalefugudnasamasunn
ni1 1 wiv damensesssndeniuaedaunazgmiumanzay 1 wiuaglunisnmedauadisialuasdag
danwidmaifiliaduiiian  uidasnnsfianufinmes front-end system agAuasWiIiuAUAuddayad
dhaviedaumMARIMUANTT AINU MIATIeREY front-end device HmtAuAtaauAfuBIaTlunETEh
nyr9guitnyadudomagluriasiusnanlalumends wolunsdifazdnefimeandenssyimeildnnesey
phrawdlela lanfiugamadau front-end system pIndmeITINdnAuMBNUNIATINERUAUSTaYaT
I¥msraaaudanaunidnld
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221 amwadaulszauny (Concurrent Examination)
mMIaTEaUfINTIANTIMIUAzAUSTYaraITuIAIENRREn S anAulUALS
weliinsUszameuseningasedeus EDP  uasfasedausuiubidiuualiiesin uasduiens
nias Wnsdfilygwmdanutausnsduszninnsanesausiaiuil dasanssu EDP wfludiufinmay
Tun33uaaunguinssssugs (Senior Management) uazuuztiurgaTIvrauRUAHnuaciATAA (examiner
in charge of the commercial examination) ﬁoﬁﬂunnﬁi’wﬁm’nwu

222  AIAINHAUIINAY (Joint Examination)
luun9nsel EDP examiner 289 Comptroller A19MINFAUIINAY EDP examiner
v 4 da v a v 0% -
PG TUUBUNNWUINAIUANTUIATT (other regulatory authorities) Al 1wy WATIVEAUYEY FDIC uay/vin
FRB
2 o a o Nl
HATIINTAITWENENU Sz MINEATIRRaUAIM IsalUil
* Aansluiese (affiliate) ¥83 National Bank nIna (subsidiary) w8y
. o v a a v ' .
holding company avguIAsENTULlLSNEAtaYyauA national wax
state banks
o a dag & . o v a J "
* gonuunIRunildsunmns (nonbanking companies) adiusnasun national
wae state banks
3 d' 8 ! A v a 1 o . 8
* aIANINAITUWEIALIAIUATUIANT (bank services corporations) m‘lu;qﬂ
' v A L. i dq v
UINTTHNUTINAUNTRANNTAL  (joint ventures or corporations) T

UINITAINGILA national Wwaz state banks

523 mmsadauluuuy Evaluation w38 Around the Computer

13 Evaluation 289 OCC fiRn MIATIHAUMUAANANIARIUDI EDP examiner
& ¥ & a ' . 3 ' o . o
Uuiey Mt OCC. RA130191 N3 Evaluation UAeNBENIAEIAUTIAINOUTEAIAIEY EDP examination
NNUzNIT

L% 3 =2 v Y aa a € v ac “ a . v

AINY OCC AUATIBNNIIATINAAUABNNILABTAILITNTT “UTiiu” Jusu

o o &

a o v o ' v 4 17 v o aa X

fnmtassunsauduneaniuiuadnninmm Weanmy FDIC waz FRS  AlMin38n13  Evaluation
¥ a wa <& . sad a a a ° o

nnausauray OCC Wlilunnufifisunsanadaguiuil ud FOIC FFnRnANTduNAIBIAIBIANEIN

Y

A N1IATISNMUL  through the computer el software package watlun1ImsvaausIU  financial

examination A
= ° A o G o -l
mMIlsaiunapensimsummdeduas/via o AudUfifnisAa  Data
A A _ - z = - A - v > v
Center @amflunnslassummidigduy 9 9 vindsadunanuivngulszanatayaliouims
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massiunasslinasnin 2 duani @ 12 dua Medltunu
- $7uou Data Center Fp1ainansuwyi

- 2u1AreY Data Center v

- §TUUNY |

- Snaulazriaindnu

- manIATINERuATIAaY

& a &
A3 Evaluation -9UATEMIENNTIABATIENUNIATIIFEUABINIABTIEY OCC Nuumay
Tumssfivrnududsiunndatiluiata 52 nalsems

M3 Evaluation w89 EDP examiner § work program umsufiifsuatnsazdaslu
' o a v a 4 oo o Y o &
wsazausuningdasiuraiawes Riwdauaxihviangndn 9 lunsasaaausil

a - V V ¥ v o o
- miﬂi:mum‘smvaﬁawmg.aauumuwmﬁmm‘s tWa.-

A e a va 0% & X o g -3
n  WanmuatauemIU iRMuTEIgRTNday NlmedaaEauazmsResall

&
U

- gmwastaunnsasiinnawulaedaauiniuassuias
- minnesaumasaeigdsnmyinifiinusmesaludsimcdanamie
lai waegasadeuray OCC 2:u8R work sheets wBIRERUNGTNLlY
UBITUIATTAIE '
0 Aemamsudlrdaunwiasmuiiunngluneny
A dansansuanwsdarashadnisihaladasniifenurasninaivdels v
Tngganmenumstssguhiimstesanuasdinmiszndathiludauiifeadude
comment uaztiawuninluTENUATINEEY |

Y s ) a < -J
- N1TUNUNTITIANTUDNLUINIT  AWE

N AResanmasearms laawnwzludwiifadasiursufama i dmiaanuiine
iNeInIaly

7 Aemandimsvaunnamiiinsnuuastauanssuisraliiuusazypnaded
diusularmilunuimsnumanzaunial

A)  Nerandulaunauaznsudlulgwirasdhauinng
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a ° ﬂl-' A
- AMIUTLNUTIEIULAZANTINIUY  (systems and programming) LWB

a 1 ° o Vv a 1 Y a a A’
n) NI swiesEssesiumalamadninialy duiansdlsaluil
- Inlway

¥ 1
- U
- wiuAulwm
- nvheu
- Insnrtadag
- gUnsnlreaWIRETIdEMEnIatata

A a J s =l <
wnslgwnifatunusuAsesinansznunszfiauivlsenulaanse
9 fwarihdmsufiimagiansufieuilindiduusmiaguvisli wasede

a ' v o a va
pInagIlnalunsuusnede

a 3 a . A
- mUsziiunasmunsufuRu  (computer operation) (B

n)  Resanfinumaiisainsuumsufiimiuusbastuaourainsusaiataya
Pfiruihdedslsredadslaugimausuumuila@audumednueianustiud

) Asanfinsmuanmalsanatayanntusauiinasiatdniilsaninwisda
anedqadaulalithe waslinatlasduadnils wasasamamildiiade

224 a7 ey EDP examiner anizUiAiusuaTIvdauLIznausie -
* UfususIu Review System ﬂaﬂgﬂ'uﬁmmiﬁﬁﬁ&lﬁmuﬂszmmﬁaaz 40
* UfRiusu Review System ifimuimsaniwnliluauianuszinadasas 30
*UfususumATAlANL  Regular examiner %38 Financial examiner Uszune
Joeaz 20
* Uiy Review AU Data Center uUszanauinaaz 10

225 mqma‘?’i occ Wlignimyadauluwuy Through the Computer

{ [ 4 . . d a L )
Wlunundanmdn Comptroller of the Currency 1938015 Evaluation @9ansaunladndiu
wwanInsvdatluuy “Around the Computer” usiienagnfen laelafiifnsasaadaluwuy “Through

[

-J a %o ' ac L
the Computer” @ FDIC HlunsufuRnIuaiuidnis “Around the Computer” gt

A ¥ A acd
winian Comptroller of the Currency Wil software package #3I070N17 “Through
= L4 v o A’
the Computer” Tun1IaTadauraxiunaiataagulasii
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filgmaunnlumslfufitiou  Aesanhluduny vy suimswasuwlameda

Cl a ] v o &~ & = &

wiamailAlva 9 gasendeatudly software package uazsimdAnwINATIALY 9

vod o o Ay

Wity dwnnldioar  warlunate 9 nidindasudly  software  package

a ] . o a i A Y

Winannsunsiasy operating system analdanfuninuszanalingn uaz
9 s s ;

mMInTalaeld software package NnwuAUgMITUilEND 9

Vv 9/ ° v 4 A ' v
padldmndnngeasaredauan  fuwldasnn  uasililaitunuilaidanesau
X - d . Y
Usnnnflsnasoudledgmlann@as  Wiasnnardndngniaununmusliily
nuaTIEaY wnsnibiinaAnemaialna o

mInvadaulmeld software package w"v‘sJ\1Lwiﬁ'a'lﬁ’ﬁﬁn'hLﬂumsmqaﬁﬂuﬁﬁizf'ﬂai

nidusadlddayarassuims  udlumalfussasandaminnuuazanaiiuiiann
a ool i [}

suRIWINTENgNATIvEBLDENIN

nsMnaUGURNT

- muden fle w3 generate faya

- m3tuuzmalisng 9 Afmdadums process faya usu
- dmvreanulianamuannis process $unnTuAauls

4 ' ¥ o &
dasaaaumelurassunmsdineiild software package umInsiaday AN
- . Ly4 - . .
myUszduntsanadaumsluiunasnamss nelillaRnsurinmuaudessn 9
(=1 A v ]
msdlumifluasdasesaunsduraoumaies wmsdiniilasamoguii

A3l software package lumnsaaauuwuy Through the Computer 'lfu usiae
package 'lstaJ'l'Eﬁ'm*mﬁq:mqmn'aﬁmlﬁ' @nfu  package e 9 7l
Uslemflumsldmlunmeudinannin) Ay wdazuesdadd usas package
Afgates uanand  dflurenfuseisnrlia sestuu Alendld software
package Suigiiladauasiivueiadeiufiony fdy Saiuiduwdssn

nsivuadayatusfisifudadiluminsesamnmmndedildraaRamas
Joritug Report Ifiduidiniutoyafissldannisamedausieisssummisiy
WU Around the Computer AU NIATIvERUAaNRIAETAlIIENTUs IuAN
AunpuifuiRagRlAuaduniy

m3ld software package 89 FDIC uisaer3asfiafidaelunisnssasaudiy
financial AMLIUATIVEBLYEY financial examiner winiulufndluunIATIEEY
Lﬁ'mﬁumuﬁmmaﬂmama WY 120 package (Installment Loan Package) f'ﬂ'ﬁ
TumInTIAABY Instaliment loans WAIIUAEIEATI9 Instaliment loans Fifiu
uas financial examiner ldmmiaszmnuazmInGlnsldtayafinainiswinniy
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2.3 OULIATDINTIATIIFOY (Scope of Examination)

fnsresaumsiimifnuiayatufy (Preliminary Review) fomtifisng 9 rasnushu
EDP nnwaray ud3diisamesoulanandin (examine in depth) ﬁmuusia:ﬁﬁuLﬁ'a@ﬁaﬁaunws’m
wmansmuanmdy - dninngidtauniasiidiudidrgfddamensanssraumaraimnasedausy
ms‘lﬁ'ﬁﬁuLtazlﬁ'tﬂsﬁm‘lﬁ'mnﬁaﬁu (concurrent commercial examination) asnindiaudNwusTaasTe
ﬁ’mzuumuf‘ﬂﬁagj (automated applications) §aMIAIUANMLINIANIY EDP  tsinaunwiasila
plidayaildnnsuuiuiianisamadaunuduiiniugsia (commercial) aIsuIATULY

2.4 aNudPaINIINIIINEY (Frequency of Examination)
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Role of the Bank of Thailand in Banking Computerization

Mr. Akha Matsuo, International President
Distinguished delegates and participants,

Ladies and Gentlemen,

Good moming, I would like to welcome those of you from abroad and in

Thailand, to participate in this conference. Hopefully you have a pleasant stay in Bangkok.

1. Introduction

This keynote session emphasises the importance of information quality with
a view to the 21st century. I am honored, therefore, to have the opportunity to address the
“Role of the Bank of Thailand in Banking Computerization” in this respect, to this, the
12 th Annual Asia Pacific CACS Conference, sponsored by the Information Systems
Audit and Control Association.

As a brief background: Computerization of banking business was introduced
to Thai Commercial banks in 1970. In 1982, or 12 years after the Bangkok Bank s first
on-line computerized system was established, EDP Auditing was introduced to follow up
this new technology in Thailand. The organization playing the role central to the success
of the introduction of these systems is the Bank of Thailand. In this perspective, it is
therefore appropriate that the topic of the “Role of the Bank of Thailand in banking
computerization”, is presented today.

The body of information technology professionals, that is, the IT audit and
control specialists, are very crucial not only for IT auditing or IT system development but
also the management of all commercial institutions.

The Information Systems Audit and Control Association (ISACA) represents
an extremely critical linkage between these people and the organizations concerned.
Without this link we cannot function, or would function with very much greater diffi-
cultly. This is due in large to the important responsibilities of the Bank of Thailand in
supervising financial institutions to ensure that they are secure and are supportive of

economic development and also to develop and supervise the-financial system.
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The major section of the Bank undertaking these responsibilities is the Financial Super-
vision and Examination Dept. Its main functions are to analyze and examine the opera-
tions of the financial Institutions and to develop efficient procedures for examining and
analyzing financial statements. We have to thank the ISACA for its overall support
which is also shown through its sponsorship of this 12 th annual Asig Computer Audit,
Control and Security Conference, on this occasion, and of course, for the year to come.

The wide use of computers in banking and financial activities has contributed
to remarkable changes in all financial institutions’ operations, internal control, audit and
management systems. New techniques and procedures for banking practice have been
developed and implemented into Thai commercial banks and other organizations. In
addition, a remarkable expansion of banking services has occurred through the on-line
network between commercial bank Head Offices and their branches facilitating their
customers requirements and recording and exchanging accounting information. This is
especially so for deéository and funds transfer transactions of inter-branch customers..

Even though computerization in banking can provide high efficiency with
low cost to customers and banks, the complexity of computerized banking, at the same
time, has brought new risks into the banking system. In this regard, the Bank of
Thailand, as the supervisory agency, needs to closely control and suipervise computer-
ized banking and other financial organizations in order to reduce these risks and safe-

guard the banking system and its customers.

relationship i itors, CPA
First of all I would like to explain and differentiate the words “Examiner ,
“External auditor”, “CPA” or chartered accountant, and “Internal auditor . The exam-
iner is a type of an external auditor but functions under the Central Banking Act and
performs duties under the Commercial Banking Act and Financial Institution Act. The
examiner works under regulatory agencies like FRB, FDIC or OCC in the USA or at the
Bank of England. Prudential controls, safety and soundness of commercial banks and

financial institution systems are the main function of the examiner. We may describe the

main difference among them as follows:
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The Examiners

The major function of the Examiner is on the safety and soundness of
financial institutions under special Acts such as the Commercial Banking Act and
Financial Institution Act. The Examiner is responsible for examination and supervision
of the stability of the financial institutions that operate under these special Acts and they
report to the Ministry of Finance and the Chairman of the financial institutions.

The CPAs

The major function of the CPAs is on the reliability of financial statements
and financial exposures that may occur within the organization. The major responsibility
is to perform substantive audits, verify and certify financial statements and audit the
reliability and faimess of financial records including information that may cause expo-
sures to the organization in reports to the shareholders and relevant persons of the
organization.

The Internal Auditor

The major function of the Internal Auditor is concerned with the operational
exposures that may arise from the disorder, the disregard or the violation of the organization’s
rules and regulations. The Internal Auditor is responsible for compliance auditing
including internal exposures that may occur within the organization and report to the
Board of Directors or the top management of the organization.

The Examiner, CPAs and Internal Auditor may be subdivided into two types:
1) the Financial Auditor and 2) the EDP or IS Auditor. The difference between the
Financial Auditor and the EDP or IS Auditor is that the Financial Auditor focuses on the
manual operation audit while the EDP or IS Auditor focuses on the computerized
operation audit.

The major functions of the Examiner, CPAs and the Internal Auditor may
differ as mentioned, however, in practice there are some functions that overlap among
them. In general, the scope of the work of the Examiner is broader than that of the CPAs
and Internal Auditors, while, in turn, the scope of the work of CPAs is also broader than
the Internal Auditors.
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In practice, even though the Internal Auditors concentrate on compliance
auditing they also put emphasis on substantive procedures which is the major function of
the CPAs. This is due to the fact that the results of substantive tests are seldom employed
as part of a compliance audit. At the same time, the CPAs have to verify the results of
a compliance audit, which is the major function of Internal Auditing, in order to support
the reliability of their substantive test. Similarly, the Examiner, who performs much
broader functions, needs to evaluate the results of a compliance audit and substantive
audit which are the major functions of the Internal Auditor and CPAs. This is a minor
part of their work in order to employ these results as supportive information for the

assessment of safety and soundness of financial institutions.

2. Development of Computerized Banking in Thailand
2.1 Electronic Banking
As new service competition, ATMs were introduced in January 1983. In
December 1984, the Bank of Thailand issued a major guideline on electronic banking
development, by requiring banks to offer shared ATM services or a “pool” that must be
comprised of at least 3 member banks. New products that were offered in 1985 included
: Tele-banking, Office Banking, Video Banking, information banking, cash management,
Credit Card Authorization (Verifone), and Badge card reader (BCR)/Pin pad services.
Furthermore, the first full array of self-service banking was introduced by a Commercial
Bank known as  The Computer Branch’ services. This provided self-service facilities at
the branch lobby including Personal Banking, Current Account Statement Inquiry, ATM,
Tele-banking, Info Banking, Graphic Banking, and Videotext Banking.
2.2 Other services
New concepts for computerized services are now being developed. The Thai
Bankers Association, together with the Board of Trade and the Federation of Thai
Industries have jointly formed a non-profit organization to set up a computer center to
provide a database for all necessary financial and business information. This proposed
computerized trade data center was first discussed in 1991. They also hope to collect

business and financial data from overseas sources in the future.
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2.3 Electronic payment system

The rapid growth of financial activities, the trend of increasing volumes of
transactions in terms of paper notes, large-value fund transfers, retail fund transfers, and
the global trend towards computerized payment systems is contributing to the
development of a new Thai Payment System.

A Payment System Development Plan has been developed under the Bank of
Thailand’s financial reform scheme for the regional financial center in 1995. The plan
has three major goals:

1) to improve the country’s financial infrastructure

2) to reduce risk in the payment system, and

3) to increase the efficiency of fund transfers.

The plan outlines three phases. In phase I, the main tasks are to construct an
interbank electronic funds transfer network in the Bangkok Metropolitan area to increase
the efficiency of large-value fund transfers, cheque clearing, and off-line retail fund
transfers. On-line retail fund transfers will be improved by the Thai Bankers Association
meanwhile.

The Bank of Thailand has established two major electronic payment
networks to support the phase I operation: 1) BAHTNET and 2) THAICLEAR. BAHTNET
is an electronic funds transfer network between the Bank of Thailand and the member
banks to service the large-value funds transfer transactions. THAICLEAR, meanwhile, is
designed as an electronic cheque clearing system (ECS) and media clearing.

The second phase focuses on extending the service area, providing more
services, and increasing the functions of the system. As a result, large-value fund
transfers will be available in areas outside Bangkok and the clearing and settlement of
both government and Bank of Thailand bonds will be in service. Eventually, the use of
on-line file transfers for large volumes of low-value transactions will also be included in
the system.

In the third phase, the payment system is looking to integrate such independent

financial systems like the Financial Information System and Credit Information System.
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8. Major risks in computerized banking
3.1 Risk of system failure

When commercial banks apply electronic banking into their business, they
immediately bear the risk of computer system failure. This is the risk that the system
can not continuously process and operations are paused. In this instance commercial
banks can not operate and provide services to their customers. The failure of
computerized systems is the most significant risk of electronic banking, however,
banks can reduce this risk by preparing supportive or emergency plans for such
situations before significant damages will affect the bank s operations.

3.2 Risk of the loss of information

This is the risk that information in the system is damaged, lost or destroyed due
to an absence of internal control and back up systems. Thus, when errors appear in the
system when banks have no recovery system or audit trial system to retrieve the lost
information, it will severe implications for the banks. For advanced and complex
technology systems, it is necessary to design these more carefully.

3.3 Risk of imperfect planning

The rushed development of computerized banking without an adequate study of
both short term and long term impacts will create many problems in organizations. Such
problems may include defective software or incompatible software which cannot be
applied with older systems, lack of computer personnel, and inefficient organizational and
personnel management including that of the internal contrpl system.

3.4 Risk of inadequate internal control.

This is the risk that computerized systems accidentally or purposely accessed due
to inadequate internal controls. This may lead to information files and system programs
being destroyed, stolen, spied upon, changed, added or erased by an attempt to distort
information. This lessens the reliability of financial statements which in turn requires the

Bank of Thailand and IS auditors to examine these more carefully.
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4. The impact of .Electronic Banking on Commercial Bank examination and
supervision.

In general, there are two major control methods for commercial bank super-
vision:

1. Supervision by regulations

The first control of supervision is through guidance by rule, regulations
and provisions to commercial banks in the forms of Acts, notifications, circulars, and
through licensing in accordance with authorities given by the Banking Act. These are in
order to encourage sound banking practices and to. standardize banking business
corresponding to glovemment policy and also to give the banks a Strong position with
high public confidence.

2. Supervision by bank operation following-ups

The second control method is to assess each commercial bank s status and
follow-up the banks’ operations to ensure that commercial banks activities are carried out
in accordance with law and regulations and in an appropriate manner. This kind of work
can be analyzed from the commercial bank s reports and on site audits at the banks and
financial institutions.

The principles adhered to for commercial bank assessments and
examinations are known as the CAMEL principles. These comprise of 1) Capital
adequacy 2) Assets quality 3) Management 4) Earnings ability and 5) Liquidity position.
Examiners will assess the bank’s status from their financial statements such as their
balance sheet and income statements including other items relating to such statements.

Banking business has developed and changed markedly in their operations
and services compared with the past. New Banking technology and transactions have
been introduced which have introduced various types of risks and difficulties required to
be measured or evaluated. It is particularly important therefore to be aware of off-balance
sheet business such as syndicate loans, letters of credit, foreign Exchange, wired transfers,
Electronic Data Processing (EDP) or electronic banking etc. In this regard, the authorized
examiners and supervisors of commercial banks have to study and understand the risk

which may affect an assessment of the banks’ status.
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5. Electronic Banking Examination

The rationale and the necessity to have an electronic banking examination is due
to the change of banking technology which, in turn, contributes to the change of banking
practice and operations and leads to the various forms of risk that have already been
mentioned. Subsequently, to protect possible financial disaster that may arise, the
conventional ‘CAMEL” principles for banking examination may not be sufficient to
evaluate the commercial banks status for the following reasons:

1. Conventional supervision and examination which evaluates the manual prac-
tice is mainly an evaluation of past evidence or after-the-fact. This is in instances such as
balance sheet examinations, quality of lending, ability of asset and debt repayment,
earnings ability, and the past performance of the banks.

2. Conventional supervision and examination is not concerned about the risk of
loss as a result of inadequate security in computerized banking controls. Such losses may
include financial data in the computer system, fraudulence through telecommunication
systems, and risk of system failure which has a great effects on the commercial bank s
operations.

3. The present examination does not, but should, emphasize evaluation of new
management systems for electronic banking, and point out possible future problems
before it points to us. This is due to the necessity of development under the rapid changes
of technology. Strategic planning for technology and electronic banking should be
implemented to ensure that the bank s executives are able to know the real position of the
bank. In addition, this evaluation will help reduce the risk which may arise in the future
which, as well, will be useful for determining the bank s direction now and in the future.

In order to have an efficient examination, one must be able to evaluate and
analyze the bank s status correctly, appropriately, and be up-to-date. Electronic banking
'examination, therefore, needs additional examination measures besides those ordinarily
employed corresponding to the rapid changes of Banking technology. In some develop-

ing countries, the central banks never consider these problems.
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5.1 Audit and Control summary in a computerized business environment
Computer Technology creates new and increased risk which requires New
Methods of Audit and Control and needs Auditors with new skills to review Computer
Technology and associated technology and systems.
5.2 Electronic Data Processing (EDP) Examination
During 1970-1981, commercial bank examination always concentrated on
financial examination by way of evaluating documents, reports and financial statements
that were produced by the computer. With these banks, the provision of informatipn,
verification of data accuracy and reliability, had been limited. There had over this time
been a gradual increase in the examiner s concern as to how to maintain their role and
capability for conducting effective and appropriate banking examinations. In 1972, the
Bank of Thailand set up a working group of the EDP examiners to study the feasibility
and guidelines on the electronic data processing examination. In 1981, the Commercial
Bank s Computer Examination Section was established to perform EDP or IS audit. At
that time, there were no EDP or IS auditors in Thailand.
Sequences of EDP examination development:
1. The manual or guidelines on how to use commercial bank computerized
reports was developed in order to support the financial examination that included:
1.1 Summaries of reports to be used in the examination on each Application
System such as Deposit Accounts, Loans, Customer Account Information, Classified,
Debt, etc.
1.2 Reports and Transaction Code definitions.
1.3 Reporting frequency such as daily, weekly, monthly, or semi-annually
including the reports and file retention periods.
1.4 Reconcilement of report total and control accounts.
2. In 1981, the EDP examination section was established with the primary duty
and responsibility for examining the commercial banks computer s.ystem.
3. In 1982, the Minimum Standard Requirement on computer system
development and operation was issued with the objective of providing commercial banks
with guidelines on the EDP operation and the EDP examination scope.

4. The commercial bank EDP examination was first conducted in 1983.
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5.8 Security Requirements for Commercial Banks setting up and Operating

Electronic Machine Services \

The minimum standard requirements on security procedures:

1. Segregation of duties and responsibilities under the following

functions:

System Development

System Maintenance

Equipment Maintenance

Customer card generation

Customer PIN generation

ATM cash handling

Network management and control

2. Adequate documentation must be maintained and shall include the following

standards and guidelines.

2.1

2.2

23

System Manual

General system and network description

Computer equipment currently in use and backup equipment
Data management and backup data files.

Interrelationship of all application system and control functions.

Output report description of all applications.

Program Description Manual

Detailed description of the individual program including objectives,
function processing instructions and the interrelationships to the other
programs.

Program listing

Editing and control procedures

Record of all program changes and system modifications

User Manuals

Description of their functions and responsibilities.
User operation instructions

Error and problem resolution procedures
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2.4 Electronic funds transfer system documentation.

- Equipment description
- Customer card
- Customer personal identification number
- Program messages
- ATM Cash Handling
- Data Communication commands and messages
- Receipt of Funds Transfer Transactions |
- Mechanism of cash dispensing devices
- Deposit and payment handling
- Transaction Logging

3. Data communication control and security

3.1 Access control over communication lines and devices

3.2 Data communication backup system

3.3 Logging all transactions to include:

- Location or device identification codes
- Date and time of transaction
- Type of transaction
- Customer card and account number
- Transaction amount
4. Customer Security

- Must have written notices to educate the customers on usage and safe-
guarding of the ATM card and PIN including warnings and precautionary measures upon
possible loss.

- Must have written contract agreement stating the liabilities of commercial
bank, customers, and all relevant parties. Advanced notification must be given to the
customers if there are any changes in terms and conditions.

- Must not disclose customers  information.

- Must provide warning messages or protective devices to prevent the cus-

tomers failure to retain their card and receipt of transaction after the completion of the

transaction.
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5. Site Location Security

- The terminal devices must be situated publicly in an open area with
sufficient lighting for illumination.

- The terminals must have an installed alarm system or other security de-
vice.

6. Insurance coverage that provides adequate protection for financial losses or
other disastrous consequences.

7. Must have an effective contingency plan that includes the following
measures.

7.1 Physical Protection and Emergency Plan to minimize exposure or
probability of threats to the computer operation such as fire, flood, natural hazard and
equipment failure, etc.

7.2 Recovery Plan that clearly defines methods and procedures for system
recovery.

7.3 Backup Plan that provides minimum requirements as follows:

- Must provide a back up capability for data facility
- Backup procedures and operational instructions including the use of
alarm or security devices to prevent and detect possible threats to
the system.
- All security plans must be maintained and tested periodically.
- Designating contingency personnel and their responsibilities.
- Determiriing critical functions in order to define backup processing
'requirement.
5.4 EDP Audit Requirements
- Commercial banks must perform a computer audit at least once a year within 12
months comprising a minimum audit scope as follows:
I. Computer Audit Coverage:
1.1 Electronic Data Processing Operation
- Organization Data Center audited
- Applications and Programs

- Data Management and Controls
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Computer Operations
Data Communication System
Electronic Funds Transfer System

EDP services provided by other organizations or Service Bureaus

Computer Application

Documentation

System Tests

Application and Program Maintenance
Data Access Control

Data Files and Program Controls

Backup System

Financial loss caused by computer operation or computer internal con-

trol weakness by the following causes.

- Failure or destruction of the computer system, equipment, peripheral,

Application Systems, and Data Communication System.

- Fraud, theft or any loss which is caused by a bank employee or outsider.

2. Audit Information

2
22
23
24
2.9
2.6

Name, Location and opening date of the Data Center audited.

Date and Time of Audit

Sequence of the audit and date of the last audit

. 9
Auditor s name

Details of audit findings and recommendations

Description of financial loss resulting from computer abuse or computer

internal control weakness includes:

- Definition of error or loss

- Cause of error or loss

- Amount of loss

- Preventive measures implemented

2.7 Application System Audit Documentation.

- Organization of the Department audited.

- Detailed Description of Equipment and program change.
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6. Bank of Thailand's measures and policies regarding computerized banking.
6.1 The main objective of The Bank of Thailand

The main objective of the Bank of Thailand is to maintain both internal and
external financial stabilization, enhance sound financial institutions and encourage
economic growth at the appropriate level.

The progress of telecommunication technology has caused the world’s financial
businesses to have close relations, in both domestic networks and internationalized
networks. Financial institutions, the international money market and the capital market
are globalized. Financial systems for both commercial banks and other financial
institutions have to concentrate on improving their efficiency and at the same time, the
Bank of Thailand has to keep this under surveillance to ensure that these improvements
are not frustrated or result in decreased stability of the banking system.

The electronic banking examination is not committed only to the computerized
systems and its operations but also extends to analyze and evaluate the risks of banking
technology and electronic banking. This additional analysis is aimed at controlling and
discriminating all risks associated with commercial bank stability as a whole and
especially for protection before damages occur.

The Bank of Thailand has paid attention to electronic banking services and
followed-up on the commercial banks’ progress. Since 1981 the Bank of Thailand has
established the Special Assignment Division to examine electronic banking and to take
part in the process of setting up regulations and conditions for the opening of commercial
banks ATM services. These regulations set minimum security requirements in order to
strengthen security and to safeguard the bank's customer. In addition, the BOT also
continues its study on new technology that commercial banks have implemented in their
banking services.

6.2 Revision of the Banking Act and Other Regulations
6.2.1 Banking Act
In May 1985, the Bank of Thailand formalized the enforcement policy
amending the Banking Act. For the electronic banking examination practice, a revision
had been made on section 35, to empower the examiner to examine banks electronic data

processing systems and/or their EDP services.
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6.2.2 Contingency Plan

On December 24, 1987 the Bank of Thailand invited commercial banks to
attend a meeting on the subject of the development of an Emergency Plan and a computer
backup system. The meeting was held on January 14, 1988. The Bank of Thailand
alerted commercial banks to the importance of a Contingency Plan for electronic data
processing support which is one of the methods used in the EDP industry to reduce the
potential impact of the loss of the EDP service. Banks Contingency Plans should include
effective provisions for off-site backup of critical Hata files, software, hardware, docu-
mentation, forms, and supplies as well as an alternate means of processing transactions
electronically or manually. Bank management should review and employ the most
appropriate method for its organization.

Concentrating on security system enforcement, the Bank of Thailand issued
its latest guideline on June 23, 1988, requiring banks who offer electronic machine
services, to develop an effective contingency plan abiding by the following conditions:

1. Commercial banks must develop a contingency plan that provides an
alternative backup system off-premises and shall be completed by the year 1989 unless
permission is granted 45 days before the scheduled date.

2. Starting from 1990, banking service disruption due to the failure of
computer processing support, may not exceed 1 working day or 24 hours unless
permission is granted by Bank of Thailand.

3. To minimize cost and fully utilize resources, commercial banks are
advised to select the following appropriate methods:

3.1 Banks may enter into agreements with other banks or institutions
to provide each other with equipment backup, or
3.2 In cooperation with other banks or institutions to form a group or
organization to own and operate the computer facilities.
6.2.3 External Auditor

According to the Auditing standard no. 28 and 29 issued by the Institute
of Certified Accountants and Auditors of Thailand in March 1990, chartered accountants
in Thailand are required to evaluate internal controls in the EDP environment system and it
is insisted that they use computers as audit tools. Prior to their appointments, commercial

bank & financial institution auditors have to submit EDP audit programs to the Bank of
Thailand for approval.
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6.2.4 Minimum Standard of Information
In April 1991, minimum standards of information were set as a guide for
designing and keeping data processing records required to expedite supervisory
examinations. |
6.2.5 Data Processing by a Third Party
Commercial banks and/or financial institutions may have their data
processed by external data processing services, or third pérties. When EDP is performed
off premises (local or abroad), the processing integrity and controls' similar to those of
in-house data processing must be maintained. So, it is necessary for the commercial
banks and/or the financial institutions to obtain permission from the Bank of Thailand to
establish the conditions that have to be made in the agreement with the servicers or third
parties. This may allow the Bank of Thailand’s examiners to perform EDP examinations
at the data center of the servicers or third parties.
6.2.6 Summary of measures relating to control of commercial banks
Measures, regulations and conditions which have been determined in order to increase
efficiency, accuracy and reliability of commercial banks accounting and financial

systems can be summarized as follows:

Year | Sequence Subject Rationale

1981 1 Establish Commercial To study and develop the
Banks'Computer Examination supervision and examination of
Section. computer tasks and to conduct
instructions of appropriate com-
puter operations in order to re-

duce computer failure risks to

commercial banks.
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Year

Sequence

Subject

Rationale

1982

1985

1985

2

Send inspectors to inform
commercial bank executives of
forth-coming computer examina-
tions. Distribute * The Computer
Operation and Data Processing of
Commercial Banks  which
outlines guide-lines for these

examinations.

The commercial banks have to
set up a computer security system
to meet minimum standard
requirements.

Once in every 12 month
period, commercial banks must
perform computer auditing that
involves adequate examination as
the BOT assigns, and submit a

report on this to the BOT.

To ensure commercial bank
executives realize and accept
administration and systems of
standard computer use and
efficiency and to generally
accompany this by advanced
instruction on the necessities
of controlling computer
operation.

To reduce risk that may
affect security and continuity
of operation of commercial
banks.

To enhance commercial
banks’ provision of internal
EDP auditing, especially for
developing the examination
system. This system must be
compatible with other devel-
opments, such as SDLC, and
other systems for catching up
to commercial bank computer
technology which is getting

more sophisticated.
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IYear

Sequence

Subject

Rationale

1988

1988

1988

5

The commercial banks must
install emergency and recovery
plans outside their host computer

building and these must be ready

to utilize before 1989.

The commercial banks’
external auditors must submit both
financial and computer auditing
programs to BOT in order to get

consideration and approval from

BOT to be the banks auditors.

Set up conditions far data
processing outside the country and
evaluate the procession of the data
center of the third party both in

domestic and in foreign countries.

To protect the commercial
banks services from sudden
shut-down, whether caused by
hardware, software, or people
ware, no later than 1988. The
temporary cessation of services
caused by computer or any
technical problems must not
extend beyond one day.

To evaluate auditor effi-
ciency and reliability finan-
cially as appropriate to their
business and data processing
requirements from the year
1988.

To maintain the standard
of financial examinations from
third parties and the EDP
examinations. This is also to

’ . .
serve the country s objective

-of being the monetary center

of its region.
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Year

Sequence

Subject

Rationale

1990

1990

8

Study new types of risks from

computer technology in today’s

banking and financial institutions.

Study minimum standards of

information (MSI) that is neces-

sary for financial examinations.

To protect and reduce risks
which may occur from
computer technology and their
applications that commercial
banks and other financial
institutions now utilize. This
is especially so for electronic
fund transfers and netting
schemes both at the domestic
and international levels. Such
risks include systemic risk,
settlement risk, receiver risk,
sender risk, and liquidity risk.

To protect the financial
examination from the problems
of technology and the paperless
system. Some types of hard
copies are now limited by the

current system.
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Year | Sequence Subject Rationale
1993- 10 Reform the Clearing and To reduce the costs of note
1996 Settlement Systems. This is known | printings, storage and consign-

as payment system development,
a part of BOT's financial sector
reform. These consist of:
- BAHTNET
- Electronic Cheque
Clearing System (ECS)

- Media Clearing

ment.
To increase the efficiency
and integrity of the payment

system.
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In addition to these measures there has been cooperation between the
financial examiners, EDP examiners and analysts to develop the examination of
commercial bank supervision and examination.

As a result of these obligations it is necessary to have an instrument to
oversee the electronic banking activities in accordance with banking law and regulations.
The examination may bev conducted by on site examination or by analyzing and
evaluating the bank s reports.

Similarly, examination of electrbnic banking and electronic services needs
instruments and supportive factors to help the examination process. This is in order to
determine the appropriate direction which should be most useful for the banking system.
The techniques used however require continual updates as the commercial bank’s
business and technology grows and advances. Using old techniques to oversee and
examine these banks may be out-of-date thereby not revealing the real situation. The
Bank of Thailand therefore must pay more attention to computer and electronic banking
examination and supervision.

The proper methodology of the audit therefore assists the auditor in
determining:

: what should be done

. what documentation should be examined or obtained.

: when it should be done

: what can go wrong, what should be right, and to know what needs
to be controlled and audited.

The IT auditor must understand:

- The basic flow of transactions through each significant EDP application.

- The basic control structure

- The content of EDP files and the relevance of the data to financial

statements, and of course IT auditor must understand
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- Where computer assisted audit technology is employed

- EDP or IT control review and the application of computer-assisted
auditing technologies must be performed by persons with technical
proficiency appropriate to the complexity of the system under
review.

It is generally true that the more competent and control conscious the strategy
is from the risk environment of the IT, and the better the understanding of the application
relation complexities of the audit personnel, the less difficult will be the auditing. Don't
forget that, people are not the system of internal control but people make the system of
internal control function. A poor system of internal control monitored by highly
competent people frequently works much better than an excellent system of internal
control staffed with incompetent people. Competence is the ability to perform the
assigned tasks and at the same time show the initiative and alertness to anticipate and
correct problems before they become serious.

All of what I mentioned earlier are the main goals and are included in the role
of the Bank of Thailand.

6.2.7 Other related issues

Study and develop relevant activities which have an effect on

commercial bank s supervision and examination under the following scope:

- The development of commercial technology, hardware and
software of computer.

- The innovation of technology affecting the commercial bank s
planning and control.

- Risk arising from electronic banking, both wholesale and retail
services including those associated with major services which

commercial banks offer at present.
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- The determination of emergency plans protects against damages
from the use of electronic systems, both internally and externally
in banking business

- The additional alternatives of commercial bank s supervision which
may be suitable and could be taken as part in the standardization
of the bank s system.

- The amendment of laws and regulations relating to banking
technology.

- The impact of technological evolution to commercial bank
examination and supervision policy.

- The Bank of Thailand which is responsible for the stability of the
financial system, is required to take all these factors into
consideration and needs to balance the following activities:

1. The encouragement of banking system stability and safe and sound

banking practice following the set regulations.

2. The encouragement of banking business towards high efficiency

high reliability and high stability.

7. Conclusion

The changing methods of information technology and processing requires all
levels of management and auditors to evaluate their responsibilities for establishing and
maintaining a proper structure of control throughout the organization.

Auditing in a computerized business environment requires approaches
and skills different from those required for audits of entirely manual systems. Experience
has shown that because of the misunderstanding between users and managers on one side,
and the IT or EDP personnel on the other, most control problems can be associated with

the point at which the clerical and automated systems meet.
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IT is playing a more important role in Thailand. The understanding among
the users, IT managers and IT auditors is very important for the success of their opera-
tion, audit and control in a computerized business environment.

The next step of the IT auditor and managers of all organizations should
be to prepare themselves for further study of IT technology to cope with IT management
and auditing in the dynamic world of technology and new products of the banking and
financial business.

The 12 th Annual Asia Pacific CACS Conference sponsored by ISACA
gives one of the best opportunities for learning, practising and gaining the new IT
experience through its sessions covering many interesting IT topics. These relate to
exploring current technology and its impact on auditing, control and security which are
also included in the conferences workshops. These will enlighten its participants to
follow the right path.

Hopefully, all the delegates and participants will find the information
gained in the following days most fruitful to the improvement of your career paths.

Thank you.
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Appendix *
Electronic banking and its impact on CAMEL

objectives
I Adequacy Accuracy Quality Integrity Stability Security
Capital C CCCC
1 2 8 9 10
Assets A A A
1 2 3
AAA
4 5 6
AAAA
7 8 9 10
Management M1 Mz M3 M4
MMM
5 6 7
MMM
8 9 10
Earnings E1 Ez Ea
E EE
4 5 6
EEEE
7 8 9 10
Liquidity L4 L5
L LL
6 7 9
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o a J L3 L& o . . . . . .
AR a"luutﬂeﬂ'd‘lﬁ'iﬂ’m'luﬂanqm Inspection and Supervision of Financial Institution %83 South East Asia
¥
Central Banks (SEACEN) vangiATd
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How to Examine Computerized Commercial Banks

EDP Audit (Electronic Data Processing Audit)

I |

Data Center Audit Application Audit
Internal and external audit Input
Management Process

System and program development Output

Computer operation

Objectives : Accuracy

Data integration Completeness
Validity
Teleprocessing Timeliness

Customer service

Electronic Fund Transfer Systems
(EFTS)

Objectives : Integrity of management,
System development,
System operation, and

System maintenance
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Computer System Development Cycle

Project

Development

Implementation

Maintenance
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PROJECT DEVELOPMENT

Setting up a steering committee

Selecting appropriate projects

from business objectives to policies and strategies

Allocating resources to selected projects

Setting up Security Countermeasures
and internal control, points by using
risk analysis, and preparing

—— emergency plan

Contingency plans |— recovery plan

— backup plan

Pursuing and Correcting Problems

effectively and on timely basis
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IMPLEMENTATION

Assuring that all security countermeasures and

internal control points have been followed

Correcting any errors promptly and have
an effective reporting procedure for

management

Providing insurance policies which can cover all

losses that may occur
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MAINTENANCE

Maintaining a bank computer system that functions

properly and applies to user requirements

Studying and researching changes in technology
regulation, etc. and their impact on bank computer

system development
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PROJECT DEVELOPMENT

1. Setting up the steering Committee Impacted
Areas

lack of stering Committee
some departments may not participate M
developed system may not serve every department well,
therefore, wastes of capital (in extreme case where we had to
spend a lot of money to develop the system)
if the computer system is unable to serve the purposes well, A
it means failure and a waste of computer assets and
human resources
also, we have to realize losses of operating expenses E

which decrease net profit

2. Selecting projects that are compatible with business
objectives, policies and strategies

lack of consideration of business objectives, policies M
and strategies means sloppy management
cannot gain a marketing advantage, cost-

effectiveness or follow with in the overall
strategies

project failure

\J

C A E CAE

(as in the 1% item)
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3. Allocating resources to selected projects

without sufficient allocated resources (manpower, time,
capital), the project may not be developed as targeted
less qualified hardware or program errors because of

insufficient funds and time

the system may not serve the users well or can not

be implemented or may have to be changed in a short period of time

\)

C A E

4. Setting security countermeasures and internal control
points after performing risk analysis and the preparation of contingency

plans

not performing things that are: mentioned
above, can cause error, fraud and disaster

use may have to cut some losses and write off centain

damaged assets

loss of bank image which has mostly serious negative effect
in the case of unable to continue business or service any
transaction to customers such as money withdrawal, so it

applear to be a lack of liquidity

for wholesale banking, the interbank settlement
transactions have a very high volume as if the computer
system fails and can not process these transactions, this will

cause additional damage

Impacted

Areas

E AL
4 4
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5. Following and Correcting problems effectively and on timely basis Impacted
Areas
without an effective control system, the project may M

5
be delayed and have an effect on the marketing plan,

that will increase expenditures

n

more expenditures mean less net income E5
the developed project may not be good enough 05 A5 l_5

and some significant errors will cause additional effects

on C AL as in the 1% item
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IMPLEMENTATION

6. Assuring that all security countermeasures and internal control Impacted

points have been followed Areas

(Having the same impact on CAMEL as in the 4" item.
The difference is, in the 4" jtem, you don't even have it yet but

in this item, you have it but do not perfrom it) MS E6 A6 L6 C6

7. Correcting any errors promptly and having an effective
reporting procedures to management

without prompt error-correction and reports to M

management, can cause extended damages or

\
E A E A
7

\)

In the extreme case, if the computer system fail

losses

and cannot provide any services, it looks like L

the commercial banks lost their liquidity

8. Providing insurance policies which can cover all losses that, can possibly

occur

without blanket-bond insurance policy M
(insurance policy that covers all losses)

which is the last step of risk management,

banks may lose assets and increase expenditures

which can cause serious effects on E A C EB Aa C
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MAINTENANCE
8. Maintaining a bank computer system that functions properly Impacted
and applies to user requirements Areas
without regular preventive maintenance, M9
the computer system may be devalued in a short time A

or and suddenly bail without the user realizing it.

The replacement cost may be E
higher than the maintenance cost

it is sometimes needed to change all of the system C
costs a lot of money

during a system failure, the business may L
come to a stand still which will have an effect on

the lack of liquidity

10.Studying and researching changes in technologies,
regulations, etc and their impact on bank computer
system development

without such studies and research, it can M

cause mismanagement and mislead strategic

\)

failure to gain the marketing advantage or cost

planning

10
effectiveness

2

have to change hardware, software or A10 0

the network to be compatible with other pool

banks or because of obsolescence
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